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Thank you for choosing QNAP products! This user manual provides detailed
instructions of using the product. Please read carefully and start to enjoy the
powerful functions of the product!

® The VioStor NVR is hereafter referred to as the VioStor or the NVR.

® This user manual provides the description of all the functions of the VioStor
NVR. The product you purchased may not support certain functions dedicated
to specific models.

® This user manual (version 5.0.3) is applicable for the QVR version 5.0.3 only. If
the VioStor NVR is running an older firmware version, please refer to the

previous versions of the user manuals.

Legal Notices

All the features, functionality, and other product specifications are subject to change
without prior notice or obligation. Information contained herein is subject to
change without notice.

QNAP and the QNAP logo are trademarks of QNAP Systems, Inc.  All other brands
and product names referred to are trademarks of their respective holders.

Further, the ® or ™ symbols are not used in the text.

LIMITED WARRANTY

In no event shall the liability of QNAP Systems, Inc. (QNAP) exceed the price paid
for the product from direct, indirect, special, incidental, or consequential software,
or its documentation. QNAP makes no warranty or representation, expressed,
implied, or statutory, with respect to its products or the contents or use of this
documentation and all accompanying software, and specifically disclaims its quality,
performance, merchantability, or fitness for any particular purpose. QNAP reserves
the right to revise or update its products, software, or documentation without
obligation to notify any individual or entity.

CAUTION

1. Back up the system periodically to avoid any potential data loss. QNAP
disclaims any responsibility of all sorts of data loss or recovery.

2. Should you return any components of the product package for refund or
maintenance, make sure they are carefully packed for shipping. Any form of
damages due to improper packaging will not be compensated.



Important Notice

Reading instructions

Read the safety warnings and user manual carefully before using this product.
Power supply

This product can only be used with the power supply provided by the
manufacturer.

Service

Please contact qualified technicians for any technical enquires. Do not repair
this product by yourself to avoid any voltage danger and other risks caused by
opening this product cover.

Warning

To avoid fire or electric shock, do not use this product in rain or humid

environments. Do not place any objects on this product.



Regulatory Notice

@ FCC STATEMENT

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that
interference will not occur in particular installation.  If this equipment does cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:
® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.
® Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

® Consult the dealer or an experienced radio/television technician for help.

The changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

Shielded interface cables, if any, must be used in order to comply with the emission
limits.

( € CE NOTICE
Class B only.
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10.
11.

12.

Safety Warning

This product can operate normally in the temperature of 02C—402C and relative
humidity of 0%—-90%. Please make sure the environment is well-ventilated.
The power cord and devices connected to this product must provide correct
supply voltage.

Do not place this product in direct sunlight or near chemicals. Make sure the
temperature and humidity of the environment are in optimized level.

Unplug the power cord and all connected cables before cleaning. Wipe this
product with a wet towel. Do not use chemical or aerosol to clean this
product.

Do not place any objects on this product for the server's normal operation and
to avoid overheat.

Use the flat head screws in the product package to lock the hard disks in this
product when installing hard disks for proper operation.

Do not place this product near any liquid.

Do not place this product on any uneven surface to avoid falling off and
damage.

Make sure the voltage is correct in your location when using this product. If
you are not sure about the voltage, please contact the distributor or the local
power supply company.

Do not place any object on the power cord.

Do not attempt to repair this product in any occasions. Improper disassembly
of the product may expose you to electric shock or other risks. For any
enquiries, please contact the distributor.

The chassis models should only be installed in the server room and maintained
by the authorized server manager or IT administrator. The server room is
locked by key or keycard access and only certified staff is allowed to enter the

server room.

@Warning:
[ J

Danger of explosion if battery is incorrectly replaced. Replace only with the
same or equivalent type recommended by the manufacturer. Dispose of
used batteries according to the manufacturer's instructions.

Do NOT touch the fan inside the system to avoid serious injuries.
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Chapter 1. Introduction

1.1 Overview

The QNAP VioStor NVR (hereafter referred to as the NVR or the VioStor) is the high
performance network surveillance solution for network-based monitoring of IP
cameras, video recording, playback, and remote data access. Up to 128 channels
from multiple QNAP NVR servers can be monitored simultaneously. The NVR
supports IP-based cameras and video servers from numerous brands, for more
information please visit

http://www.anapsecurity.com/pro _compatibility camera.asp.

The NVR supports video recording in H.264, MPEG-4, MJPEG, or MxPEG video
compression. The NVR offers diversified display modes and recording features, e.g.
scheduled recording, alarm recording, smart recording. The NVR also supports data
search by date and time, timeline, event, and intelligent video analytics (IVA),
including motion detection, missing object, foreign object, out of focus, and camera
occlusion. All of these functions can be configured by using your web browser.

The VioStor Pro(+) Series NVR is the world's first Linux-based NVR capable of truly
PC-less quick configuration, monitoring of IP cameras on the network, and video
playback via the HDMI or VGA connector. The NVR can be operated by connecting
to a high-definition (HD) VGA monitor or TV, and a USB mouse, USB keyboard
(optional), and a USB sound card (optional).

* The MxPEG video compression feature is not supported by VS-2008L, VS-2004L
VS-1004L.
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1.2 Hardware Illustration

1.2.1VS-12164 /12156 / 12148 / 12140U-RP Pro+

Power Button

1

2 LED Indicators: 10 GbE, Status, LAN, eSATA (Reserved)
3 eSATA x 2 (Reserved)

4  Gigabit LAN x4

5 USB2.0x4

6 USB3.0x2

7  Expansion Slot x 2 (Reserved)

8 VGA

9 Password & Network Settings Reset Button
10 Power Connector x 2

11. HDMI
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1.2.2VS-12164 /12156 / 12148 / 12140U-RP Pro

Power button

LED indicators: 10 GbE, Status, LAN, eSATA Select button(Reserved)
VGA

Expansion slot x 1 (reserved)

Gigabit LAN x 4

USB3.0x2

USB2.0x4

Password & network settings reset button

eSATA x 2 (reserved)

10. Power connector x 2

W N U R WN e
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1.2.3VS-8148 /8140 / 8132 / 8124U-RP Pro+

W N U R WN e

e el e =
w N P o

Enter Button

Power Button

Select Button

LED Indicators: 10 GbE, Status, LAN, eSATA (Reserved)
eSATA x 2 (Reserved)

USB2.0x4

Gigabit LAN x 4

USB 3.0x2

VGA

Password & Network Settings Reset Button
Power Connector x 2

Expansion Slot x 2 (Reserved)

HDMI
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1.2.4VS - 8148 / 8140 / 8132 / 8124U-RP Pro

Enter button

Power button

Select button

LED indicators: 10 GbE, Status, LAN, eSATA(Reserved)
VGA

Expansion slot x 2 (reserved)

Gigabit LAN x 2

USB3.0x2

USB2.0x4

Password & network settings reset button
eSATA x 2 (reserved)

Power connector x 2

L X N U R WN e

[
N = o
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1.2.5VS - 8148 / 8140 / 8132 / 8124 Pro+

L N U R WN e

e e e N o e =
L 0 N Uk WD e o

UsB 3.0

One-touch -video-backup button

Power button

Hard drive LEDs

Select button

Enter button

LED indicators: Status, LAN, USB, eSATA (Reserved), 10 GbE
Tray lock

Release button

Power connector

Expansion slot

Kensington security slot

VGA

HDMI

eSATA x 2 (reserved)

Gigabit LAN x 2

USB2.0x4

USB 3.0

Password & network settings reset button
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1.2.6VS-6120 /6116 / 6112 Pro+

UnSten

One-touch -video-backup button

UsSB 2.0

LED indicators: Status, LAN, USB, Power, HDD1-6
Power button

Select button

Enter button

Power connector

K-Lock Security Slot

Gigabit LAN x 2

Audio In/Out

Password & Network Settings Reset Button
USB3.0x2

USB2.0x4

HDMI
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1.2.7VS - 6020 / 6016 / 6012 Pro

UioStor

One-touch -video-backup button

USB 2.0

LED indicators: Status, LAN, USB, eSATA(Reserved), HDD1-6
Power button

Select button

Enter button

Power connector

Gigabit LAN x 2

USB2.0x4

eSATA x 2 (reserved)

. VGA

Password & network settings reset button
Kensington security slot
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1.2.8VS-4116 /4112 / 4108U-RP Pro+

USB 2.0

One-touch -video-backup button

LED indicators: USB, Status, HDD1-4, LAN
Power button

Power connector

HDMI

Gigabit LAN x 2

USB3.0x2

USB 2.0x2

DI/DO (reserved)

RS-485 (reserved)

Password & network settings reset button
Audio In/Out

RS-232 (reserved)
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1.2.9VS -4016 / 4012 / 4008U-RP Pro

One-touch -video-backup button

USB 2.0

LED indicators: Status, LAN, USB, eSATA(Reserved), HDD1-4
Power button

Power connector

Gigabit LAN x 2

USB2.0x4

eSATA x 2 (reserved)

VGA

Password & network settings reset button

W X N Uk WD R

,_\
©

21



L N ;R WN e

L e =
P w N Oo

1.2.10 VS-4116 /4112 /4108 Pro+

UloStor

One-touch -video-backup button

USB 2.0

LED indicators: Status, LAN, USB, HDD1-4
Power button

Select button

Enter button

Power connector

K-Lock Security Slot

Gigabit LAN x 2

Audio In/Out

Password & network settings reset button
USB3.0x2

USB2.0x4

HDMI
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1.2.11 VS-4016 /4012 /4008 Pro

UioStor

One-touch- video-backup button

USB 2.0

LED indicators: Status, LAN, USB, eSATA(Reserved), HDD1-4
Power button

Select button

Enter button

Power connector

Gigabit LAN x 2

USB2.0x4

eSATA x 2 (reserved)

. VGA

Password & network settings reset button
Kensington security slot
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1.2.12 VS-2212 /2208 /2204 Pro+

UioStor

e ©

One-touch-video-backup button
UsB 3.0

LED Indicators: LAN, HDD1, HDD2
Power Button

Power Connector

Gigabit LAN x 2

USB 3.0x2

Password & Network Settings Reset Button
K-Lock Security Slot

Mic Input/ audio output

HDMI 1

HDMI 2 (reserved)

Alarm input/ output (reserved)
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1.2.13 VS-2112 /2108 /2104 Pro+

UioStor

One-touch-video-backup button
USB 3.0

LED Indicators: LAN, HDD1, HDD2
Power Button

Power Connector

Gigabit LAN x 2

USB2.0x4

Password & Network Settings Reset Button
K-Lock Security Slot

Audio In/Out

HDMI
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1.2.14 VS-2012 /2008 /2004 Pro

UioStor

One-touch -video-backup button

USB 2.0

LED indicators: HDD1, HDD2, LAN, eSATA (Reserved)
Power button

Power connector

Gigabit LAN x 2

USB 2.0x2

eSATA x 2 (reserved)

VGA

Password & network settings reset button
Kensington security slot
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1.2.15VS-S2212 /S2208 / S2204 Pro +

LED indicators: Status, LAN, HDD1, HDD2, USB (Backup)
Power button

One-touch -video-backup button

USB 3.0x2

Password & network settings reset button
Mic Input/ audio output

UsB 3.0

Gigabit LAN x 2

HDMI

Power connector

K-Lock Security Slot

W X N oUW e

e
= o
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Chapter 2.

Install the NVR

For the information of hardware installation, see the ‘Quick Installation Guide’ (QIG)

in the product package.

QNAP website (http://www.gnapsecurity.com).

2.1 Personal Computer Requirements

The QIG can also be found in the product CD-ROM or

For better system performance, the computer should at least fulfill the following

requirements:

No. of Format CPU Others
Channels
4 H.264/MPEG-4/ | Dual core CPU, ® Operation system:
MxPEG 2.0GHz or above Microsoft Windows 8,
M-JPEG Intel Pentium 4 CPU, 7, Vista
2.4GHz or above ® Memory: 4GB or
8 H.264/MPEG-4/ | Dual core CPU, above
MXxPEG 2.4GHz or above ® Network port:
M-JPEG Intel Pentium 4 CPU, 100Mbps Ethernet
2.8GHz or above port or above
12 H.264/MPEG-4/ | Dual core CPU, ® Web browser: Google
MXxPEG 2.8GHz or above Chrome
M-JPEG Intel Pentium 4 CPU, 38.0.2125.104 m,
3.0GHz or above Microsoft Internet
16 H.264/MPEG-4/ | Quad core CPU, Explorer 10/11
MxPEG 2.33GHz or above (desktop mode,
M-JPEG Dual core CPU, 32-bit), Mozilla
2.4GHz or above Firefox 33.0
20 H.264/MPEG-4/ | Quad core CPU, ® CD-ROM drive
MxPEG 2.6GHz or above ® Recommended
M-JPEG Dual core CPU, resolution: 1280 x
2.6GHz or above 720 pixels or above
40 H.264/MPEG-4/ | Core i7 CPU 2.8GHz
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MxPEG

or above

M-JPEG

Quad core CPU
2.33GHz or above

More than 48

H.264/MPEG-4/
MXxPEG

Core i7 CPU 3.4GHz

or above

M-JPEG

Quad core CPU
3.0GHz or above
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Security Settings of the Web Browser

Please make sure the security level of the IE browser in Internet Options is set to
Medium or lower.

Internet Options

| Generall Security IF'rivac:_l,l || Content | Cannections | Pragrams | Advanced |

Select a'Web content 2one to specify its security

® « 0

Intermet Local intranet  Trusted sites

Settings:

s A
% Run components not signed with Authenticode E]
Internet O Disable —
Thig zone containg all Web sites you @ Enable
haven't placed it other zones Or ;
rompl
S [ % Run components signed with Authenticode
ecurity level for this zone O Disable
(® Enable
Custom ) © Prompt
F?Etgﬂasrgmai zettings, click Cu: @ Activex cantrals and plug-ins
TouEais recommend;ad selting @ Automatic prompting For ActiveX controls
(%) Disable
() Enable
P |
< >
Custom Lewvel...
SO SV Feset custom settings
Reset to: |Medium | v | [ Reset ]

o

[ Ok ][ Cancel ]

Add your NVR’s IP address to the list of Trusted sites.

You can sdd and remave Web sites from this 2one, Al Web sites
n this zone will use the 2one's seaunity settings.

Rdd this Web ste o the rone:
http=//10.11.11.11/

Internet Options [’? (X
7[3 Wi gites:
General | Securty | Privacy | Content | Connedlions | Programs | Advanced |
Select a Web content zone to specify s security settings.
Intemet  Local intranet Restricted
stes [ Require server verification fhttps:) for al sites in this zome
Trusted sites
This zone contains Web sites that you

trust not to damage your computer or
data

= Ce= ]
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2.2 Browse CD-ROM

Run the product CD-ROM on a Windows PC to access the Quick Start Guide and user
manual, and install the QNAP QVR Client, codec and software utilities Qfinder.

Browse the CD-ROM and access the following contents:

® Codec: The codec for playing AVI videos recorded by the NVR via Windows
Media Player.

® Manual: The user manuals of the NVR.

® Qfinder: The setup program of QNAP Qfinder. This tool is used to discover the
NVR servers available on the local network and configure the network settings
of the NVR.

® QIG: View the hardware installation instructions of the NVR.

® QVR: The setup program for the QNAP QVR Client, an application to see the live
view and play videos recorded by the NVR. If you were unable to install the
QNAP QVR Client when connecting to the monitoring/playback page of the NVR,
install the plug-in from the CD-ROM.

® Tool: This folder contains IPP library and monitor plug-in. If you failed to install
the ActiveX plug-in when connecting to the monitoring page of the NVR by an IE
browser, install the plug-in from the CD-ROM.
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2.3 Hard Disk Drives Compatibility List

This product works with 2.5-inch and 3.5-inch SATA hard disk drives from popular
hard disk brands.  For the hard disk compatibility list, please visit
http://www.gnapsecurity.com/pro_compatibility.asp.

@ QNAP disclaims any responsibility for product damage/malfunction or data

loss/recovery due to misuse or improper installation of hard disks in any occasions

for any reasons.

2.4 IP Cameras Compatibility List

For the information of supported IP camera models, please visit

http://www.gnapsecurity.com/pro_compatibility camera.asp.
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2.5 Check System Status

LED Display & System Status Overview

LED Color LED Status

Description

Flashes green
and red
alternately
every 0.5 sec

1. Ahard drive on the NVR is being
formatted

The NVR is being initialized

The system firmware is being updated

RAID rebuilding is in process

A N

Online RAID Capacity Expansion is in
process

6. Online RAID Level Migration is in
process

Red/
Green

System

Status
Red

A hard drive is invalid

2. The disk volume has reached its full
capacity
The disk volume is going to be full
The system fan is out of function
An error occurs when accessing
(read/write) the disk data

6. A bad sector is detected on the hard
drive

7. The NVRis in degraded read-only
mode (2 member drives fail in RAID 5
or 3 member drives fail in RAID 6
configuration, the disk data can still
be read)

8. (Hardware self-test error)

Flashes red
every 0.5 sec

The NVR is in degraded mode (one
member drive fails in RAID 1, RAID 5 or
two member drives fail in RAID 6
configuration)

Flashes green
every 0.5 sec

1. The NVRis starting up
2.  The NVRis not configured
3.  Aharddrive is not formatted
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Green The NVR is ready
Orange The NVR is connected to the network
LAN Orange The NVR is being accessed from the
Flashes orange
network
10 GbE* Green | (Reserved)
The hard drive data is being accessed and
Flashes red a read/write error occurs during the
HDD (Hard | Red/ process
Drive) Green | Red A hard drive read/write error occurs
Flashes green | The hard drive data is being accessed
Green The hard drive can be accessed
1. A USB device is detected
2. A USB device is being removed from
the NVR
Flashes blue 3. The USB device connected to the
every 0.5 sec front USB port of the NVR is being
accessed
4. The NVR data is being copied to the
usB Blue .
external USB device
Blue The USB device connected to the front
USB port of the NVR is ready
1. No USBis detected
off 2. The NVR has finished copying the
data to the USB device connected to
the front USB port of the NVR
eSATA Orange | Flashes (Reserved)

*The 10 GbE network expansion function is reserved.
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Buzzer (can be disabled in ‘System Settings’ > ‘Hardware’ >’Buzzer’)

Beep sound No. of Times Description
Short beep (0.5 sec) 1 1. The NVRis starting up
2. The NVR s being shut down (software
shutdown)
3. Thereset button is pressed
4. The system firmware has been updated
Short beep (0.5 sec) 3 The NVR data cannot be copied to the external

device by pressing the

one-touch-auto-video-backup button.

Short beep (0.5 sec),
long beep (1.5 sec)

3, every 5 min

The system fan is out of function

Long beep (1.5 sec)

2 The disk volume is going to be full
2. The disk volume has reached its full
capacity
3. The hard drives on the NVR are in
degraded mode
4. Hard disk rebuilding process starts
1 1. The NVRis turned off by force shutdown
(hardware shutdown)
2. The NVR has been turned on successfully

and is ready
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2.6 System Configuration

Install Qfinder

1. Runthe product CD, the following menu is shown. Click ‘Install Qfinder’.

2. Follow the instructions to install the Finder. Upon successful installation, run
the Finder. If the Finder is blocked by the firewall, unblock it.

3. The Finder detects the NVR servers on the local network. If the server has not
been initialized, you will be prompted to perform quick setup. Click ‘Yes’ to
continue.

Note: If the NVR is not found, click ‘Refresh’ to try again.

4. Enter the administrator name and password to perform quick setup. The

default administrator name and password are as below:

User name: admin

Password: admin

Note: Make sure all the IP cameras are configured and connected to the
network.

Quick Setup

1. The quick setup page will be shown. Click ‘Manual Setup’ and follow the
instructions to finish the configuration.

aNAPR Va0 100r0)
Welcome
2. Click ‘Apply’ to execute the quick setup.
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Add IP Cameras

Please follow the steps below to add IP cameras.

1.

2.

3.

4.

Go to Surveillance Settings

Please login to the NVR as an administrator and click the Surveillance Settings

shortcut on the QVR desktop.

Go to [Camera Configuration] -> [Camera Settings].

Click to add an IP camera.

Add

Add a camera

This wizard guides you through the following settings:
« Camera Configuration

» Recording Setbngs
» Scheduls Settings

W Search camera(s) automatically

Step 1/6 et Cancal

Follow the steps to add the camera.
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Add
Confirm Settings
Please confirm the following information
Channel: Channel 2
Camera Brand: i
Camera Maodal: Axis P3367
Camera Name Camera 2
1P address/Port: 10.11.1.23/80
Recording: Enablzd
Muylti-straam Profile; Systam configured
Enable manual recording: Disablad
Enable auta snapshat: Disabled
Step 5/6 Back Next Cancel

Live View

1. Click the Monitor shortcut on the QVR desktop to go to monitoring
page.

2. Ifitis your first time connecting to the NVR monitoring page, you will need to
install the add-on.

3. The live video from the IP cameras configured on the NVR and the recording
status of each channel are shown.
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Chapter 3. Use the NVR by Local Display

Note: This feature is supported by the VioStor Pro(+) Series NVR only. The
models include VS-12164U-RP Pro(+), VS-12156U-RP Pro(+), VS-12148U-RP Pro(+),
VS-12140U-RP Pro(+), VS-8148U-RP Pro(+), VS-8140U-RP Pro(+), VS-8132U-RP
Pro(+), VS-8124U-RP Pro(+), VS-8148 Pro+, VS-8140 Pro+, VS-8132 Pro+, VS-8124
Pro+, VS-6120 Pro+, VS-6116 Pro+, VS-6112 Pro+, VS-6020 Pro, VS-6016 Pro,
VS-6012 Pro, VS-4116U-RP Pro+, VS-4112U-RP Pro+, VS-4108U-RP Pro+,
VS-4016U-RP Pro, VS-4012U-RP Pro, VS-4008U-RP Pro, VS-4116 Pro+, VS-4112
Pro+, VS-4108 Pro+, VS-4016 Pro, VS-4012 Pro, VS-4008 Pro, VS-2212 Pro+,
VS-2208 Pro+, VS-2204 Pro+, VS-2112 Pro+, VS-2108 Pro+, VS-2104 Pro+, VS-2012
Pro, VS-2008 Pro, VS-2004 Pro, VS-S2212 Pro+, VS-52208 Pro+, and VS-S2204 Pro+.

Connect a monitor or TV to the NVR via the HDMI or VGA interface to perform

PC-less quick configuration, monitoring, and video playback. To use this feature,

follow the steps below:

AW

6.

Make sure at least one hard drive has been installed on the NVR.

Connect the NVR to the network.

Make sure the IP cameras have been configured and connected to the network.
Connect an HDMI or a VGA monitor or TV (suggested video output resolution:
1920 x 1080)* to the HDMI or VGA interface of the NVR.

Connect a USB mouse and a USB keyboard (optional) to the USB ports of the
NVR.

Turn on the NVR.

*All Pro+ series support HDMI interface now.
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The system is starting up. Please wait...

When the NVR is turned on, the login screen will be shown. Select the language.
Enter the administrator name and password. If the NVR has not been configured,
skip the login page and enter Quick Configuration (refer to Chapter 3.1).

Default user name: admin

Default password: admin

User Name

) Remember Password

Login
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Click LEmi= ¥, to select the display language. If a USB keyboard is

OWERTY

connected, click v to choose the keyboard layout. Click the keyboard icon

. to enter the necessary information if a USB keyboard is not available.

Enter value:

The monitoring page will be shown upon successful login, refer to Chapter 3.3 for
details.
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3.1 Quick Configuration

If the NVR has not been configured, Quick Configuration Wizard will be shown.
Follow the instructions of the wizard to complete the system setup.

Note: All the changes will be effective only after applying the settings in the last
step.

1. The system information will be shown. Select the language and click ‘Next’.

2. Change the admin password or use the default password (admin).
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3. Select to obtain the network settings automatically or enter the network
settings.

4. Enter the date and time settings. Select to synchronize the server time with an
Internet time server. To enter a domain name for the NTP server, make sure
the DNS server has been correctly set up.
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5. Select the disk configuration. Click ‘Disk Information’ to view the hard disk
drive details. Note that all the disk data will be deleted when the disk volume
is initialized.

onfiguration

6. Configure the IP camera settings. If no IP cameras have been set, try to search
for the cameras on the local network.
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ings

A. The cameras found will be shown. Select the IP cameras and click ‘Add’ to
add the channels.

10:11.16.85

B. To manually add an IP camera or edit the camera settings, click *.
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C. Enter the camera settings. Click ‘Test’ to test the connection. Click
‘Remove’ to delete the camera.

figuration - Camera 1

D. To edit the recording settings, click * next to ‘Recording Settings’.

Define the recording settings and click ‘OK'.
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Digital Watermarking: Enable this option to add digital watermarks to the
video files recorded to the NVR. Use the Watermark Proof utility to verify
if the video files were maliciously modified. For more information, refer

to Chapter 6.3.
7. Verify the settings and click ‘Next’ to initialize the server.

Finish

8. After the system has been initialized, the NVR is ready for use. Click ‘Start

Monitoring’ to enter the monitoring screen.
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3.2 Surveillance Settings

To manage the surveillance settings such as administrator password, network and

8|

time settings, click { J on the monitoring screen. Note that this button (option)

will be shown for administrator access only.

>

“=

L :E',c"‘

Nl
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Description

5 S

Change the administrator password to login local display.

3

Change the network settings.

\

©

Change the date and time settings.

| @

Check the disk volume information

Configure the IP camera settings.

e

Restart/ shut down the server.
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3.3 Monitoring

Upon successful login, the monitoring screen will be shown. Monitor the IP
cameras, change the display mode, enable or disable manual recording, control the

PTZ cameras, and so on.

Select monitoring mode

Camera View video

list image and IP

camera info

| PTZ camera control panel

Icon Description
Ec Monitor:
Enter the monitoring page.

Enter the playback page.

Surveillance Settings:

|
L

‘ Playback:

Enter the surveillance settings page; allows admin access only.

- Hide left panel:

Hide the panel on the left of the monitoring page.

[<<]
Show left panel:

<<
5>
Show the panel on the left of the monitoring page.

Options:

Configure the event notification settings, video window display

settings, screen resolution, etc.
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CPU Status:
Display system CPU usage

Hard drives Status:

Display hard drive usage

,
A

About:

View the server name, NVR model, and firmware version.

41

Logout:
Logout the NVR.

Manual recording:
- Enable or disable recording on the IP camera. The
(Q' administrator can select to enable or disable this function in
‘Camera Settings’ > ‘Recording Settings’ on the web-based
administration interface.
(/l".‘)\l Audio (optional):

Turn on or off the audio support for the monitoring page.

i| ¢

Microphone (optional):
Toggle microphone support for the monitoring page
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Event Notification

Icon

Description

Event notification:
When the alarm recording is enabled and an event is detected,
this icon will be shown. Click this icon to view the alert details.

The alert sound can be turned on or off. To clear all the logs,

click ‘Clear All’.

The system event logs are shown in this dialog. Click ‘Clear’ to delete a log; or click 'Clear All' to
delete all logs.

Type Camera | Date & Time [ Log =
Alarm 0 2010-09-01 11:36:14 Logical nput TB  *  is triggered _
Alarm 0 2010-09-01 10:55:23 Logical mput TB  * s triggered
Alarm 0 2010-08-01 10:35:42 Logical nput & is triggered
Alarm 1 2010-08-01 09:33:32 Event(s) Triggered on Camera 1.

Alarm 1 2010-08-01 09:33:30 Event(s) Triggered on Camera 1.
Alarm 1 2010-09-01 09:33:29 Event(s) Triggered on Camera 1.
Alarm 1 2010-09-01 09:33:27 Event(s) Triggered on Camera 1.
Alarm 1 2010-08-01 09:33:26 Event(s) Triggered on Camera 1.
Alarm 1 2010-08-01 09:33:23 Event(s) Triggered on Camera 1.
Alarm 1 2010-09-01 08:33:21 Event(s) Triggerad on Camera 1.
Alarm 1 2010-09-01 09:33:19 Event(s) Triggered on Camera 1.
Alarm 1 2010-08-01 09:33:18 Event(s) Triggered on Camera 1.
Alarm 1 2010.09-01 09:33:15 Event(s) Triggered on Camera 1.
Alarm 1 2010-09-01 09:33:13 Event(s) Triggered on Camera 1.
Alarm 1 2010-09-01 08:33:11 Event(s) Triggered on Camera 1.
Alarm 1 2010-09-01 09:33:09 Event(s) Triggered on Camera 1.
Alarm 1 2010.09-01 09:33:06 Event(s) Triggered on Camera 1.
:I’__. - NN NS A NSNS . Lo I 2 B, W RS RTeN ‘.l P e _Dj:l
Alert sound | Clear Al | | Close |

53




PTZ Control Panel

The term ‘PTZ’ stands for ‘Pan/Tilt/Zoom’. If the IP camera supports PTZ, use the

control panel on the NVR to adjust the viewing angle of the IP camera. These

functions are available depending on the camera models. Please consult the

camera's documentation for details. Note that the digital zoom function will be

disabled when the PTZ function is in use.

Description

Pan and tilt:
If the PTZ camera supports pan and tilt functions, click these
buttons to pan or tilt the camera.

Fl{l_?_sets

l

Preset positions:

Select the preset positions of the PTZ camera.

(=] 4]

Zoom out/Zoom in:
If the PTZ camera supports zooming, click these buttons to

zoom in or zoom out.

2]

Digital zoom:
Select a channel and click this button to enable the digital zoom

function. When enabled, click ‘+’ to zoom in or ‘-’ to zoom out.

| r@o | r.an Focus control:
[ —
T[S | Adjust the focus control of the PTZ camera.
= System information:
| Jul 25 ||12:54

Display system time & date information
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Display Mode

The NVR supports various display modes for monitoring. Click the correct icon to

switch the display mode.

Icon Description

(] I
e Full screen

‘i| Single-channel mode

| == | 4-channel mode

6-channel mode

8-channel mode

9-channel mode

10-channel mode

12-channel mode

@ 4x4, 5x4, 5x5, 6x5, 8x4, 6x6 channel mode

1 E| Select the display page number

Sequential mode. This mode can be used with other display modes.

%B Click % to enable or disable sequential mode. Click |(. to define the

time interval of which the channels will be displayed.
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Live View Screen

Upon successful configuration of the IP cameras, enter the monitoring screen to view

the live video from the cameras.

If the camera supports pan and tilt functions, click the channel on the screen and
adjust the viewing angle with a mouse. If zooming is supported, scroll the mouse
wheel to zoom in or zoom out the video. These functions are available depending
on the camera models. Please consult the camera's documentation for details.
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Camera Status

The camera status is indicated by the icons shown below:

Icon | Camera Status

Scheduled or continuous recording is in process

This IP camera supports audio function

This IP camera supports PTZ function

Manual recording is enabled

The recording triggered by advanced event management (‘Camera Settings’
> ‘Alarm Settings’ > ‘Advanced Mode’) is in process

The alarm input 1 of the IP camera is triggered

The alarm input 2 of the IP camera is triggered

The alarm input 3 of the IP camera is triggered

Motion detection recording is in process

EEEEE E == E

Digital zoom is enabled
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Connection Message
If the NVR fails to display the video from an IP camera, a message will be shown in
the channel window to indicate the status.

Message Description

. If the IP camera is located on remote network or the Internet, it may
Connecting . . .
take some time to establish a connection to the camera.

The NVR cannot connect to the IP camera. Please check the
network connection of the computer and the availability of the IP
Disconnected | camera. If the IP camera is installed on the Internet, open the port
on the router or gateway to connect to the IP camera. Please refer

to Appendix A.

No You do not have access rights to view this channel. Please login as

Permission a user with access rights or contact the system administrator.

Check the camera settings or update the firmware of the IP camera
Server Error . . . .
(if any). Contact technical support if the error persists.

Please note:

1. Enabling or disabling manual recording will not affect scheduled or alarm
recording tasks. They are independent processes.

2. Right click on the IP camera channel and select the following options:
A. Full screen

Keep aspect ratio

Deinterlace (available on particular camera models only)

Keep original size

Dewarp fisheye images: for Vivotek FE8171V/ FE8172/ FE8174

Right click on the channel and enable the function. After that, you can

mo o w

select the Mount type, including wall, ceiling, and floor and then select
Dewarping mode, including Panorama (Full View), Panorama (Dual View),
and Rectangle.

Remark 1: The camera firmware version should be v0100h or above. For
the latest camera firmware, please visit:
http://www.vivotek.com/index.php.

Remark 2: If the selected Mount type is Wall then only Panorama (Full View)
and Rectangle are supported in Dewarping mode.
Remark 3: If the selected Dewarping mode is Rectangle, you can use the
PTZ control panel to operate PTZ functions (excluding digital zoom).

F. Dewarp panomorph images: for the specific camera models with
panomorph lens
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Before using this feature, you need to select the ‘Enable panomorph
support’ option in the recording settings page. Right click on the channel
and enable the function. After that, you can select the Mount type,
including wall, ceiling, and floor and then select Dewarping mode,
including Perimeter mode, Quad mode, and PTZ mode.

Remark 1: To see a list of camera models that support panomorph lenses,
please visit http://www.gnapsecurity.com/faq _detail.asp?faq id=718.

Remark 2: This function is only available when the resolution of the video
stream is higher than 640x480 on the monitoring page.

Remark 3: If Dewarping mode is in PTZ mode, then in the channel, you can
use the PTZ control panel or mouse (by holding down the mouse left
button, and then moving the mouse or turning the mouse wheel) to
change viewing angles or to zoom in/out of the screen. If the Dewarping
mode is in Quad mode, the above methods can also be applied to operate
PTZ functions in each divided screen.
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Options
To configure advanced monitor settings, click |\_

The following options are listed under the ‘General’ tab.
® Event Notification:
v" When ‘Enable alert for all surveillance events’  option is enabled and a

surveillance event is triggered, the alert icon owiII be instantly shown
on the monitoring page. Click the icon to view the alert details.

v’ After enabling  ‘Issue notification when the disk reaches maximum
operation time set below’  in System Tools -> Hard Disk SMART, you can
then  ‘Enable alert for disk error and warning’  to receive alarm
notifications if hard drive events occur.

® System Status Notification:
v" Display CPU status: will display the CPU status as seen below
=N LGOI T = e = olem| =
v" Display HDD status: will display the hard drive status as seen below

SIS D = e =0 .8f] ©
® Display Order: Click ‘Reset’  to reprioritize the monitoring channels to
default.

General [ Video | Screen

~Event Notification

+ Enable alert for all surveilance events

Enable alert for disk error and warming

System Status Motification
Display CPU status
Display hard drive status

Display Order

Reset Reset the display order of the momitoring channels.

OK Cancel
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The following options are provided under the ‘Video’ tab.

® Highlight the video window when an event is triggered: The video window will

flash if an event is triggered.

® Display unauthorized channels: Select this option to show channels that the

user does not have the access rights to.

® Display unconfigured channels: Select this option to show unconfigured

channels.

" General | Video | Screen |

Video Windows
Highlight video window when an event is triggered
¢ Display unauthorized channels
+ Display unconfigured channels

OK

The NVR automatically detects the resolution settings supported by the connected

monitor and will use the optimum settings. To change the screen resolution, click

‘Settings’ under the ‘Screen’ tab. After configuring the resolution settings, the

monitoring screen will be shown.

| General | Video | Screen

Screen Resolution

Settings | To change the screen resolution, you will leave the current
————— screen. Click "Settings" to proceed. After configuring the
resolution settings, you will enter the monitoring screen.

OK
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If the monitor model cannot be detected, the NVR will provide resolution options of
1920x1080, 1400x1050, 1280x1024, and 1024x768.
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3.4 Video Playback

The videos on the NVR can be played using the local display. To use this feature,

click i‘ on the monitoring screen. Most of the icons on the playback screen are

the same as those on the monitoring screen. Please refer to Chapter 3.2 for the
icon description.

Note: The playback access rights to the IP cameras are required to play the videos.
Login to the NVR as the admin and edit the playback access rights in ‘User

Management’ using the web-based administration interface.

When the playback screen is shown, select a camera channel on the NVR. Next,

select the start and end time of the video and click to start searching. The

videos that match the search criteria will be played automatically.
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Note: The number of days between the start and end dates must be less than or
equal to 2.
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Playback Settings:

UinStor FIRICT) lII EIEI P ———— = E ﬁ

Play, pause, stop, reverse play a video file, or select to play the previous or next file.

When playing a video, use the scroll bar to adjust the playback speed or click on the

digital zoom icon @ to zoom in/out the video.

Right click on the IP camera channel to select the following options:

Full screen
2. Keep aspect ratio
3. Deinterlace (available on particular camera models only)
4. Keep original size

Full Screen

Keep aspect ratio
Deinterlace

.4 '|lv Keep original size

5. Dewarp fisheye images: for Vivotek FE8171V/ FE8172/ FE8174
Right click on the channel and enable the function. After that, you can select
the Mount type, including wall, ceiling, and floor and then select Dewarping
mode, including Panorama (Full View), Panorama (Dual View), and Rectangle.
Remark 1: The camera firmware version should be v0100h or above. For the
latest camera firmware, please visit http://www.vivotek.com/index.php.

Remark 2: If the Mount type is Wall, only Panorama (Full View), and Rectangle
are supported in Dewarping mode.

Remark 3: If Dewarping mode is Rectangle, you can use the PTZ control panel to
operate PTZ functions (excluding digital zoom).
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Dewarp panomorph images: for the specific camera models with panomorph
lens

Before using this feature, you need to select the ‘Enable panomorph support’
option in the recording settings page. Right click on the channel and enable
the function. After that, you can select the Mount type, including wall, ceiling,
and floor and then select Dewarping mode, including Perimeter mode, Quad
mode, and PTZ mode.

Remark 1: To discover what camera models can be installed with panomorph
lenses, please visit http://www.gnapsecurity.com/faq detail.asp?fag id=718.

Remark 2: The function is only available when the video stream resolution is
higher than 640x480 on the monitoring page.

Remark 3: If Dewarping mode is in PTZ mode, for the channel, you can use the
PTZ control panel or mouse (by holding down the mouse left button, and then
moving the mouse or turning the mouse wheel) to change viewing angles or
zooming in/out the screen. If Dewarping mode is in Quad mode, the above
methods can also be applied to operate PTZ functions in each divided screen.
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3.5 Video Conversion & Export

The NVR supports converting video files to AVI format and saving the files to an

external USB storage device.

Note:
e To use this feature, connect a USB storage device to the front USB port of the
NVR and ensure the device has been correctly formatted.

e Access rights to play the IP camera videos are required to convert the video files.

Follow the below steps to export IP camera video files from the NVR and convert the
files to an AVI file.

1. Enter the playback interface of the NVR. Select a camera channel on the NVR.

()

Click |_ (Convert to AVI file).
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Select the IP camera.

Specify the start and end times of the video files.

Select the export format.

Standard AVI file: Convert recording files to standard AVI file. More time is

needed to export, but no additional codecs are required.
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Optimized QNAP AVI file: Convert files using an enhanced QNAP codec. Less
time is needed to export, but the QNAP codec is required.
QNAP Encrypted AVTI file: Protect the file with password protection and

encryption
Export to USE Drrva =
Camera Camera 2 -
From 201410716 = loooo :
Ta 201410716 = | z
Export format CHAP Encryptad AV file =
Standard AV file i

P = Cptmizad OMAP AY

LMAF Encryated AV fie

Tatal | Free size

Foler Camera-2_07-16-00-00~07-16-11-03 =

Cance|

5. Enter the file name of the video file.
6. Click ‘OK’ to convert the video files to an AVI file and save them to the external
USB storage device.
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Chapter 4. QVR Basics and Desktop

4.1 Introducing QVR

Built on a Linux foundation, the QVR 5.0, QNAP VioStor Recording system has been
designed around an optimized kernel to deliver high-performance services satisfying

your needs in live view, recording, playback and more.

The intuitive, multi-window and multi-tasking QVR 5.0 GUI makes it incredibly easy
to manage your VioStor NVR, utilize its rich surveillance applications, and install a
rich set of applications in the App Center on demand to expand your VioStor NVR

experience.

QNAP VioStor NVR has many professional features for remote monitoring, recording,
and surveillance tasks under diverse environments but also functions with great
simplicity. The QNAP VioStor NVR allows users to choose suitable network cameras
for various situations. Businesses can enjoy high flexibility in deploying their ideal
surveillance solutions with the broad-ranged offerings of compatible IP cameras.
QNAP VioStor NVR also offers:

® An intuitive GUI with multi-window, multi-tasking , and multi-application
support

Real-time monitoring and recording (video/audio) from multiple IP cameras
Cross platform surveillance center

Multi-server monitoring (up to 128 channels)

Interactive control buttons

Instant playback

Same-screen IP camera configurations

Playback and speed control with shuttle bar

Preview videos with thumbnails

Intelligent video analytics (IVA)

Digital watermarking

Live monitoring, playback on Android and iOS mobile devices with VMobile
Advanced event management

Real-time SMS and email alert

Install-on-demand applications via the App Center
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4.2 Connect to the NVR

Follow the below steps to connect to the monitoring page of the NVR.

1. Runthe Qfinder. Double click the name of the NVR, or enter the IP address of
the server in your web browser to connect to the monitoring page.

2. Enter the user name and password to login the NVR.

Default user name: admin
Default password: admin

3. Toview the live video in your web browser, please add the NVR IP address to
your list of trusted sites. When accessing the NVR via Internet Explorer, you will
be prompted to install the ActiveX add-on.

4. To view the live video with Google Chrome, Mozilla Firefox or by using the QNAP
QVR Client on Windows PC, please visit
http://www.gnapsecurity.com/download.asp to download and install the QNAP
QVR Client for Windows first.

5. Toview the live video on Mac, please visit

http://www.gnapsecurity.com/download.asp to download and install the QNAP
QVR Client for Mac.
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4.3 Using the QVR Desktop

After you finish the basic NVR setup and login to the NVR, the following desktop will
appear. Each main desktop feature is introduced in the following sections.

Main Menu
Show Desktop
Go to Monitoring Page
Go to Playback Page Toolbar Notification

LL]
w e S€TEINGS

Desktop Next

Area Desktop

Dashboard —».2"3

QVR

Tuesday, Aprl 15

Toolbar

Main Menu

Click E to show the Main Menu. It includes three parts: 1) QNAP applications; 2)

system features and settings. Iltems under “APPLICATIONS” are developed by QNAP

to enhance your NVR experience. Items under “SYSTEMS” are key system features
designed to manage or optimize your NVR. These applications can add functionalities
to the NVR (for their introduction, please refer to their description at the App Center.)
Click the icon from the menu to launch the selected application.

Show Desktop

M QNAP-VS-4116P
Click to minimize or restore all open windows and
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show the desktop.
Monitor page

Click to enter monitor page

Playback page

Click n to enter playback page

Background Task

Click “““ to review and control all tasks running in the background (such as HDD

SMART scanning.)

Background Tasks

Testing HDD SMART
| e

External Devices
-

Click == to list all external devices that are connected to the NVR via its USB ports.

Click the device listed to open the File Station for that device. Click the “External
Device” header to open the External Device page for relevant settings and operations

&

(for details on the File Station, please refer to the chapter on File Station.) Click

to eject the external device.
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External Device

USE 2.0 Device

'{P Storelet Transcend 2
USBDiskl : 698.63 GB
USE 2.0 Device

'(P' PI-288 USE 2.0 Drive 2

USBDisk2 : 465.76 GB

Notification and Alerts

Click "~/ to check for recent system errors and warning notifications. Click “Clear

All” to clear all entries from the list. To review all the historical event notifications,
click the “Event Notifications” header to open the System Logs. For more details
regarding System Logs, please refer to the chapter on System Logs.
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Event Notifications

Show All Error Warning

Personal Setting

i

Admin Control: Click ________ to customize your user specific settings, change your

user password, restart/shut down the NVR or log out your user account.
T S

Last login time:
2013/05/13 20:21

ﬁ Options

Change Password

Restart

Logout

About

@
©
(@ shutdown
o
(7]

@ Options

1. Options ( ):
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Profile: Specify your user email address.

r ]

Options (= ]

Profile | ;'\l'allpape_r Ehangepasswora Eﬂiscellaneou; |

Username: admin

E-mail: E-mail

Apply

[ 4

Wallpaper: Change the default wallpaper or upload your own wallpaper.

f Options ©0)

Profile m Change Password Miscellaneous

! !

)

Select the default wallpaper.

Apply

Change Password: Change your login password.
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-
Options (= <]

Profile Wallpaper dlaﬁ Password Miscellaneous

To change your password, please fill out the form below:
Old password:
MNew password:

Verify new password:

Apply

[

Miscellaneous:

Options o0

Profile wallpaper Change Password m

+ Warn me when leaving QVR

# Reopen windows when logging back into QVR
¢ Show the Dashboard button

¢ Show the NVR time on the desktop

Desktop Shortcut
Reset desktop shortcuts to default settings.

Reset

Apply

® Warn me when leaving QVR: Check this option, and users will be
prompted for confirmation each time they leave the QVR Desktop
@ T arriaieing v
(such as clicking the back icon ( € auwaket]) in the browser or
close the browser (). It is recommended to check this option.
® Reopen windows when logging back into QVR: Check this option, and
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all the current desktop settings (such as the “windows opened before
your logout”) will be kept after you login the NVR the next time.
® Show the desktop switching button: Check this option to hide the next

< P
desktop button ( ) and last desktop button ( ) and only

display them when you move your mouse cursor close to the buttons.
® Show the Dashboard button: If you would like to hide the Dashboard

button (A" ) at the bottom right side of the NVR Desktop,
uncheck this option.

® Show the NVR time on the desktop: If you prefer not to show the NVR
time at bottom left side of the desktop, uncheck this option.

'G Change Password

® Change Password: Click | to change your

login password.

2. Restart: Click | | LR | to restart your NVR.

(@ shutdown

3. Shutdown: Click | |to shut down your NVR.

| IQ Logout

4. Logout: Click | to log yourself out.

5. About: Click I @ About Ito check the NVR model details

including, firmware version, HDDs already installed and available (empty) bays.

Search

Click I:' and enter a feature-specific keyword in the search box to search for the

desired function and its corresponding online help. Click the result in the search box
to launch the function or open its online QVR help.
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Search [ Power x )

Settings Y Power
= UPS Settings

= External Device

QTS Help B rower
B UPS settings

Online Resource

Click EI to display a list of online references, including the Quick Start Guide, QVR

Help, Tutorials, and QNAP Forum. Customer Service is available here.

Quick Start
QVR Help
Tutorials
QNAP Forum

Customer Service

Language

Click EI to choose your preferred language for the UI.
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Auto Detect
%" English
T
g
Czech
Dansk
Deutsch
Espariol
Francais
Italiano
=
pdes
Norsk
Paolski
Pycormia
Suomi
Svenska
MNederlands
Turk dili
Portugués

Magyar

M)L‘i

Desktop Preferences

Click to choose the application icon displaying style and select your preferred

application opening mode on the desktop. Application icons can be switched

App Center

between small thumbnails ( ) and detailed thumbnails

App Center

Provide a vanety of
applications to enrich
your NVR functionality.

) and applications can be opened in the tab mode or the
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window mode.

For the tab mode, the window will be opened to fit the entire NVR Desktop and only
one application window can be displayed at once, while in the window mode, the
application window can be resized and reshaped to a desirable style. Please note: if

you login the NVR using a mobile device, only the tab mode is available.

Desktop Area
You can remove or arrange all applications on the desktop, or drag one application

icon over the top of another to put them in the same folder ( ).
Next Desktop and Last Desktop
Click the next desktop button (D) (right side of the current desktop) or the last

desktop button () (left side of the current desktop) to switch between desktops.

The position of the desktop is indicated by the three dots at bottom of the desktop

([2ataT)

Dashboard
All important system and HDD statistics can be reviewed on the QVR Dashboard.
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System Health HDD Health

. : 52 ¥kB/s 0 KB/fs
J Good o -

Uptime O day(s) 04:25:5

Hardware scheduled Tasks SUOFDge
I0C/BBSF All Jobs Last 24 haurs Single Disk: Drive 1
43°C/109°F i@
Ready
5882 RPM (o
Used: 395,78 GB
Available:1.42 TH

Omline Users (5)
Mo scheduled tasks were
00 : 01 : 00 =
10.6.14.111 ZIELER
00:01:33
10.6.14.110

00:00: 23
10.11.15.16

® System Health: The status of the NVR system is indicated in this section. Click
the header to open the “System Status” page.

® HDD Health: The status of the HDDs currently installed in the NVR will be shown
in here. X1 means that only one HDD is currently installed in the NVR. For
multiple HDDs installed in the NVR, the status indicated is only for the HDD with
the worst condition. Click the “HDD Health” header to open the “HDD SMART”
page in Storage Manager to review the status of each HDD. For details on the
Storage Manager, please refer to the chapter on Storage Manager. Click the icon
to switch between the “HDD Summary” page and the HDD status indicator.
Please note that the color of the HDD symbol will change based on HDD health.

® Resource Monitor: The CPU, RAM and bandwidth usage is displayed here. Click
the “Resource Monitor” header to open the corresponding page in System
Status for details. Please note: if the port trunking feature is activated, the
bandwidth statistics are the combined usage of all NICs.

® Storage: The shared folder (top five largest folders), volume and storage
statistics are summarized here. Click the “Storage” header to open the
corresponding page in System Status for details.

® Hardware: The system and HDD temperatures, fan speeds and hardware usages
are summarized here. Please note: statistics listed here vary based on the NVR
model purchased. Click the “Hardware” header to open the corresponding page
in “System Status” for details.

® Online Users: All users currently connected to the NVR are listed here. To
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disconnect or block a user or IP, right click the user and choose the desired
actions. Click the “Online Users” header to open the corresponding page in
“System Logs” for details.

® Scheduled Tasks: Tasks scheduled are listed here. Click the task dropdown list to
list only the chosen category and the time drop down list to specify the time
range for tasks to be listed.

Tip:

® All widgets within the Dashboard can be dragged onto the desktop for
monitoring specific details.

® The Dashboard will be presented differently on different screen resolutions.

® The color of the Dashboard button will change based on the status of system

health for quick recognition ( i@j)'

Slide-in window: System-related news will be displayed on the window at bottom
right side of the desktop. Click the update to check the relevant details.

HDD SMART b4

Disk1 has started

81



Chapter 5. Remote Monitoring

Use Google Chrome, Mozilla Firefox, or Microsoft Internet Explorer and QNAP QVR
Client to monitor the IP cameras of the NVR.

Note: QNAP QVR Client is a client application developed by QNAP System:s, inc., used
to locally or remotely access QNAP NVR servers for performing video monitoring and
playback functions. Users can find and download this application under the ‘Utility’
section of the QNAP Security website at
http://www.gnapsecurity.com/download.asp.

Important Notice:

1. Before using the NVR, install the hard disks in the server correctly and finish the
disk formatting and configuration. Otherwise, the server will not function
properly.

2. If your Windows OS is Windows Vista, Windows 7 or above, it is suggested to
turn off UAC (User Account Control) for full surveillance functions. Please refer
to http://www.agnapsecurity.com/faq detail.asp?fag id=503.
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5.1 Monitoring Page

Upon successfully logging in, click on the QVR desktop to go to the monitoring

page. Select the display language. Start to configure the system settings and use

the monitoring and recording functions of the server.

e ——

s y

The following table consists of the icons and their descriptions in the monitoring

page.

Icon Description
QVR Desktop:
m Return to the QVR desktop.

Monitor:

Enter the monitoring page. The administrator can
grant access rights to the users to see the live view.
Playback:
Enter the video playback page. The administrator

u can grant access rights to the users to play back the
videos.
Event notification:
When the alarm recording is enabled and an event is

o detected, this icon will be shown. Click this icon to
view the alert details.
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Dual-display mode:
The NVR supports dual-display mode.

host is connected to multiple monitors.)

(This

function can only be used when the computer or the

Server list:

can be monitored.

Up to 128 channels from multiple QNAP NVR servers

cameras.

and view the E-map(s).

E-map:

the E-map(s).

Upload E-map(s) and indicate the locations of the IP
The administrators are allowed to edit

Other users can only view

Options:

@ page.

Configure the advanced settings of the monitoring

Specify the source of the video/audio

stream, event notification, and snapshot folder.

Note:

® Click the event notification icon to view the event details, enable or disable the

alert sound or clear the event logs.

Event Notification

This dialog shows the event logs of the system. You can select an event
log and click 'Clear” to delete the log; or click "Clear All' to delete all logs.

Type Date & Time
&Warning 2014-01-14 14:5...
(L Inform... 2014-01-14 14:5...
&Warning 2014-01-14 14:5...
(L) Inform... 2014-01-14 14:5...
A Warning  2014-01-14 14:5...
<

Log &

Maotion detected on Camera 3.
Motion Stopped on Camera 3.
Maotion detected on Camera 3.
Motion Stopped on Camera 3.

Maotion detected on Camera 3. "
>

[+ alert sound

Clear Clear All

Close
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Interactive Control Buttons

Whenever you move the mouse cursor over a camera channel, the supported

function buttons of the camera will show up for quick access.

Icon

Description

0

Manual recording (Note 1):

Enable or disable manual recording on the selected channel. The
administrator can enable or disable this option on the surveillance
settings page.

Snapshot (Note 2):
Take a snapshot on the selected channel. When the picture is shown,

right click on it to save it to the computer.

©

Audio (optional):

Turn on/off the audio support for the monitoring page. For more
information about the compatibility of this feature, please visit
http://nvr.gnapsecurity.com/n/en/product z g gvr/cat_intro.php?hf=ol
d

Two-way audio (optional):

Turn on/off the two-way audio support for the monitoring page. For
more information about the compatibility of this feature, please visit
http://nvr.gnapsecurity.com/n/en/product z g gvr/cat intro.php?hf=ol
d

Please note: the two-way audio function is currently only supported by
the latest version of Internet Explorer.

O ©

Dewarp fisheye images:

For specific fisheye cameras (Note 3) and the specific camera models
with panomorph lens (Note 4), you can enable/ disable the dewarping
function. After enabling the function, you can then select mount type,
dewarping mode.

PTZ mode:

1. Click & Go: Click on the camera screen at any point to align the
center of the screen using this point as the target.
PTZ: Pan/Tilt/Zoom camera control.
Auto cruising: This feature is used to configure the PTZ cameras to
cruise according to the preset positions and the staying time set for
each preset position.

4. Enable live tracking: Available on Panasonic NS202(A) cameras.
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5. Disable live tracking: Available on Panasonic NS202(A) cameras.

Preset position: Select the preset positions of PTZ cameras.

00

Digital zoom (Note 5):
Enable/disable digital zoom.

Instant playback:

On the Live-view page, whenever you want to look back to check
suspicious events of a camera channel you just missed, just hit ‘Instant
Playback’ button to bring up the window to review recent feeds. While
you don’t have to switch to the playback page to do so, you can still have

full live views of other channels simultaneously.

© 0

Same-screen IP camera configurations:

On the Live-view page, you can directly configure an IP camera’s
recording schedules when needed without leaving the Live-view page,
maintaining seamless monitoring so you won’t miss any suspicious

events.

©

Camera information:
1. Properties (Note 6): Configure other monitoring options.
2. Locate in E-map: Highlight camera icon on E-map.

3. Connect to camera homepage.

Note:

1.

Enabling or disabling the manual recording feature will not affect the scheduled
or alarm recording.

By default, the snapshots are saved in ‘My Documents’ or ‘Documents’>
‘Snapshots’ on Windows.

If the snapshot time is inconsistent with the actual time that the snapshot is
taken, it is caused by the network environment but not a system error.

Applied to specific fisheye cameras: Vivotek FE8171V/ FE8172/FE8173/ FE8174
After enabling the feature, you can select Mount type, including wall, ceiling,
and floor and then select Dewarping mode, including Panorama (Full View),
Panorama (Dual View), and Rectangle.

Remark 1: If the Mount type is Wall, only Panorama (Full View), and Rectangle
are supported in Dewarping mode.
Remark 2: If Dewarping mode is Rectangle, you can use PTZ control panel to
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operate PTZ functions, excluding digital zoom.

Applied to specific camera models with panomorph lens

Before using this feature, you need to select the ‘Enable panomorph support’
option in the camera configuration page. After enabling the feature, you can
select Mount type, including wall, ceiling, and floor and then select Dewarping
mode, including Perimeter mode, Quad mode, and PTZ mode.

Remark 1: To know the camera models that can be installed with panomorph

lens, please visit http://www.gnapsecurity.com/faq detail.asp?faq id=718.

Remark 2: The function is only available when the resolution of the video
stream is higher than 640x480 on the monitoring page.
Remark 3: If Dewarping mode is PTZ mode, for the channel, you can use PTZ
control panel or mouse (by clicking and holding down the mouse left button,
and then moving the mouse or turning the mouse wheel) to change viewing
angles or zooming in/out the screen. If Dewarping mode is Quad mode, the
above methods can also be applied to operate PTZ functions in each divided
screen.
When the digital zoom function is enabled on multiple IP cameras, the zooming
function will be affected if the computer performance is not high enough.
Properties
A. Streaming:
I.  Use custom settings
i Always stream from the server: Select this option to stream the
audio and video data from the NVR. If the computer cannot
connect to the IP cameras, select this option to allow the NVR to
stream the data. No extra port forwarding is required; however,
the performance of the NVR may be affected.
II.  Always stream from the network camera: If the NVR and the IP

87


http://www.qnapsecurity.com/faq_detail.asp?faq_id=718

cameras are connected to the same local network, select this option
to stream the video data from the IP cameras. If the NVR, the IP
cameras, and the PC are located behind a router, virtual server, or
firewall, configure port forwarding on the IP cameras to use certain
ports.

Ill.  Show stream information
Show video codec, frame rate, bit rate, current recording days and
current recording size of this channel.

General | Axis

Streaming
|:| Use custom settings

(@ Always stream from the server
Always stream from the network camera

Show stream details on camera channel

B. OSD Settings: Specify the font color of the text on the channels.

Q5D Settings
QS0 kext color:

C. Display Mode:

I.  Fitimage to window: Select this option to fit an image to the browser
window. Specify to keep the aspect ratio or not when resizing an
image.

II. Display image in original size: Select this option to display an image in
its original size if it is smaller than the browser window. You can also
specify how an image will be resized if it is larger than the browser
window.

i. Shrink image to fit window, maintaining aspect ratio
ii. Shrink image by 1/2, 1/4, 1/8... and so on to fit window

Display Mode
() Fitimage to window
Keep aspect ratio
= Display image in original size. If the image is larger than the window, do the

@
= following:

() Shrink image to fit window, maintaining aspect ratio

@) Shrink image by 1/2, 1/4, 1/8...and so on to fit window

D. Video Processing: Turn on ‘Deinterlace’ when there are interlaced lines on
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the video.

Video Resolution: Specify to adjust the resolution automatically or use a
fixed resolution. To adjust the resolution automatically, the NVR will
select the resolution setting* which best fits the size of your web browser
window. Note that ‘Stream from network camera’ will not be available if
the IP camera does not support streaming from camera or video resolution
configuration. Both options will not be available if the IP camera does not
support multiple streams.

Video Resolution

Stream from server | Stream from network camera

(®) Adjust resolution automatically

() Fixed resolution ~ VGA[MIPG]

*If an IP camera supports different resolution settings, the NVR will select
the smallest resolution larger than (or equal to) the size of the browser
window. If all the supported resolution settings of an IP camera are smaller
than the browser window, the largest resolution will be selected.

Let me choose other cameras to apply the same settings: Select this option
to apply the changes to other IP cameras. Note that some settings may
not be applied if the IP camera does not support the features, such as
streaming from camera or video resolution configuration.

[]Let me choose other cameras to apply the same settings
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General | Axis

Streaming
[ Use custom settings
(@ Always stream from the server

Always stream fram the network camera

|| Show stream details on camera channel

05D Settings
05D text color: - |'

Display Mode
(@ Fitimage to window

|:| Keep aspect ratio
= Display image in original size. If the image is larger than the window, do the

" following:
(@) Shrink image to fit window, maintaining aspect ratio

Shrink image by 1,2, 1/4, 1/8...and so on to fit window

Video Processing

|| Deinterlace

Video Resolution

Stream from server | Stream from network camera

@ Adjust resolution automatically

(7} Fixed resolution | VGA[MIPG]

[7] Let me choose other cameras to apply the same settings

o) (o]

90



5.1.1Live Video Window

The live videos of the IP cameras configured on the NVR are shown on the
monitoring page. Click the channel window to use the features supported by the IP

camera, e.g. digital zoom or pan/tilt/zoom.
kd > I il LW Eom o Tt Q0B ¢

Camera Status
The camera status is indicated by the icons shown below:

Icon Camera Status

The NVR and IP camera are connected.

The NVR is trying to establish connection to the IP camera.

The NVR cannot connect to the IP camera.

The configured action triggered by alarm event is in process

Alarm settings are configured, but not in process

Scheduled or continuous recording is in process

Schedule recording is enabled, but not in process

Manual recording is enabled

Manual recording is not in process

This IP camera supports audio functions

This IP camera supports PT function with continuous PT

This IP camera supports PT function without continuous PT

The alarm input 1 of the IP camera has been triggered

m=\s 2 6066006000

The alarm input 2 of the IP camera has been triggered
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The alarm input 3 of the IP camera has been triggered

- |
ﬂ‘ A moving object has been detected
Je)

Digital zoom is enabled

Connection Message
When the NVR fails to display the video of an IP camera, a message will be shown in

the channel window to indicate the status.

Message Description

No Permission | No access right to view the monitoring channel. Please login as an
authorized user or contact the system administrator.

Server Error Please check the camera settings or update the firmware of the IP
camera (if any). Contact the technical support if the error persists.
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5.1.2 Display Mode

The NVR supports different display modes for viewing the monitoring channels.

Single 6-channel 9-channel 12-channel Page Sequential mode

channel mode mode mode number settings*

N < v v \ ‘\

UIBIEENOIENE) =] &)
/ f 7‘ f f

"
rerr
4-channel 8-channel 10-channel Multi-channel Sequential

mode mode mode mode mode

*You can configure the sequential interval in the sequential mode settings.
5.1.3 PTZ Camera Control Panel

The term ‘PTZ’ stands for ‘Pan/Tilt/Zoom’. If an IP camera supports the PTZ feature,
use the control panel on the NVR to adjust the viewing angle of the IP camera.

These functions are available depending on the camera models. Please refer to the
user manual of the IP cameras for more information. Note that the digital zoom
function will be disabled when the PTZ function is in use.

QVR 5.0 and above hides the PTZ control panel by default. You can enable the PTZ
control panel in the options on the monitoring page.

Note: When you enable multi-display mode and the live view window is too small to
show interactive control buttons, please enable PTZ control panel to control the

camera.

Zoom in Zoom out

\ ¢

Digital zoom —> | @ + —

Select and configure PTZ Focus control of the Adjust PT angle of
camera preset positions PTZ camera the camera
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Icon

Description

Digital zoom:
Select a channel and click this button to enable the digital zoom

function. This function can also be enabled by right clicking

button

the display window of the PTZ camera. Press

to zoom in or ._‘ button to zoom out. You can also use

the mouse wheel to operate the digital zoom function.

Zoom out/zoom in :

If the PTZ camera supports optical zoom, you can press ;4I

to optically zoom out or

button to optically zoom in.

When digital zoom function is enabled, you can press .J

to digitally zoom out or & button to digitally zoom in.

Select and configure PTZ camera preset positions:

Select and view the preset positions of the IP camera from the
list. For some camera models, you can configure PTZ camera
preset positions on the monitoring page. For more
information about the compatibility of PTZ cameras for preset
positions configuration, please visit
http://nvr.gnapsecurity.com/n/en/product_z_g_qvr/cat_intro.p
hp?hf=old. For other PTZ camera models please refer to the

user manual of the IP camera.
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5.1.4 Multi-server Monitoring

Follow the steps below to use the multi-server monitoring feature of the NVR.
___

+
1. Click ‘Server List’ k-_J on the monitoring page.

Please add a server to connect to.

Host Mame | 1P Address | Version | Auto Detect |

%1-16-814DUP 10.11.18.16 4.0.0(5823)

Add

Mocify |
Delete |

Default ID &
Password

A. Click ‘Auto Detect’ to search for the NVR on the LAN and add the server to
the server list.
B. Click ‘Add’ to add the NVR to the server list.
2. Upto 128 channels from multiple NVR servers can be added for monitoring.
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5.1.5 Monitor Settings

To configure advanced monitor settings, click

Options
General l‘.-'ideo ] Snapshotl
Event Motification

Enable alert for all surveilance events

[ ]Enable alert for disk error and warning

Display Order

Reset the display order of the monitoring channels.
Reset

PTZ Control Panel

["] show PTZ Panel

DK Cancel

The following options are provided under the ‘General’ tab.
® Event Notification:
B When ‘Enable alert for all surveillance events’  option is enabled and a

surveillance event is triggered, the alert icon o will be shown on the
monitoring page instantly. Click the icon to view the alert details.

B After enabling ‘Issue notification when the disk reaches maximum
operation time set below’  in System Tools -> Hard Disk SMART, you can
then  ‘Enable alert for disk error and warning’  to receive alarm
notifications when hard drive events occur.

® Display Order: Click ‘Reset’  to reprioritize the monitoring channels to the
default order.
® PTZ Control Panel: Select to show or hide the PTZ control panel.
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Options

General Video ] Snapshut]
Streaming
() Stream from server

(®) 5tream from network camera

Video Windows
[ THighlight video window when an event is triggered
Display unauthorized channels
Display unconfigured channels

OK Cancel

The following options are provided under the ‘Video’ tab.
® Streaming
B Stream from the server: If the IP camera cannot be connected from the
computer, select this option and the video will be streamed from the NVR.
This option does not require extra port mapping configuration; but may
influence the performance of the NVR.
B Stream from IP camera: If the NVR and the IP cameras are located on the
same LAN, select this option to stream the video from the IP camera.
Note that the port forwarding settings on the IP cameras must be
configured if the NVR, IP cameras, and the computer are located behind a
router, a virtual server, or a firewall.
® Video Windows
B Highlight the video window when an event is triggered: The video window
will flash if an event is triggered.
B Display unauthorized channels: Select this option to show the channels
that the user does not have the access right to monitor.
B Display unconfigured channels: Select this option to show the channels
that have not been configured.
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General] Video  Snapshot
Snapshot

[~ always ask me where to save the snapshot images

|C: \Users\andrew\Documents\Snapshot

Preferred image format: IPEG -

[ Show timestamp and camera name

Save the snapshot as it is displayed. If this option is not selected, the
snapshot will be saved in its original size.

Cancel

The following options are provided under the ‘Snapshot’ tab.
® Snapshot
1. Specify the location where the snapshots are saved and the image format
(JPEG, BMP or TIFF).
2. Show timestamp and camera name: Show the timestamp and the camera
name on the snapshot.
3. Save the snapshot as it is displayed: Select this option to save the snapshot
as it is displayed on the window. Otherwise, the snapshot will be saved in

its original size.
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5.1.6 Instant Playback

On the Live-view page, whenever you want to look back to check suspicious events of
a camera channel you just missed, just hit the ‘Instant Playback’ button to bring up
the window to review recent feeds. While you don’t have to switch to the playback

page to do so, you can still have full live views of other channels simultaneously.

1. Please wait a moment for the system to process your request (depends on
available network bandwidth).

2. Reverse play is used by default. When playing to the event time, you can drag
the playback control button (gray part) to the right to change to normal
playback.

3. You can double click on a specific time on the timeline to change the playback
time.

Note: The range of searchable time is 24 hours.
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5.1.7 Same-screen IP Camera Configurations

On the Live-view page, you can directly configure IP camera settings when needed
without leaving the Live-view page, maintaining seamless s monitoring so you won’t
miss any suspicious events.

Al T i- - — | .“-

i

| Lmmar Combgurmian | e il wicn alsna

1. Please wait a moment for the system to process your request (depends on
available network bandwidth).
2. You can modify camera, recording and schedule settings. The settings will come

into effect after clicking ‘Apply.

100



5.1.8 Auto Cruising

The auto cruising feature of the NVR is used to configure the PTZ cameras to cruise

according to the preset positions and the staying time set for each preset position.

To use the auto cruising feature, follow the steps below.

1. On the monitoring page of the NVR, click l and select ‘Connect to

camera homepage’ to go to the configuration page of the PTZ camera.
2. Set the preset positions on the PTZ camera.

3. Return to the monitoring page of the NVR. Click to select ‘Auto
Cruising’ > ‘Configure’.

4. Click the number buttons to view the preset positions of the PTZ camera.
When this button is clicked, the name of the corresponding preset position is
shown on the ‘Preset Name’ drop-down menu.
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Server Mame: MWR

Camera Mame: Camera 6 2330

Preset Mame: Interval:

far ~| [zo0 sec

|

Presat Mame i Interval

|

¥ Enable auto cruising

(014 ! Cancel 1

Add: To add a setting for auto cruising, select the ‘Preset Name’ from the
drop-down menu and enter the staying time (interval, in seconds). Click ‘Add".

Preset Mame: Interval:

|fan j |5 ser
Add Update | Delete I

Preset Mame | Interval
fan 5
Update: To change a setting on the list, highlight the selection.

preset position from the drop-down menu and/or change the staying time

Select another

(interval). Click ‘Update’.
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Preset Mame: Interval:
ipe ~| [ sec
Add ‘ | Update | Delete ‘

Preset Mame | Interval |
A - T
Preset Name | Interval |
ipe 10

7. Delete: To delete a setting, highlight a selection on the list and click ‘Delete’.
To delete more than one setting, press and hold the Ctrl key and select the
settings. Then click ‘Delete’.

Preset Mame: Interval:

201 =l [o sec
Add ‘ ‘ | Delete |

Preset Mame | Interval |
fan E
ipe 100

201 s ]

8. After configuring the auto cruising settings, select the option ‘Enable auto
cruising” and click ‘OK’.  The NVR will start auto cruising according to the

settings.
Preset Mame | Interval |
2 180
[al=] 130
fan 300
201 300

v Enable auto cruising

K | Cancel

9. Auto cruising supports ‘snapshot’
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Preset Name: Intervak

iPreset 1 ¥ S sec
Add |  Update Delete
Snapshot Preset Name Interval
v Preset 1 5
v Preset 2 5
vl Preset 3 5
v Preset 4 5
v Preset 10 5

< " ]

|| Enable auto crusing

Note:

® The default staying time (interval) of the preset position is 5 seconds. Enter
5 - 999 seconds for this setting.

® The system supports up to 10 preset positions (the first 10) configured on the
PTZ cameras. Up to 20 settings for auto cruising can be configured. In other
words, the NVR supports maximum 10 selections on the drop-down menu and
20 settings on the auto cruising list.
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5.2 E-map

The E-map feature of the NVR is provided to for users to upload electronic maps to
the system to indicate the locations of the IP cameras. Users can drag and drop the
camera icons* to the E-map and enable event alert to receive instant notification
when an event occurs to the IP camera.

*The camera icons are available only when the IP cameras have been configured on
the NVR.

To use the E-map feature, login the monitoring page of the NVR as an administrator

and click .

An E-map example is shown below. The NVR provides a default E-map.
Administrators can add or remove the E-maps whenever necessary.

Enable/Disable Enable/Disable event Zoom in/out for more

E-map edit mode alert on E-map details

: W
= - g Dot
= (& ofice T
q, oo .
E-map Options

Tree menu of E-maps

and IP cameras
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5.2.1Icons and Description

Icon

Description

Enable E-map edit mode.

E-map edit mode in use. Click this icon to disable the
edit mode.

Add an E-map.

Edit the name of an E-map.

Remove a map or a camera icon.

Event alert not in use. Click this icon to enable event
alerts on the E-map.

Event alert in use. When an event occurs on an IP
camera, such as a moving object being detected, the
camera icon will change and flash to alert the
administrator. To disable event alerts on the E-map,
click this icon.

Note: When event alerts are enabled, the E-map

-
cannot be edited. The icon @ will become

invisible.

(o

E-map Options. Click on this icon to change the “Icon

Size” or “Double-click” on camera icon action.

100%

Use this control bar to zoom in/out and see more
details of E-map.

Icon for a set of E-maps.

& |

Icon for a single E-map.

[®

Icon for a PTZ IP camera.

Icon for a fixed body or fixed dome IP camera. After
dragging the icon to a map, right click on the camera
icon to change the icon direction or delete the icon
from the E-map.
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5.2.2 Add a Map Set or an E-map

To add a map set or an E-map to indicate the locations of the IP cameras, click @

to enable Edit mode.

A list of IP cameras configured on the NVR will be shown on the left. Click ‘Default’

and then H to add an E-map.

ﬂ : -
=3

E-map =

Enter the map name and select the file. The E-map image must be a JPEG format
file. Click ‘OK".

Add Map
Mame Floor1
File tikeshaw\Desktopl2014-04-16_181620.jpg
CK Cancel

The E-map will be shown.
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E-map -

15 15. wotsk FDS112 "

To add one or multiple E-maps, e.g. officel and office2, under an E-map, e.g. floorl,
click the E-map icon of floorl and then click H to add the E-maps one by one.

.
The icon of floorl will be changed to Ej when more than one E-map is added. To

add another E-map of the same level of floorl, select ‘Default’ and add the E-map,
e.g. floor2.

To zoom in or zoom out the E-map, you can use your mouse wheel or just change the

percentage bar in upper left to enlarge or reduce the view of the E-map.
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5.2.3 Edit a Map Name

To edit the name of an E-map, select the E-map and click @ . Enter the new

name and click ‘OK’.
the new file.

5.2.4Delete a Map Set or an E-map

To change the picture of the E-map, delete the E-map and add

To delete an E-map, select the map @ and click @ . To delete a set of maps

under the same level, select the map set g and click m .
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5.2.5Indicate IP Cameras on an E-map
After uploading the E-maps, drag and drop the IP camera icons to the E-map(s) to
indicate the camera location. The camera name will appear under the E-map on

T
the top left column. When an icon of a fixed body or fixed dome IP camera =% is

dropped to the E-map, right click the camera icon and adjust the icon direction.

The icon of a PTZ IP camera @ cannot be adjusted. The naming rule of camera is

as follows: [Order of Server]-[Order of Channel][Camera Name]. For example : “1-05
Corner” means channel 5 of NVR1 and its camera name is “Corner”.

To delete a camera icon from the E-map, right click on the icon and select ‘Delete’.
E-map - oIEN|
H 4% H 2o
_‘ ] | — ]
g foxr 1
L officel L
WL, 105 5. Wvulek PRELLT o )
WL, 107 7. WeuickFO7I3L 5
-‘_QJ‘-.«; 1
B, 115 15 Vieobek DS 112 ol

DINING AREA o7 KITCHEN

W cvsiizian L]
1-01 1 Wreoisk PR

102 2 Wioush OC8130

1-03 3. Wreonek BT

1-04 4. WD PE130

1-08 . Mrvosek P75

108 & Vivots PRI

105 5. Vreotek 117151

1-30 i, ¥ewoiek PETIS1

HABAARAARA

1-11 11. ¥evotek F7151 o

To save the changes made to the E-maps, click E to exit Edit mode.

When clicking an E-map or an IP camera on the left, the E-map or the E-map with the

camera icon will be shown on the right immediately. The selected camera icon will

be highlighted with a blue bracket . And the view of IP camera will be shown in

single-channel mode on the monitoring screen.
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You can choose the Double-click action on the Camera Icon in “Emap Options” by

L+
clicking '*'-'} .

Emap Options

Double-dick on Camera Icon action

() Open live view

(®) Open live view in new window

OK | | Cancel

® Open liveview : Whether or not Edit mode is enabled, the view of IP camera
will be shown in single-channel mode on the monitoring screen.

® Open live view in new window : Whether or not Edit mode is enabled, the view
of IP camera will be shown on another window.

® v & -
3 *’n -
& r & 7. Vivotek FD71.., Bt : '
L ofeet
&L, 195 5 Wk TR
&, 127 7. womkro7151
g omesz Wi
L, 115 15 workFO8L2
oW R
|
e
L SU LS
— —
L ) PORLY
VG
. . L]
~ -
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5.2.6 Enable/Disable Event Alert

To enable event alerts on an E-map, click @

@

R L
= toot
o {4 ofteer
T, 1459, otk P20
&, 1977, wotek FOTLIL
= (@ offoe

&, 315 15 Work FOS112
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When an event occurs to an IP camera on the E-map, the camera icon will flash and
indicate the event type. The E-map with the IP camera on which an event is

triggered will be shown immediately*. Double click on the camera/alert icon and
the monitor screen will switch to display the alert camera channel in single-channel

view on the monitor screen automatically.

*The E-map with event alerts will not be switched to display automatically if the time
difference between the event time and the last time the user uses the E-map (clicks
the E-map window) is less than 20 seconds. In this case, refer to the tree menu on
the left to locate the IP cameras with alerts/flashing icons.

E-map - oIEHJ
(L] v H
o | l__|
i
~ -
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The event type occurring to an IP camera can be identified by the camera icon on an

E-map.

Icon Description

A moving object has been detected

1<)

The alarm input 1 of the IP camera has been triggered

The alarm input 2 of the IP camera has been triggered

The alarm input 3 of the IP camera has been triggered

B | % | @

An unidentified event has been triggered
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5.3 Remote Monitoring from the QNAP QVR Client for

Windows

After installing the QNAP QVR Client for Windows, click Start — All Programs
— QNAP — QVR — Surveillance Client to open the QNAP QVR Client for
Windows.

The following window will be shown.

IF Address/Port

User name

Password |

[ Remember IP address/port

[ Remember user name and password

OK | Cancel

Enter the IP address/port, user name and password to login the NVR.

All the monitoring functions of the QNAP QVR Client for Windows are similar to
those of the browser-based interface. Please refer to other sections of this
chapter.
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Chapter 6. Play Video Files

Use Google Chrome, Mozilla Firefox, or Microsoft Internet Explorer and the QNAP

QVR Client to playback the files recorded by the NVR.

1. To play the recording files in Internet Explorer, please add the NVR IP address to
the list of trusted sites. When accessing the NVR via Internet Explorer, you will
be prompted to install the ActiveX add-on.

2. To play the recording files by Google Chrome, Mozilla Firefox or QNAP QVR
Client on Windows PC, please visit http://www.gnapsecurity.com/download.asp
to download and install the QNAP QVR Client for Windows.

3. To play the recording files on Mac, please visit

http://www.gnapsecurity.com/download.asp to download and install the QNAP
QVR Client for Mac.
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6.1 Playback Page

Click the playback button on the monitoring page or the QVR desktop.
2. The playback page will be shown. You can search and play the video files on

the NVR servers. To return to the monitoring page, click . To enter the

surveillance settings page, click m -> m

F=—anaas T

| 12:29:24.00

Note: The playback access right to the IP cameras is required to view and play the
video files.
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The following table consists of the icons and their descriptions in the playback page.

Icons

Description

1]

Configure the options such as playing mode, snapshot

settings, and digital watermark

5 |

mam
mam
v

|

Multi-view mode (up to 16-view mode)

Control all views: Control the playback settings of all the
playback windows

Convert the video files on the NVR to AVI files

Select the playback video type (alarm recordings, regular

recordings, recovery recordings, etc)

Open recording files

Standard bandwidth mode

06uflpa

Low bandwidth mode

)
H

Take a snapshot of the video

Audio (optional): Turn on/off the audio support

Search recording files by IVA

Dewarp fisheye images:

For specific fisheye cameras (Note 1) and the specific
camera models with panomorph lens (Note 2), you can
enable/ disable dewarping function. After enabling the
function, you can then select mount type, dewarping

mode.

Last time interval

Increase the interval of scales on the timeline

Decrease the interval of scales on the timeline

Next time interval

Average Time-Divided Playback

OOuEEr 0 600

Digital zoom: Enable/Disable digital zoom. When digital
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zoom is enabled ( .), you can use your mouse wheel

to use digital zoom function.
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Playback and Speed Control Shuttle Bar

Playback Control Button: Play/pause recording files

< Speed up
Speed down
d Last frame

D Next frame

_'—'@— Right side of shuttle bar is

normal play, and left side of shuttle bar is reverse play.
When you drag the playback control button to right, it
will play normally. When dragging the playback control
button to left, it will reverse play. When dragging to the
center of shuttle bar, it will pause.
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6.1.1 Play Video Files from NVR

Follow the steps below to play the video files on the remote NVR servers.

1. Drag and drop camera(s) from the server/camera tree to the respective
playback window(s) to select the channel(s) for playback.

e -~ — ———
impgE sn R B s |

L]
| a 12:;9:24‘. 0

2. Select playback date from . You can examine each channel to know the time
range when the files are recorded for each IP camera. The blue cells indicate
regular recording files and the red cells indicate alarm recording files. Ifitis
blank in the time period, it means no files are recorded at that moment.

3. Click o to start the playback.

4. Specify the time to play back the recording files at that moment.

5. Click to control all the playback windows to play back the recording files.
When this function is enabled, the playback options (play, pause, stop,
previous/next frame, previous/next file, speed adjustment) will be applied to all
the playback windows.

Note

1. Applied to specific fisheye cameras: please refer to the below camera

compatibility list

http://nvr.gnapsecurity.com/n/en/product_z_g qvr/cat_intro.php?hf=old
After enabling the feature, you can select Mount type, including wall, ceiling,
and floor and then select Dewarping mode, including Panorama (Full View),
Panorama (Dual View), and Rectangle.
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Remark 1: If the Mount type is Wall, only Panorama (Full View), and Rectangle
are supported in Dewarping mode.

Remark 2: If Dewarping mode is Rectangle, you can use PTZ control panel to
operate PTZ functions, excluding digital zoom.

Applied to the specific camera models with panomorph lens.

Before using this feature, you need to select the ‘Enable panomorph support’
option in the camera configuration page. Right click the channel and enable
the feature. After that, you can select Mount type, including wall, ceiling, and
floor and then select Dewarping mode, including Perimeter mode, Quad mode,
and PTZ mode.

Remark 1: To know the camera models which can be installed with panomorph
lens, please visit http://www.gnapsecurity.com/faq detail.asp?faq id=718.

Remark 2: The function is only available when the resolution of the video
stream is higher than 640x480 on the monitoring page.

Remark 3: If Dewarping mode is PTZ mode, for the channel, you can use PTZ
control panel or mouse (by clicking and holding down the mouse left button,
and then moving the mouse or turning the mouse wheel) to change viewing
angles or zooming in/out the screen. If Dewarping mode is Quad mode, the
above methods can also be applied to operate PTZ functions in each divided

screen.
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6.1.2 Intelligent Video Analytics (IVA)

The NVR supports intelligent video analytics for video data search.

The following features are supported:

Motion detection: Detects the movements of the objects in the video.
Foreign object: Detects new objects in the video.

Missing object: Detects missing objects in the video.

Out of focus: Detects if the camera is out of focus.

Camera occlusion: Detects if the IP camera is obstructed.

To use this function, follow the steps below:

1.

2.

]
Enter the playback page. Select one channel and click .

Note: The intelligent video analytics support video search on one IP camera
channel only.

Select recording type, start time and end time for video search.

Please select atime rang

Recording Type: |Search all recording data

‘2012; 6/25 j |11:nn

‘2012; 6/25 j |15:2?

Cancel
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3.

Configure the IVA settings for video search.

2 IVA Settings 5_2
Detection Mode
M Motion detection

T~ Foreign cbject
I™ Missing cbgect
™ Out of foous
™ Camera cochusion
Senstivity:
 —

+

Define detection 2002 | Define dbject size |

Please select an area for detection

I Pauss when found
¥ Hghight the detection zona

Search I Cancel ]

A. Select the detection mode: Motion detection, Foreign object, Missing
object, Out of focus, or Camera occlusion. Multiple options can be

selected.

Detection Mode

v Motion detection
I™ Foreign ohject
[~ Missing object

[ Out of focus

I Camera occlusion
B. Adjust the sensitivity for object detection.

Sensitivity:

=S

+

C. Adjust the time interval for detecting the foreign objects and missing
objects. If a foreign object appears or a missing object disappears for a
period of time which is longer than the time interval, the NVR will record
the event.

Interval(sec):

1 5 10 15 20
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Note: The Interval slide bar appears only when ‘Foreign object’ or ‘Missing

object’ is selected.

D. Define the detection zone. Mouse over the edge of the red zone and use
the mouse to define the detection zone. Click ‘Select all’ to highlight the
entire area.

E. Define the object size for detection. Use the mouse to drag the yellow

zone to define the minimum object size for detection.

' IVA Settings X
Detection Mode

¥ Motion detection:
[” Forexgn object
™ Missing cbject
[~ Out of focus
[ Camera occhsion
Sensitivity:
_
: +
Define detection zone | Defre object see |
Please select an aea for detection
Select
™ Pause when found
¥ Highight the detection zone
Search I Cancel I

e Ignore objects with width or height less than this setting: Enable this
option to ignore all the objects smaller than the yellow zone.

F. Enable/Disable other options for video search.

o Pause when found: Enable this option and the video search will stop
when a video file matching the search criteria is found.
Highlight the detection zone: The moving objects detected in the
video will be highlighted in red boxes; the foreign or missing objects
will be highlighted in yellow boxes; the video which is out of focus or
obstructed will be displayed in transparent red.
4. Click ‘Search’ to start searching the video by IVA. The results will be shown.
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(X

= VA Settings

Detection Mode
lv Motion detection

I~ Foreign cbiect
™ Missing object
™ Out of focus

™ Camera occhusion
Sensitivity:

Define detection 20ne Define object size |

v Igncre objects with width or height less than this setting
Note: Please specfy a minimum boundng box

™ Pause when found
¥ Hghlight the detection zone

Other options:

® Double click an entry on the search result dialog to play the video. The player
will play the video starting from 15 seconds before the event to 15 seconds after
the event.

® Right click an entry on the search result dialog to export the video (AVI format)
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and save it to the computer. The exported video starts from 15 seconds before
the event to 15 seconds after the event.
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6.1.3 Export NVR Videos

To convert the video files on the NVR and export the file, please follow the steps
below.

1. Select an IP camera and click to ‘Convert to AVI file’.

2. Select recording type, start time and end time for video exporting.

Jesretor

® GeeiC

Cumers Pt Widesy

Export foider on MR

A. Choose the recording type.

Recordng Type Al recordngs -

B. Specify the time range. Specify a smaller time range, or the video file will
be too large and take a long time to convert.
P [.'u'.-_- 422 @~ oo : ] o [.1.".-1- 422 @ o : ]

3. You can specify the location where the file will be saved on client PC or to the
NVR.

4. Enter the file name.

5. You can modify the export options.
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Channel K onar

Expist Dutput. Exnort Dot
Resoluion Keep aspect ratle Format
Orgral sa2 = e = | |l pPER -
Adwenoed Setings

7 Irciucie e vae
¥ Indute chemnel nere

A cormrmt

Cancei

A. Choose the exporting resolution.
Resolution
Ongral aze -
B. Select to keep the aspect ratio of exported file or not.

Keep sspe ratio

C. Select the file format (video compression) of the exported file.
Framnat
D. You can select to include a time stamp and the channel name in the
exported file or to add comments (will have one more txt file saved as
same file name in the same folder).
6. Click ‘OK".

7. All the video files that meet the search criteria will be converted.
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6.1.4 Export Video Files with Digital Watermark

The NVR supports digital watermarking to protect the videos and snapshots from
unauthorized modifications. Digital watermarks can be added to the exported
videos and snapshots in the playback page. The watermark cannot be removed and
can only be verified by the QNAP Watermark Proof software.

To use digital watermarking in the playback page, follow the steps below.
1. Enter the playback page.

—
2. Select | ) to add digital watermarks in the exported snapshots or videos.
Settings 3]
Playing Mode

" Play all frames
+ Skip expired video frames when necessary, and make playback as srooth as possible

" Realtime playback; skip all expired video frames

Snapshot

Snapshot Faolder: |D:\Docurnents and Settings\AdministratoriMy Doc Browwse. ..

Iv Show timestamp and camera name

Wiatermnark

v Add digital watermark in the exported snapshiot

v Add digital watermark in the exported video

K | Cancel

3. Click ‘Convert to AVI file’ (refer to Chapter 6.1.3).  Digital watermarks will

be added to the exported video files and snapshots.
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6.1.5 Enable Recording Video Files
Please follow the below steps to enable recording video files in the playback page.

1. Click E to enable AVI files

2. Select the video files and start playback

Fie Playback
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6.1.6 Average Time-Divided Playback

Click e to designate a channel for Average Time-Divided Playback. This can be
divided for 4 channel or 9 channel display mode.

e
1 Aws P13557
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1.

2.

6.2 Play Video Files in the QNAP QVR Client for Windows

Click Start — All Programs — QNAP — QVR Client — Surveillance Client to
open the QNAP QVR Client for Windows.
The following window will be shown.

IF Address/Port ||

User name I

Password |

[~ Remember IP address/port

[~ Remember user name and password

Ok I Cancel

Enter IP address/port, user name and password to log into the NVR.

All the playback functions of the QNAP QVR Client for Windows are similar to
those of the browser-based interface. Please refer to other sections of this
chapter.
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6.3 Watermark Proof

The Watermark Proof utility is installed automatically along with the QNAP QVR
Client for Windows. From the Windows Start menu, select ‘All Programs’ > ‘QNAP’
> ‘QVR Client’ to locate ‘Watermark Proof’.

Run Watermark Proof. The following window will be shown.

Filenarne | Result |

[ Stop when watermark error is detected

Click to browse and locate the files. Multiple files can be selected at one

time.

Click El to check the files and view the proof result. When ‘Stop when

watermark error is detected’ is selected, the checking process will stop if a failed file
is detected. Otherwise the program will check all the files selected. If a video file
has been modified, or is not exported with digital watermark, or not an NVR video
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file, the proof result will be shown as ‘Failed’”.

‘“r Watermark Proof @

Filename I Result ]
1.avi Passed
Failed

2011-03-21 12-15-00~12-19-539.avi

B+ =0

I~ Stop when watermark error is detected
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6.4 Access the Recording Data

The recording data on the NVR can be accessed by the following services:
® Microsoft Networking (SMB/CIFS)
® FTP Server (FTP)

Note:

e To access the video files by these protocols, enter the user name and password
with the administrator access right.

6.4.1 Microsoft Networking (SMB/CIFS)

Access the video files by the SMB/CIFS protocol on Windows OS.
® Run \\NVR_IP from the Windows Start menu. For example, if the NVR IP is
10.11.19.27, enter \\10.11.19.27.

¥ NVR Server (10.11.19.27) =3

. File Edit Wiew Favorites Tools  Help 1','
£ »

1 | )

: O =2 l_ﬁ 7 Search 0 Falders

| address | 1§ 110.11.19.27 v| B eo

Mame Camments

;;" record_nwr Jystem defaulk share

£ record_nvr _alarm Systemn defaulk share

;f snapshok Syskem defaulk share

3 objects

6.4.2FTP Server (FTP)

Access the recording data by FTP:

® In Google Chrome, Mozilla Firefox, or Microsoft Internet Explorer, enter
ftp://username:password@NVRIP. For example, enter
ftp://admin:admin@172.17.26.154 if the NVR IP is 172.17.26.154.
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File Edit  Wiew Faworites  Tools  Help

cBack - IO L@ pSearch HZ‘ Falders v

: address |! Fro:/i10.11.19,17)

L E1011.1917

Mame

[Chrecord_rvr
[Shrecord_nvr_alarm
| snapshat

Other Places

< i |

Note: You cannot play recording files via double click here.
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Chapter 7. Surveillance Settings

To enter the surveillance settings page of the NVR, login to the monitoring page as an

administrator and click W

7.1 Camera Settings
7.1.1 Camera Overview

You can view a camera preview and more information, including the camera name, IP
address, connection status, recording setting, days recorded, recording file size, free
disk space, CPU usage and internet bandwidth.

i
-
7.1.2 Camera Configuration

You can add/edit a camera’s configuration, modify recording settings, and scheduled

recording settings.
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Sarvedlance Serlngs =N ]
o LS8 roneer | > _Fisfuack | &
& Camery Settiegs
B Camera Stats s )
Crannsi Camera Hams Camera Brand 1P Addrass Resciution [Frams Rate Actinn
1 ard Ao [LRFREE] ACIF Ful i ax -
B &larm Zattings ’
] fishern Vieckek ILILIRA 1520530 fshere) 15 fes [F1E|
& System Settings
a Mesting Raom Ay LRERERT] 180T Full fos [FET]
&, sdvanced SeTngs .
a Do Axdn 1018180 130070 Full fpe [F |
A Privieps Seitings
k] My Sorey (LR R TE] 130070 an few [FE]

& protecol Maragament . @
Surveillasoe Ligs B @
Historicad Users List . @
Backup & Archive . @
REOaveny H s i @

10 - = = = =
Sterape Expansion Setting - @
Licesse Manspement
7]
€]
I+l
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Please follow these steps to add a new camera.

1.

Click w4 | to add a camera.

Add a camera

This wizard guidas you through tha fallowing sattings:
« Camera Configuration

# Recording Sattings
» Schedule Settngs

H search camera(s) automaticaly

Step 176 Cancal
‘Search camera(s) automatically’ is enabled by default.
Search Network Camera
# IF Address Brand Camera Model MAC Address
Search type: |UDP / UPnP b 4 Cancel

You can select the search type: UDP/UPnP or ONVIF.
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You can also cancel this search and manually add the camera.

r — —— .

| Add

Channal: Channel2 >
Camera Bramd v
Camera Model =
Cameara Name camera 2
IP Address:
| Port: 50
RTSP Port 554 L
WAN IP Address:
Port: a0
RTSP \WAN Port 554
User Name:
Pasaward: -
Step 2/6 Back Mext Cance

bk

Select the camera brand, model, name, IP address or domain name of the
camera and the user name and the password to login to the camera. And select
whether or not to enable the recording.

The NVR provides an interface for the users to enter the JPEG CGl command of
the IP cameras in order to receive the video and audio streaming data from the
IP cameras and monitor, record, and playback the video of the IP cameras on
the NVR. Please refer to Note 1 for more information.

Click ‘Next’ for recording settings.

-

Add
1l

Video Compression H.264 2e
Rasolution 19201080 2
Frame Rate! Full b
Quaality: Comprassion 30 w

Enable audio recording on this camera

Enable panomargh support
| Enabla manual recording

Enable real-bme digital watemmarking

Miramum number of days recording files are kept day(s}

Enable auto smapshot

Step 3,6 Back Mext Cancel

ke

Configure the video compression, recording resolution, frame rate, and quality.
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Enable audio recording, manual recording, recording data retention, real-time

digital watermarking, and auto snapshot settings. For further information

regarding cameras that support “User defined Multi-stream” and “Smart

Recording”, please refer to the list described in that section.

A.
B.
C.

Video compression: Choose a video compression format for the recording.
Resolution: Select the recording resolution.

Frame rate: Adjust the frame rate for the recording. Note that the frame
rate of the IP camera may be affected by network traffic.

Quiality: Select the image quality for the recording. More disk space is
required to save higher quality recordings.

Audio recording (optional): To enable the audio recording, click ‘Enable
audio recording on this camera’.

Enable panomorph support: For the specific camera models with
panomorph lens, you can enable this option.

Note: To know the camera models which can be installed with panomorph
lens, please visit http://www.gnapsecurity.com/faq detail.asp?faq id=718.

Manual recording: To allow manual activation and deactivation of manual
recording function on the monitoring page, enable this option.

Real-time digital watermarking: Enable this option to add digital
watermarks to the video files as soon as they are recorded to the NVR.
Use the Watermark Proof utility to verify if the video files were maliciously
modified.

Enable recording data retention: Turn on this function and specify the
minimum number of days to keep the recording data. Note that the
number of days entered here must be smaller than the maximum number
of days to keep all recordings configured in ‘System Settings’ > ‘Advanced
Settings’.

Enable auto snapshot: Select this option and the settings will be displayed.
Configure up to 15 schedules for automatic snapshot taking or specify the
number of snapshots (max 60) the NVR should take every hour. The
snapshots are saved to the share folder of the NVR by default. Specify a
remote server to where the files will be saved. Read/write access to the
remote server is required.
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5.

[+/] Enable auto snapshot

Snapshot schedule

O Snapshot schedule

@ Auto snapshot
Take &0 Z| snapshot(s) every hour

Save to (apply to all channels):

® Snapshot folder on the NVR (/snapshot)

O Remote Destination

K. Edge Recording: When Edge Recording is enabled on VioStor NVR, the
camera can save the recording files on its local storage (such as a SD card)

even when the connection to the NVR suddenly becomes unavailable. After

the connection is resumed, the NVR will check its recording files and
compare the recording schedule set by users. If the NVR detects that

recording files are missing, it will request the camera to upload the missing

part.
Click ‘Next’ for schedule settings.

Schedule Settings

# Enable schedule recarding

Active: Inactive: D

Step 4/6 [ Back | [ Next | [ Cancel )

Click and drag on the schedule table to enable scheduled recording for

that period of time. Click D and drag on the schedule table to disable
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schedule recording for that period of time.

Note:

1. Starting and stopping manual recording will not affect scheduled or alarm
recording tasks. They are independent processes.

2. When applying the changes, the recording operation will be temporarily paused
(maximum 1 minute) and then restart.

3. The settings of the snapshot folder are global settings which will be applied to

every channel.

You can then click Z. to edit the camera settings.

Edit

Camera Confliguration Recording Sekttings sSchedule Settings
Camera Brand: A w
Camera Model: Axis M1014 »
Camera Name: Camera 1
IP Addrass: 10.8.10.41
Port: 20
RTSP Port: 554

WAN [P Address:

Part: 80
RTSP WAN Port 554
User Name root
Password:  ssses

«| Enmable recording on this camera

Apply Cancel

Click Apply to apply the settings.

Note:
4. All the settings will not take effect until ‘Apply’ is clicked. When applying the
changes, the recording operation will temporarily stop (for a maximum of one

minute) and then restart.

Add generic IP camera support with a CGl command
Follow the steps below to configure the IP camera:
1. Select ‘Generic Model’ for the camera brand.
2. Select ‘Generic JPEG’ for the camera model.
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Enter the CGI path of the IP camera in the ‘HTTP URL field.
Enter the camera name or the IP address of the camera.
Enter the user name and the password of the IP camera.

Select to enable the recording or not.

Note: The NVR only supports JPEG CGI command interface, but does not
guarantee the compatibility with all the IP camera brands.
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User Defined Multi-stream

In the past, users of digital surveillance systems were forced to make a tradeoff
between the video quality of a camera stream and requested bandwidth. The same
camera stream was used for both live view and recording, and more bandwidth was
required if a high quality camera stream was selected. Fortunately, with the
introduction of multi-stream technology, users now can choose the main stream for

recording files and the sub stream for live view.

Remote PC

L

_

Camera

The multi-stream technology was already supported by VioStor NVR before firmware
v4.1.0. However, stream properties such as resolution, frame rate, and compression

mechanism could not be changed by users.
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Gereral
-
QS0 Settrgs
QSD tent color: = ’1
Dtsplay Mode
& FR imags to window
[~ Kesp aspect ratio
Desplay image in crgnal size, If the image i larger than the wendow, do

the Fobowing:

Video Frocessing
[~ Denterlsce

Video Resolution

Stream from server |

" Adjust resoltion atomaticaly

(% Fiosd resoltion  |4¥GA[H264] -
PR
4] -

evaa{HzeA]

r

Let me choose other cameras to apply the same settings

The multi-stream feature in firmware v4.1.0 has been enhanced. Users can configure
stream properties after selecting “User Defined” from the drop-down list on the user
interface, and users can choose stream properties based on their needs.

Please note that in the Multi-Stream Profile, the default value is
“System-Configured”.

Smart Recording

Smart Recording is a powerful feature in the field of digital surveillance as high
quality videos are recorded during an unexpected event, and the low quality camera
stream is used for regular recording. This is extremely beneficial as more details
about an event can be revealed from the high definition camera stream recorded
during that event, and less storage space is consumed comparing to when the high
quality camera stream is used for Round-the-clock recording.
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Alarm Recording

The VioStor NVR supports two recording modes: Round-the-clock Recording mode

and Smart Recording mode, and they are described below:

® Round-the-clock Recording mode: The same stream from the camera is used for
both regular recording and alarm recording. To use this function, please select
one camera stream from the stream list.

Add
Video Settings
Multi-stream Profila: User defined -
Recording Mode: Round-the-clock Recording hod
Regular Recording: Stream 1 iS5
Stream  Wideo Compression Resalution Frame Rate Quality
1 H.264 ~ | |1920x1080 = Full >| | Compression 30 =
2 Mabsen IPEG > | &40xdB0 A [ = Compression 50 =
E H.264 > | | 1260720 -] 12 *| | Compression 30 .4
Enable audia recording on this camera
#  Enable manual recording
Enable real-time digital watermarking
Minimum rusmber of days recording files are kept day(s)
Enahla akbn mnanchat
Step 3/6 Back Next Cancal

® Smart Recording mode: Different camera streams are used for regular recording
and alarm recording. To use this function, please select one camera stream for
regular recording and another for alarm recording.
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Add
Video Settings
Muilti-stream Profile: User definad —
Recording Mode: Smart Recording s
Regular Recording: .5[’eal1l 2 =
alarm Recording: Stream 1 >
Stream  Video Compression Resolution Frame Rate Quality
1 H.264 ¥ | | 1920x1080 bt Full ¥| | Compression 30 <7
2 Motion JPEG ¥ | G40x4BD g ] i Comgression 50 -
3 H.264 > 1280720 2 12 ¥ | Comprassion 30 2
Enable audio recording on this camera
# Enablz manual recarding
Enable real-time digtal watarmarking
Anauln
Step 3/6 Back Mext Cancel
L

As more cameras will be supported for Smart Recording in the future, please be sure
to check out our camera compatibility list from time to time for your camera
selection.

How to Configure Smart Recording?

1. Go to the “Camera Configure” to add a camera which supports user defined
multi-stream.

Click ‘Next’ for recording settings.

Select “User defined” from the “Multi-stream Profile” dropdown list.

Select “Smart Recording” from the “Recording Mode” dropdown list.

Select camera streams for recording modes.

Select one camera stream from the “Regular Recording” dropdown list.

N o v ks~ wDN

Select a different camera stream from the “Alarm Recording” dropdown list.
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Video Settings

Multi-stream Profile: User defined o
Recording Mode; Smart Recording -
Regular Recording: Stream 2 |~
Alarm Recording: Stream 1 "
Stream  Video Compression Resolution Fram# Rata Quality

H.264 >  1920x1080 ge Ful s Compression 30 =

2 Motion JPEG > A40x450 b ] > Compression 50 bt

3 H.264 » 1280%720 2 12 5 Compression 30 bt

Enable audio recording on this camera
# Enable manual recording
Enable real-time digital watermarkang

P PR Al o

Step 3/6 Back Mext Cancel

Please note: Scheduled Recording and Alarm Recording must be enabled first.

Limitations and Restrictions:

1.

A camera stream can only be selected as for either Regular Recording or Alarm
Recording.

The number of streams supported and stream properties (such as codec,
resolution, frame rate and quality) vary based on camera models, and the same
property value may not be available as other properties are changed. For
example: if H.264 or Full HD is selected as the video compression setting for
stream 1, users may only be left with M-JPEG or VGA for stream 2. This is a
camera limitation.

Please refer to our camera compatibility list for supported camera models.
Because more bandwidth is required for Smart Recording, please estimate your
bandwidth usage before using this feature. Take Vivotek IP8132 for example,
this model offers three streams. Stream 1 uses 663Kbps, Stream 2 uses 1000K
bps and Stream 3 uses 3000Kbps (Please refer to Vivotek Video Transmission
Calculator for detail.) The total bandwidth required is 4663Kbps (663K + 1000K +
3000K). If 30 Vivotek IP8132 cameras are connected to a NVR for live view and
Smart Recording is used, at least 133930Kbps bandwidth is required.
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Edge Recording

How to Configure Edge Recording?

1. Go tothe camera settings page.
Before adding this camera to the NVR, please ensure that the camera time is
synchronized with that of the NVR.

AXISa AXIS P1343 Network Camera Live View | Setup | Help
S B Date & Time Settings (2]

Instructions Current Server Time

: ;“ v"'“‘ O ate: Time:

3 Doate & Time New Server Time

4 Video Stream Time zone: GMT 408 (Bating, Hang Kong. Shanghal) ~

6 Audio Setting [} Automatically adjust for daylight 2aving teme changes.

TiTe Moge

» Video & Audio
() Symdwonize vith computer ime

» Live View Config

O ate: Tirne:
= el
' Detectors (*) Syndhveonize with NTP server

NTP server peshntpesy

» Applications

) Set manually

* Events Dater Time!
» Recordings Date & Time Format Used in Images
Specify date format: &) predefined YYYTMM-DD v
» System Options >
O own
About Specify time format: () Pradefined 25h ¥ With resolution: |1 second v
O own
[_save ][ Reset |

The NVR will apply the settings in the edge profile to the AXIS camera
automatically.

The codec setting of videos recovered from Edge Recording is fixed as H.264.

Stream Profile Settings (9]

Stream Profile

Profile name: [yyradgeProfile I\-‘ideo encoding: [H 264 |w I

Description:  [yyr edge profile

Image Audio H.264

Image Appearance
Resolution: 540x480 (4:3) |w
Compression: 50 [0..100]

] Mirrar image:
Video Stream
Maximum frame rate:

[0..320] fps
Overlay Settings
[] Text and/or image overlay

none
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After enabling Edge Recording, please check if the camera is recording videos. If
not, please enable “Continuous Recording” and make sure that the SD card is
not full or damaged.

AXISa AXIS P1344 Network Camera Live View | Setup | Help
» Basic Setup Recording List (%)

Filter

Recording time:

Video & Audio

» Live View Config From: First recording v (yyyy-men-dd hh:mm)
To: Now v 2013-04-12 11153 | (yyyy-men-dd hhimm)
* Detectors o e ~
» Applications Storage: |[Any bs
Sorts Descending W
* Events
Results: Max 20 ¥ recordings at » ime
* Recordings
List
vl, A N Recording 1 to S of 5
5 i Start date & time Duration Event
» System Options 2013-04-08  15:17:05 continuous
2013-04-08  14:36:13 continuous
About 2013-04-0% 14:24:31 00:04: 58 continuous
2013-04-0%  10:44:32 H continuous
2013-04-07 11:18:45 42:24:26 continuous

After enabling Edge Recording, please make sure that "Recording Settings" have
been enabled on the camera page and select “NVRedgeProfile” as the stream
profile.

AXIS P1344 Network Camera Live View | Setup | Help
b e i Continuous Recording 0O
; 3 Recording Settings
} Video & Audio @ enabia
» Live View Config Disk: 5D card v
Straam profile: NVRedgeProfila ¥
+ Detectors
_—
+ Applications

» Events

b Recordings

List

Continuous

Please configure the “Remove recordings older than” setting for the SD- card.
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Storage Overview O

+ Basic Setup
Camera Controlled Storage
» Video & Audio 2 2 ot ol o Soad space:
+ Live View Config ready. Ll B
N ork Share not defined
+ Detectors
+ Applications
oS V- } ” -
* Events
» Recordings Storage Management (9]
SD Card
~ System Options S sytemi’  Viak
s Securit
Status ready |_unmount
Storage Tools
[ Format ) Check disk Repaw
Recording Settings 3.
te
[ Remove recordings older thani B doys ¥ I
» Advanced L] Lock (write protection)
About ok J[ concel ]

Go to the Camera Settings page.

Please enable Edge Recording.

Go to “Surveillance Settings” >“Recovery Management” to configure the
recovery schedule, and check the recovery status and the status of Edge
Recording attempts.

Applied models: AXIS P1343, P1344, P3343, P5534, M5013, Q1602

Limitations and Restrictions:

1.
2.

The camera audio function is not supported by Edge Recording.

The camera time must be synchronized with the NVR time for this feature to
work.

Please refer to the camera user manual to finish related settings on the camera
page.

Modification of Edge Recording related configuration is not supported on local
display

Please make sure that the SD card can function properly and is formatted to
VFAT and not EXT4.

The codec setting of videos recovered from Edge Recording is fixed as H.264.
Edge Recording will only check and recover recording files in the scheduled
period.

Please refer to our camera compatibility list for your camera selection.

http://www.gnapsecurity.com/pro_compatibility camera.asp
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7.1.3 Event Management

The NVR provides ‘Traditional Mode’ and ‘Advanced Mode’ for event management.

Select ‘Traditional Mode’ to use the standard alarm settings in response to the alarm

events. To use advanced event management, select ‘Advanced Mode’.

Traditional Mode

1.

Alarm Settings

Select a channel (IP camera/video server) on the list and configure the alarm
settings. The video recording will be activated when the alarm input of the
selected channel is triggered or a moving object is detected.

When the option ‘Activate alarm recording only on selected schedule’ is enabled,
the alarm recording will be activated only when the alarm input is triggered or a
moving object is detected within the schedule. To apply the same settings to
all the channels on the list, click ‘Apply to all cameras’.

Ssrvaillancs Seftisgs oo

Channsl N Camara Mams F ddrwi Alarm Bacardng
1 ¥, Sory VES00R 10.12.14.188 aFF

3. Axin F1I54

Enabie alyrme recardng

Irenae Marapemen

Note:

All the settings will be effective after clicking ‘Apply’.  When applying the
changes, the current recording process will temporarily pause (maximum 1
minute) and then restart.

To avoid blocking by the firewall, the IP cameras or the video servers configured
for alarm recording must be located on the same subnet as the NVR.

To switch from traditional mode to advanced mode, select ‘Advanced Mode’ and

click ‘Go to the settings page’.
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2. SMSC Settings
Configure the SMSC server settings to send SMS messages to the specified
phone number(s) from the NVR. The default SMS service provider is Clickatell.
You can add your own SMS service provider by selecting “Add SMS Provider”
from the drop-down menu.
When “Add SMS service provider” is selected, enter the name of the SMS
provider and the URL template text.

Note: The URL template text must follow the standard of the SMS service provider
to receive the SMS alert properly.

— M@ M mun: a0 @D
o B Meeni @ Mahek

B Traddinal Hede Admwiwnil Yedde
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Advanced Mode

The advanced mode consists of the event and action sections. Define the action to
take for each event triggered on the IP cameras or the video servers connected to the
NVR.

To configure the advanced event management by the ‘Advanced Mode’, select an

event type on the left event list and configure the actions to take on the right.

Note:

e Click ‘Apply’ to apply the settings or ‘Exit’ to exit the settings page. [f the
‘Advanced Mode’ is selected on the ‘Alarm Settings’ page, the advanced settings
will be applied after the NVR restarts even if you have selected to exit the
settings page. The settings will be cancelled if “Traditional Mode’ is selected
after exiting the ‘Advanced Mode’.

e To avoid blocking by the firewall, the IP cameras or the video servers configured
for the alarm recording must be located on the same subnet as the NVR.

e To switch from the advanced mode to the traditional mode, select ‘Traditional
Mode’ and click ‘Apply’.

Events:

The events supported by the NVR are classified as camera events (motion detection,
alarm input, camera disconnection), NVR events (recording failure), and external
events (user-defined events).

Note: The camera events available depend on the features supported by the IP

cameras or video servers.
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Event List
Edit
CU LU e
4 7. Axis M3006
Motion Detection
Connection Failure
40 & Axis P3284
Motion Detection
Alarm Inputl
Connection Failure
4 surveillance event
Recording Failure

4 gxternal event

4 A yser-defined Event @

jason (-]
Button Description
Edit Edit an event. This button cannot be used to edit camera

disconnection.

Add an external event. This button is not applicable to the
camera events and the NVR events.
Delete an external event. This button is not applicable to the

camera events and the NVR events.

The NVR supports the following event types. Before specifying the action settings,

select the events to manage and configure the settings.
1. Motion detection
This option allows the NVR to trigger an action when a moving object is

detected by the IP camera or the video server. Select ‘Camera event’ from the

‘Event List’. Locate the channel and click ‘Motion Detection’. Next, click the

edit button, enable this option, configure the settings, and click ‘Apply’. Set
the schedule to define the active period of the alarm settings and define the

action on the right (discussed in the later sections).
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Alarm input

This option allows the NVR to trigger an action when the alarm input of the IP
camera or the video server is triggered. Select ‘Camera event’ from the ‘Event
List. Locate the channel which supports alarm input and click ‘Alarm Input’.
Next, click the edit button, enable this option, configure the settings, and click
‘Apply’.  Set the schedule to define the active period of the alarm settings.
After that, define the action on the right (discussed in the later sections).

Add Action |

Alarm event

The alarm input and the motion detection settings of some IP cameras or video
servers may be combined together and called ‘Alarm Event’ on the Event List.
Edit the event settings and define the action on the right (discussed in the later
sections).

Connection failure

This option allows the NVR to trigger an action when the IP camera or the video
server is disconnected. Select ‘Camera Event’ from the ‘Event List’. Locate
the channel and click ‘Connection Failure’. After that, define the action on the
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right (discussed in the later sections).

5. Recording failure (NVR event)
This option allows the NVR to trigger an action when the video recording of the
IP camera or the video server fails due to the hard disk bad blocks, file system
crash, or other reasons. Select ‘NVR event’ from the ‘Event List’. Click
‘Recording failure’.  Then define the action settings on the right (discussed in
the later sections).

6. External event (user-defined events)
To create a self-defined event on the NVR, select ‘User-defined Event’ under
‘External event’ on the ‘Event List’. Then click the + button. Enter the event
name, for example, ‘door’.
After creating an event, click the event name and define the action on the right
(discussed in the later sections). After configuring the action settings, enter
the CGl command (including the self-defined event name) in the web browser
to trigger the action anytime. The format of the CGl command is:
http://NVRIP/cgi-bin/logical_input.cgi?name=event-name. For example,
http://10.8.12.12:80/cgi-bin/logical_input.cgi?name=door

Survsillance Sallings oo’

i | & Montar || G Plsbas

onal Mode  #  Advarced Made

Dvant Lt Action Lst

Hang Content aparation

Lirensn Maragamans

Event schedule settings:
When editing an event (not including camera disconnection, NVR events, and
external events), click ‘Set Schedule’ to define when the alarm settings will be active.

To create a new schedule, select ‘New’ and enter a schedule name. The schedule
supports a maximum of 25 characters (double-byte characters, spaces, and symbols
are allowed). Select the day and time when the alarm settings should be active.
Click + to add a schedule; or — to delete a schedule. Up to 6 settings can be defined

for each schedule.
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The settings will be shown on the graphical table. Click ‘Apply’ to save the settings.
To use the same schedule for all the events, click ‘Apply to All Events’. Select to use
the default schedule or a formerly created schedule from the list. The default alarm
settings are active all day, every day.

®  Sglact from the st Al day O Hew Dalata

.u:m wnactive: [_]

Appleto allEvents | apgh Cancel |
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Actions:

The NVR supports different actions which can be activated when the selected events
are triggered on the IP cameras or the video servers. The actions include video
recording, email alert, SMS alert, buzzer, PTZ camera control, alarm output, and logic

output.

Button Description

Edit an action:

Select an event on the left.  All the actions defined for this event will
be shown. Select the box in front of the action name to edit. Then

click this button on the ‘Action’ column to edit the action settings.

Add Add an action:
After configuring an event on the left, click ‘Add’ to create an action in
response to the event. Click ‘Apply’ to save the settings.

Delete Delete an action:
Select an event on the left. All the actions defined for this event will
be shown. Select the box in front of the action name to delete and

click ‘Delete’.  Multiple actions can be deleted.

Note: Please ensure the action in the event settings has been enabled; otherwise the
action will not be executed.

Add Action

[ #| Execute the action when a moving object is detected by the IP camera ]

Specify the FTP address for the NVR to receive the alarm messages from the IP camera (optional)

Set schedule

Apply Cancel

1. Recording
Select the channels (IP cameras or video servers) which will start recording
when an event occurs.  The following options are also available:
A. Enter the time (in seconds) the recording should be executed after the
event has been triggered.
B. Start recording when the event starts and stop recording when the event
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ends.

Option (ii) is applicable to duration events only. A duration event is an
event with a start and end time and lasts for a set period of time. It does
not include the events related to status changes, such as a camera
disconnection or NVR recording failure.

If the action is triggered by a duration event and both settings (i, ii) are
enabled, the NVR will execute the second setting (ii) only.

Click ‘Select from the list’ to select an action setting which has been
configured before.

2. Camera control
Configure the PTZ camera to adjust to the preset position for monitoring or act
according to the HTTP URL entered when an event is triggered. Select a preset
position from the drop-down menu or enter the HTTP URL.
Click ‘Select from the list’ to select an action setting which has been configured
before.

Note: The preset names will appear only after the preset settings of the PTZ

cameras have been configured.

3.  Alarm output
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Select to activate the alarm device connected to the IP camera when an event is

triggered. The following options are available:

A.

Enter the number of second(s) the alarm device will be active for when the
event is triggered.
Activate the alarm device when the event starts and stop the alarm device

when the event ends.

The option (ii) is applicable for duration events only. A duration event is
an event with a start and end time and lasts for a set period of time. It
does not include the events related to status change, such as a camera
disconnection or NVR recording failure.

Click ‘Select from the list’ to select an action setting which has been

configured before.

Email

To receive an instant email alert when an event is triggered, enter the SMTP

settings. Multiple email addresses can be entered as the recipients.

Snapshots of multiple channels (IP cameras/video servers) can be attached to

the alert emails.

Click ‘Select from the list’ to select an action setting which has been configured

before.
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SMS

To allow the system administrator to receive an instant SMS alert when an event
is triggered, enter the SMS server settings. The default SMS service provider is
Clickatell. To add other SMS service providers, click ‘Add’ and enter the
provider's name and the URL template text.

Click ‘Select from the list’ to select an action setting which has been configured
before.

Note: Always follow the standard of the SMS service provider to receive the
SMS properly.

Buzzer

Enable the buzzer when an event is triggered. The following options are also

available:

A. Enter the time (in seconds) the buzzer will sound when the event is
triggered.

B. Execute the buzzer when the event starts and stop the buzzer when the

event ends.

The option (ii) is applicable to duration events only. A duration event is an
event with a start and end time and lasts for a set period of time. It does
not include the events related to status change, such as a camera
disconnection or NVR recording failure.

If the action is triggered by a duration event and both settings (i, ii) are
enabled, the NVR will execute the second setting (ii) only.

Click ‘Select from the list’ to select an action setting which has been
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configured before.

i M B o AE B b il sl wPi % il 0 Wi ook

User-defined Action
Add a self-defined action when an event is triggered. Enter the login account
and password, IP address, port, and the HTTP URL of other surveillance devices
to manage the devices such as fire protection devices, power controller, and air
conditioning control.
Click ‘Select from the list’ to select an action setting which has been configured

before.
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7.2 System Settings

7.2.1 Advanced Settings

Recording length and keeping perlod

Maximum length of each recarding file: | w Mimute(s).
Wwhen the avalable storage is less than jpe; -
& gverwrite the oldest recondngs
stap writing recordings
Maximum mumber of days all recording files are kept day(s]

Mumber of daye alarm recarding fles are kept g,

Alaroy Reconding

Start recording videa (at minimuem) | 5 secoind(s) bafare the event acours,

Stop video recardng | 3n gecand(s]) after the event ends

Lacal Display Sellings

Enable anonymous access

Apply

You can configure the advanced recording settings in this section.

® Maximum period for each recording file
Specify the maximum length of each recording file (maximum 15 minutes).

® When the available storage is less than...%
Specify if the NVR should overwrite the oldest recordings or stop recording
when the available storage capacity is less than the specified percentage of the
total storage capacity.

® Maximum number of days all recording files are kept ... day(s)
Enter the number of calendar days that the NVR should keep the recording files.
Please make sure the storage capacity is enough to save the data for the
number of calendar days specified. When the recording data has reached the
expiry date, all of the expired video files will be deleted. For example, if the
NVR is configured to delete the recording data after 7 calendar days, on the 8th
day, the files recorded on the first day of each camera will be deleted so that the
NVR can start to save the data on the 8th day.

® Number of days alarm recording files are kept ... day(s)
Specify the number of days that alarm recordings will be retained.

® Pre-/Post-alarm recordings

B Start recording video...second(s) before the event occurs: Enter the number
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of seconds to start the recording before an event occurs.
B Stop video recording...second(s) after the event ends: Enter the number of
seconds to stop the recording after an event ends.

The maximum number of seconds for the above settings is 300 (5 minutes.)

® Local display
To allow guest access to the monitoring screen of the NVR by local display,
select ‘Enable anonymous access’.

® Auto logoff
Set the timeout period to log off the users from the configuration page of the
NVR when the idling time has reached.

Note: The timeout logoff does not apply to the monitoring, playback, advanced
mode, device configuration, system update, remote replication, and logs & statistics

pages.

® Network intrusion detection
The system will alert users when possible attacks on the network are detected
and give recommendations for actions to take.

® Maximum number of concurrent logins (http)
You can define the maximum number of http user sessions at the same time

(maximum: 32.)

Note: All of the settings will be effective only after clicking ‘Apply’.  When applying
the changes, the recording will temporarily pause (for up to 1 minute) and then
restart.

167




7.2.2 Privilege Settings

You can check the rights of camera management for all users. You can also modify
access right of monitoring, playback, PTZ control, and audio for a general user. If you
want to add a user, please go to [Control Panel] -> [Privilege Settings] -> [Users].

Survalllance Settings 200
n & Wontor B Flsbam T
a Camerns Sefilngs

o3 £an manage the acoesy permimsons for the camers i this page
E- Camira Stabus

- User: adsin ¥
Camera Configuration
Charsl Camsira * Menilorieg  « Plindack  « PTE Canl + Al
B darm Settings
1 Camars 1 [ ] ] @
4 Syshem Sextings
Camara 2 w L L -
&, Lvanced Sertrgs

A Provilege Sethngs

& Frotocgl Managemenk
Swryellance Logs
Historical Users List
Racikup & Expansios
Eecounry Mansgemant

lirense Managemest
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7.2.3 Protocol Management

RTP (Real-time Transfer Protocol) is a standardized packet format for delivering
real-time audio and video data of the IP cameras on the Internet. The real-time
data transfer is monitored and controlled by RTP (also RTCP). The default setting is
6100-6299. If the IP cameras use different RTP ports, enable ‘Specify RTP port
range’ and specify the port numbers.

Note: Make sure the ports have been opened on the router or firewall to ensure

normal monitoring and recording.

You can specify the RTP port range In this page.

Specify RTP port rande! | g100 &z99

Apply
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7.3 Surveillance Logs

This page shows the surveillance logs such as camera connection, motion detection,
and camera authentication failure.

This page shows the survedlancs logs such as camera connection, mobon detection and camera suthentation falure.

Display: All evwants | Camera: Al =
Lewel Date & Tine - Type Camera Content

[i] 20131124 13:50:37 Alarm 1 Motion Stopped on Camara 1. L]

rl 2013-11-26 13:50;31 Alarm i Metson detedad an Camera 1.

[=] 2013-11-26 11:22:48 Connecmon 5 Camera 5 deconnectad,

[ ] 2013-11-26 10:14: 20 Alarm 1 Motsan Stopped on Camera 1.

i 2013-11-25 10:14:17 Alarm 1 Motsan detected on Camera 1.

o 2013-11-24 10:12:11 Alarm 1 Metion Stopped on Camara 1.

Fi 2013-11-26 10:12:07 Alarm 1 Motian detectad an Camera 1.

0 2013-11-26 10:11:56 Alzrm 1 Moson Shopped on Camera 1

i 2013-11-26 10:11:48 alarm 1 Motsan detedad an Camera 1. w
Fage 1 /139 b M & Display item: 1-10, Total: 1381 | Show 10 | Items

liinioadlog. -

Please Note: The logs are currently only available in English.
7.3.1Surveillance Logs

Survadlanis SETRgE S00

a B runter || Q) Plaik 2

2 Camara Satmings

Surveilance Event Logs m O Survadlans Users
B Camara cvandew

Carara Configuraticn
w " Display: ol sverts ™ SavE

Famrk Managsment
B v “ Tyoe |pote - Time Users " Computer_ arcessed respurces anion

# Frsbem Setlings [} FO14-08- . 14404 admin 10.85.12.739 — Meritar Legin 0K
A, dvarced Setngs
L Privlege Seitings
& Protaco Management
T
Nadas B Expansion
Rncovary Maragement

Licerse Managemant

Page 1 /1 =] Dhsplary ilaic 1-1, Total: 1 Shaw 10 |[= Iems
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7.4 Recovery Management

This page is related to the edge recording feature. You can edit the recovery schedule,

monitor the recovery status, and the edge recording status here.

1. Recovery Schedule: Schedule for recovery of recorded data. Available when edge
recording is in use.
You can edit the recovery schedule in this tab.

Click and l:l to drag the edit recovery schedule.

M Recovery Status “ Edge Recording Status
Actwe:l Inactive: D

Apply

2. Recovery Status: Status for the recovery of recorded data. Available when edge
recording is in use.
You can monitor the recovery status in this tab.
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Lfecovery Schedde | | RRRNLEINRL . Ec0e Recordng Status

Soby: Day . Date: (20140419 3

Chan Tyoe of Recovery Stant Tume £nvd time Status
2 Ed0e recordng 201404/19 00:00:00 01404719 00:11:55 watng .
2 €408 recordng 201404/10 00:11:58 2014/04/10 00:41:53 Watng
2 Edge recordng 2014/04/19 00:41:33 2014/04/15 00:39:3% Watng
- P coman - At 400 ien Aan.an ARt L meIen AN bt srabtna
Charnel: 2 -

1 2 3 4 5 & @ 9 10 11 312 13 314 315 16 17 16 19 20 21 2 NN .
[Edge recording) B Quaued for recovery o B Recoverng now
I Recovery Srwshed I Recovery laded
B %0 recordng found

Edge Recording Status: Status of edge recording
You can check time synchronization between the NVR and cameras, the
status of cameras set up for edge recording, and the details of recording files

stored on camera’s SD card.

ey Seeide | Resavery Scotin | dge Recording Staivs
Server Time: 201112019 10:16:42

Charnel Brand Model Camera Mame Time Status
1 Aads L M3013 1 M3013 M2 [Disconnected
2 Awg Az ME013 2 Ws013 2013/12/19 10:16:42 Ready
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7.5 License Management

The VioStor NVR offers various channel base license depending on different models.
After purchasing a license, you can add extra recording channels.

B poraze | 6D Parbec

o Caneens Semvvas

Expaed Becardeg Chamsels
& Canend Ston TIe W00 PR oTers vious CRann base Koanse depinds on St ert Kodek. 10 303 @353 (nbar of 160 g Crannek
Q acurty

Fhane COrtact auehanaed Teseler for MERLINCA, OF YOU CAN COAEIE (MAP &
e/ nacrecsty omEdalngace g o suthonzed reseer
Hew 83 imtadl licesve

Ok Ll i 1= matal the kownes.
4 System Settings Tusmart, | Maswnan sumbes of recordeg dhannes 16/ 16

W Cavara Corbguraten

[

A, Asuanced Settinge Systars LOL: AASCOTHDABEIBGLITIZ00 Inecal Liente
R Petoge settngs Lewrne Name max Charnet Muvter Bots Dars atin #cten
I Sntaoei maropenant WiaStor MR - 18 Chaneel Bass Licsrme - se fctnated
Sarvetisece Lo
Wistarical Lsers List
Rackep & Cxpansion
Kcaurry Monsgeven
gty Low 3.1, 100 1/ Show 30w Reww
The murbar of recardng charnels supported vanee By the M/ model. Flaaes raber b th ifarmaticn o
I e it Oy Loy Befete BUTChaneYg Of 2ANG The Wrve o0 e NV

Tha reasensm rurster of recordng thannes supscrted o bt relerence oy, The sctus rectrdng serformancs may wary

Thursdsy, Decembet 19

You can click “Install License” to begin installing the license to the NVR.
7.5.1License Activation
Online Activation

Stepl. If your VioStor NVR is connected to the Internet, please select “Online
Activation”.
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Add a License

Activate the License

N\

® Online Activation
Activate the license online. Make sure the system is connected to the
Internet.

» Offline Activation

Activate the license offline.

Step 1/4 MNext Cancel

[

Step2. Enter the Product Authorization Key (PAK) code to activate the license.

F

Add a License

Online License Activation

Enter the Product Authorization Key (PAK)
code to activate.

[lED45AlEA266C14BFB4EE968

MNote: Make sure the system is connected to the Internet.

Step 3/4 Back MNext Cancel

b

Step3. The License has been activated. Please click [FINISH] button to close the

window.
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Add a License

Online License Activation

@ License activated
The camera license has been activated.
Click "Download” to download the Deactivation Ticket.

Step 4/4 Finish

’

Step4. The additional camera license will be displayed in the license management list

after the license activation.

Offline Activation
Stepl. If the VioStor NVR is behind a firewall or doesn’t have an Internet connection,

please select “Offline Activation”.
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Add a License

Activate the License

O Online Activation
Activate the license online. Make sure the system is connected to the
Internet.

® Offline Activation

Activate the license offline.

Step 1/4 Next Cancel

Step2. Please copy the system UDI and go to the License Store for offline license
activation.

Add a License

Offline License Activation

Step 1: Retrieve License File

To retrieve the license file, please visit the License Store and enter the
system UDI and PAK.

\ http://license.gnap.com/activate.html
System UDI:72002117D4389BQ12CI000

Step 2/4 Back MNext Cancel

h

Step3. Please login to the License Store with your registered account.
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aQNAP st Gobafngeh 5]

“LICENSE PURCHASE CREATE ACCOUNT

Turbo NA 1am a new customer. Retuming Customer
Register an Account \ 12am 3 regetered customer,
< LICENSE MANAGEMENT
By regatenng 3n account you wil be bl to shop faster, Emaik
Offre Actvaton bewtodnemmmso!wo‘oa.wkm
Offine Deactvation track of the orders you have previously made.
Conthiss Password:
L DFORMATION = -
Eorgot Pasyeord?
s St Enter the code In the box below:
TE. 2
..mmu e L
Try 2 dffecent era0e
Type characters:

Step4. At Offline Activation page, please fill out the UDI and PAK fields and then click
the [Activate] button.

aNfAP sanout | Account  [Gobajéngsh [w)
L LICENSE PURCHASE OFFLINE ACTIVATION
Tumo MAS M&-mlﬂlb_mm Pro and upload the PAX here,
After the activation is verified, you will get a Permission File.

< LICENSE MANAGEMENT
[ o Acoaen | Step 1 Please (il out your devios UDI
TIrTne Deacvate \Vw UDI can be copled from the Survellance Station Pro,

LJ INFORMATION
Step 2 Please fill out the PAK
« Corfact \s Please il out the PAK you want to activate on this Sevice.
sk "

[Captred]

Enter the code in the box below:

Iﬂ_zﬂt:':ﬂ.:m
Type

Step5. You will receive an email with an attached permission file after the offline

activation is verified.

QNAP Sonoet | Acount  GkbayEngish -l

S LICENSE PURCHASE MESSAGE
Lol \Mmmsmﬁd.p‘o&ﬂn«“1mﬂmﬂmvmﬂm
- LICENSE MANAGEMENT

0fing Acation Return to Account
Offing Depceivption

Naton

JINFORMATION
« feotact Uy
« EAQ
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Step6. Please check the email and download the permission file. The permission file
can only be used on the VioStor NVR with the UDI you specified. Please do not
decompress the permission file.

QNAP License Store - Your Permission file e x Lo

’

license_support@qnapsecurity.com.tw g @ 6H19E (5 ilm

Dear Customer

Congratulations! You can now activate the license offine. Please download the attached permission file
and import it to the server to activate the new camera recording channel Please notice that the permission
file can only be used with the specific system UDI you registered previously

QNAP Systems, Inc
License Store Customer Service
Emall’ icense_supponi@qnapsecurity com tw

QNRAP

137D5384567AFTB53180B59B.act.1gz
2 x_*

Step7. Please go back to the offline activation page on your VioStor NVR. You will
need import the permission file to activate the license.

Add a License

Offline License Activation

Step 2: Import License File
Import the license file to activate the new camera recording channel.

Browse...

Step 3/4 Back MNext Cancel

Step8. The license has been activated.
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Add a License

Offline License Activation

@ License activated
The camera license has been activated.
Click "Download” to download the Deactivation Ticket.

Step 4/4 | Finish
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7.5.2 License Deactivation

Please select the “License deactivate” button to begin the process of deactivating a
license. If your VioStor NVR is connected to the Internet, please select “Online

deactivation”. If not, please select “Offline deactivation”.

Seryellance Settings

coo
n @ montar || @ Pabas 7
4 Camera Saltisgs
o Expand Recording Channels
B Camers Status The vieStor MvE affers varicus chanmel base kcense depends on differert models. To #3d extra number of recording dunneds,
phease contact auchonzed reseler for assiance. Or you can contact QRAP Securky it ongoseaunty com'SaiesIngun 350
W camers Confguration for muthonzed resster
i b install Bosmas
B aisrm Fattngs

Chk ool icerse 1o inatall e boanie.

4 Syunem Sattinge Currant { Maximum rumber of recording channals & [ 12

A, aguanced Sattngs Syatarmn LGOI 72003 1170438000 1 351650 Instad License
L Prisiegs Settings Lanse Hame P2k Channed Mumier  Expire Davs Status Acon
& Protecot Maragement Survslanos Station Pro - 1 Channel Bass Lic. — 12 pe—
Sunvsilascs Logs WSRO VR - 4 Channels License BEERITIS.. 4 Etwabesd
i e
Mistorical Lisars List WitSkor MVR: - 4 Channals Licensa BOFABOFS . 4 st 0]
st
Bothup & E . vieStor MV - 4 Channels Licansa 55201404 4 et abed 2
kg B Expaniion

Muscowery Mamagima il

[

The rumber of recording channels supporbed varies by the WR model. Please
betms oo anapaecunty.comd before purchasing or actmating the kcerse o

refer ta the information on
& NV,

Whie Macsmam nuUmber of recording channels supearted is for reference ondy, Thie 3chEal recording Berormance may vary
depanding on the IP camaras, vides cortents, retweor bandwidth, recording sstings, snd cther rurning acplicstions: on the N,

Plaarsa CONGICT an Jutharized resellar or B Camera werdors for mang infanmation

Online Deactivation

Step 1: After you press the “License deactivate” button, you will be prompted to

confirm that you want to deactivate the license.

Deactivate License

Deactivate the License Confirmation

Warning!

39A7B4468727E39969D68023

To continue, click "Next”,

Step 1/5 Mext

The license will be removed from this system.

Cancel

Step 2: Please select “Online Deactivation”.
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Deactivate License

Deactivate the License Confirmation

® Online Deactivation

Deactivate the license online. Make sure the system is connected to the
Internet.

O Offline Deactivation
Deactivate the license offline.

Step 2/5 Back Next Cancel

Step 3: The system will prompt you to confirm your choice to remove the license. If you are sure

about deactivating the license, check “Yes, | want to remove the license from the system.”

Deactivate License

Online Deactivation

Are you sure you want to remove the license
from the system?

Yes, I want to remove the license from the system.

Step 4/5 Back MNext Cancel

Step 4: The license has been deactivated. Please click [FINISH] button to close the window.
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] Deactivate License

Online Deactivation

@ License deactivated.
The camera license has been deactivated.

Click "Download” to download the Deactivation Ticket.

Step 5/5 Finish

Step 4: And now you will see that the status of the license has changed to “Deactivated”.

Expand Recording Channels

The VioStor VR offers various channel base license depends on different models. To add extra number of recording channels,

please contact authorized reseller for agsistance. Or you can contack QNAP Security (hitp://gnapaecunty.com/SalesInguiry.aspx)
for authonzed reseller.

How to install license
Chek Jnstall License to install the icense.
Current / Mammum number of recerding channels:d /12

System UDI:72002117D43898012C1000

Install License

License Mame Pk Channel Mumber  Expire Days Status Action

Surveillance Station Pre - 12 Chamnel Base Lic - 12 - Actvated

VioStor WVR - 4 Channels License S3I6EITOG 4 - (X

io5tor NVR - 4 Channels License BCFASCFS.. 4 - Deactivated 4]

VioStor NVR - 4 Channels License 36291401 4 = Activated @)
Page|  1|/1 2

Digplay item: 1-4, Total: 4 Show 10 | ¥ Items

Note: If you want to transfer the License to another VioStor NVR, please download the “deactivation

ticket” from the icon “” (under the “Action” column). Then contact QNAP support for help.

Offline Deactivation

Step 1: After you press the “License deactivate” button, you will be prompted to confirm that you
want to deactivate the license.
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Deactivate License

Deactivate the License Confirmation

Warning!
The license will be removed from this system.

39A7B4468727E39969D68023

To continue, click "Next”.

Step 1/5 MNext Cancel

Step 2: Please select “Offline Deactivation”.

Deactivate License

Deactivate the License Confirmation

O Online Deactivation
Deactivate the license online. Make sure the system is connected to the

\ Internet.

® Offline Deactivation
Deactivate the license offline.

Step 2/5 Back MNext Cancel
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Step 3: Please read the instructions carefully. After you deactivate the license on the system, you will
need to download the deactivation ticket and visit the QNAP license store to complete the

deactivation. http://license.gnap.com/deactivate.html

Deactivate License

Offline License Deactivation

Step 1: Deactivate the License on the system
Remove the license from the system and download a Deactivation
Ticket.

Step 2: Deactivate the License on the License
Store

To complete the deactivation, please visit the License Store and submit
the Deactivation Ticket.

http://license.gnap.com/deactivate.html

Step 3/5 Back MNext Cancel

Step 4: The system will prompt you to confirm your choice to remove the license. If you are sure

about deactivating the license, check “Yes, | want to remove the license from the system.”
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http://license.qnap.com/deactivate.html

Deactivate License

Offline License Deactivation

Are you sure you want to remove the license
from the system?

Yes, I want to remove the license from the system.

Step 4/5 Back MNext Cancel
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Step 5: The system will show that the license had been deactivated. Please download the deactivated

ticket from the column “Action”.
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Step 6: Then please go to the QNAP license store, import the deactivation ticket and then enter the

code in the box. Please click “Apply” after you finish all these steps.
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Step 7: The license store will show “License deactivated”.
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Note: If you want to transfer the License to another VioStor NVR, please download the “deactivation

un

ticket” from the icon “” (under the “Action” column). Then contact QNAP support for help.
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7.6 On-line Users List (Only for Upgrade from Previous

Version)

This page shows the information of the users before you upgraded to QVR 5.0, e.g.

the user name, IP address, and login time.
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E Logn Date - Login Time Users Source [P Computer name  Connechon apcessed Resowtes
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(Archived] Historical User List
Fage 14k HE Displey gam: 1-20, Totak: 21 | Sww 10 = lterms

Please Note: The logs are currently only available in English.
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Chapter 8. Backup & Expansion

8.1 External Backup

The NVR supports instant and scheduled data backup between the internal disk
volumes on the NVR and external USB/eSATA storage devices. To use this feature,
follow the steps below.

achup & Exparman L+ <]
a ?
The extemal badue fundon allows you to copy the wideo Skes from the local sk volume to an extemal Storage device. Yau can
crmate & badkup job and back up He dats o the external storsgs dewcs on e spechc port

Criata & b

* Task | Backup Fraqusncy Status Action

1. Connect one or more external storage devices to the USB interfaces of the NVR.
2. Click “Create a job”.
3. When the wizard is shown, read the instructions carefully and click “Next”.
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Create a Job

Synchronization Job Wizard

This wizard helps you create a sync job through the following steps.
1. Connect to an external storage device.

2. Configure real-time or scheduled sync options.

Click "Next" to start.

Step 1/7 Next Cancel

[%

4. Select the backup locations.

A. Select an external disk volume* from the drop-down menu. The NVR
supports EXT3, EXT4, FAT, NTFS, and HFS+ file systems. The general
information of the storage device will be shown.

B. Click “Next”.

5. Configure the replication schedule.
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Create a Job

Replication Schedule

® Back up Now
() Schedule

The "External Device Backup” feature will back up new files, files that
have been modified or renamed within the scheduled period.

Step 2/7 Back Next Cancel

Choose between immediate backup and scheduled backup. The options are:
A. Back up Now: Immediately copies files that are different from the source

folder to the target folder.

B. Schedule: Copies files that are new, changed, and renamed from the source

folder to the target folder according to the schedule.

*  Hourly: Select the minute when an hourly backup should be executed,

e.g. select 01 to execute the backup job every first minute of an hour, 1:01,
2:01, 3:01...
»  Daily: Specify the time when a daily backup should be executed, e.g.
02:02 every day.
* Weekly: Select a day of the week and the time when a weekly backup
should be executed.
»  Periodically: Enter the time interval in hour and minute that the
backup job should be executed. The minimum time interval is 5 minutes.
C. Click “Next”.
If you choose “Back up Now” and click “Next,” you can configure the backup

settings as below.
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Create a Job

Backup Settings

Channel Backup

Channel Settings

The system will back up all recording channels by default if the channel backup
settings are not changed.

Backup Period

The system will back up all the recording files on the specified days by default if
the backup period setting remains unchanged.

® Back up recording files for the |ast
3 day(s).

) Configure the time period for backup

% (00:00) ~ % (23:59)
Period Settings
Step 4/7 Back Next Cancel

Configure backup channel.

If the backup channel settings are not changed, the system will back up all
recording channels by default.

You can click “Backup channel” to configure the backup channels.

Configuring Backup Channels

Available Channels ——— Selected Channels
Chl - Camera 1

Ch2 - Camera 4
Chd - Camera 4
Ch7 - Camera 4
Ch8 - Camera 4

By

Ok Cancel
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B. Configure backup duration and files

If the backup duration settings are not changed, the system will back up all

of the recording files on the specified days by default.

e  Set the number of days that the latest recordings should be backed up.
If 3 days are entered, the recordings of today, yesterday and the day
before yesterday will be backed up.

e Or set the time period for backup.

e You can click “Backup duration and files” to configure the backup
duration and files.

Configuring Backup Period

Regular Reccrding:l Alarm Recording: i Alarm and Regular: i Inactive: D

Include auto snapshots

Enable “Include auto snapshots” to also copy the auto snapshot files
when the recordings are configured to back up.
C. Click “Next”.
7. If you choose “Schedule,” you can configure the backup settings as below.

192



Create a Job

Backup Settings

Channel Backup

Channel Settings

The system will back up all recording channels by default if the channel backup
settings are not changed.

Backup Period

The system will back up all the recording files on the specified days by default if
the backup period setting remains unchanged.

Period Settings

Step 4/7 Back Next Cancel

Configure backup channel.

If the backup channel settings are not changed, the system will back up all
of the recording channels by default.

You can click “Backup channel” to configure backup channels.

Configuring Backup Channels

Available Channels ——— Selected Channels
Chl - Camera 1

Ch2 - Camera 4
Chd - Camera 4
Ch7 - Camera 4
Ch8 - Camera 4

By

Ok Cancel
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8.

B. Configure backup duration
If the backup duration settings are not changed, the system will back up all
of the recording files on the specified days by default.
e You can click “Backup duration and files” to configure backup duration
and files

Configuring Backup Period

Regular Recurdlng:l Alarm Recording: i Alarm and Regular: i Inactive: D

Include auto snapshots

Enable “Include auto snapshots” to also copy the auto snapshot files
when the recordings are configured to back up.
C. Click “Next”.
Advanced Settings include the ability to overwrite old recordings and to enable
password protection.

Advanced Settings
[ Owerwrite the oldest recordings

E Enable password protection ssses
Confirm password XYy
Step 4/7 | Back | | Next | | Cancel |

Enter a name for the backup job. A job name supports up to 63 characters; it
cannot start or end with a space. Click “Next”.
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Create a Job

USBDisk1

Please enter a name for the backup task

Specify @ name for the sync job. It is a required field and cannot be empty.

Step 5/7 Back MNext Cancel
10. Confirm the settings and click “Next”.
F

Create a Job

Confirm Settings

Job Name: USBDisk1

Backup Location: USBDisk1

Task type: Hourly

Channel: 1,2,4,7,8

Backup Schedule: 00:10

Step 6/7 Back Mext Cancel

11.

[

Click “Finish” to exit the wizard.
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8.2 One Touch Video Backup

This option is valid only for series with a One Touch Video Backup button.
Enable this option to allow users to connect an external storage device to the front
USB port and press the “One Touch Video Backup” button to back up recording files.

]
fa]

[
>

To use this function, please follow the steps below:

1. Connect a USB storage device, for example, a USB disk drive to the front USB port
of the NVR.
Enable the option “Enable One Touch Video Backup.”
Configure backup channel.
If the backup channel settings are not changed, the system will back up all
recording channels by default.

You can click “Backup channel” to configure the backup channels.
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Configuring Backup Channels

Available Channels————  |Selected Channels

Ch1 - 1. IQeye IQ712D
Ch2 - 2. QNAP VCAM
Ch3 - 3. Axis P1355
Ch5 - 5. Vivotek IP8B132
Chs - 8. IQeye IQ732N

Chg - 9. IQeye 1Q732N

(] (=] (+] &)

[ Ok ][ Cancel ]

4. Configure backup duration and files
If the backup duration settings are not changed, the system will back up all of the
recording files on the specified days by default.
A. Set the number of days that the latest recordings should be backed up. If
3 days are entered, the recordings of today, yesterday and the day before
yesterday will be backed up.
B. Or set the time period for backup.
C.  You can click “Backup duration and files” to configure backup duration and
files.

Configuring Backup Period

Regular Recording:l Alarm Recording: i Alarm and Regular: i Inactive: |:|

o

Include auto snapshots in the specified period
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Enable “Include auto snapshots” to also copy the auto snapshot files when
the recordings are configured to back up.

5. Advanced Settings include the ability to overwrite old recordings and to
enable password protection.

Advanced Settings
Overwrite the oldest recordings
Enable password protection aneae

Confirm password ssnne

Step 4/7 Back Mext Cancel

When “Enable password protection” is applied, you will need to enter the

password to playback recording files via (Open playback files).

Click “Apply”.

Press and hold the video backup button for 3 seconds and the NVR will
immediately start copying the recording data to the USB device. If the USB
device is recognized, the USB LED will glow blue. The USB LED will flash blue
when the data is being copied. The LED will turn off after the data has been
copied. Then users can safely remove the device.

Note: Only USB devices with at least 10GB storage capacity are supported by this
video backup function.

Buzzer Control
After enabling the alarm buzzer, if you hear one short beep, it means ‘Backup has

started.
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8.3 Remote Replication

Use the remote replication feature to copy the recording data of the local NVR to a
remote QNAP network attached storage (NAS). The remote QNAP NAS is hereafter
referred to as ‘the remote storage device’.

Note: Before using this function, make sure the Microsoft networking service of the
remote storage device is enabled, and the corresponding path and user access right

has been correctly configured.

1. Login to the QVR desktop and go to ‘Backup & Expansion’ > ‘Remote Replication’.

Rernote Replication

# Enable Remote Repl

# Back up alarm recardings only (instead of all recardings)

Back up the recordings of the last 1 dayls) ank

Bemobe Destinatian

Remate Host 1P Addrass 10.65.11.28

Dastnation Path (Matwork Share,Tirectary) Pk AR fes 11,8

Uisar Nama

Ay SEE@ rUnrang task

2. Enable remote replication (supports multiple choices)
¥ Enable Remote Replication
# Bacdk up alarm recordings only (instead of all recordings)
Back up the recordings of the last 3 day(s) only
In the above example, the NVR only copies the alarm recording data of the latest
3 days to the remote storage device.

e Select ‘Enable remote replication’ to activate this feature. The NVR will execute
an automatic backup of the recording data to the remote storage device

according to the settings.
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e Select ‘Back up alarm recordings only (instead of all recordings)’, the NVR will
only copy the alarm recording data to the remote storage device. If this option
is unselected, the NVR will back up all of the recording data to the remote

storage device.

e Select ‘Back up the recordings of the latest...day(s) only’ and enter the number of
days, the NVR will back up the latest recording data to the remote storage device
automatically according to the settings. If this option is unselected, the NVR will
copy all of the recording data to the remote storage device.

3. Configure the remote storage server

Remate Destination

Remote Host [P Address

Destination Path (Network Share/Dwrectory
User Name

Password

Remote Host Testing Tast Status:---)

Enter the IP address, path, user name and password of the remote storage
device.

Note: It is recommended to execute the ‘Remote host testing’ function to verify the
connection to the remote storage device is successful.
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4.

Configure the remote replication schedule

Remaote Destination

Remote Host IP Address

Destinabion Path (Network Share/Dwrectory
User Name

Password

Remate Host Testng Test Status:---)

For example, to enable the NVR to copy the recording data automatically to the
remote storage device at 01:15 every Monday, please do the following:
Select ‘Replication Schedule’, select “Weekly’, enter 01 Hour: 15 minute, and

select ‘Monday’.

Select the backup options

[ overwrite the oldest recordings when the available storage on the remote host is less than 4GB

[] perform mirroring replication by deleting extra files on the remote destination

Mote: When remote replication is in process, the recording performance will be decreased
Select ‘Replication Now’, the NVR will back up the recording data to the remote
storage device immediately.
Select ‘Overwrite the oldest recordings when the available storage on the remote
host is less than 4GB’; the NVR will overwrite the oldest recording data when the
free space on the server is less than 4GB.
Select ‘Perform mirroring replication by deleting extra files on the remote
replication’, the NVR will synchronize the recording data between itself and the

remote storage device and delete any extra files on the remote storage device.

When the above options are all selected and remote replication is executed, the NVR

will do the following:

The NVR checks if there are files on the remote storage device that are different
from the local source. If yes, the differentiated files will be deleted.

Next, the NVR checks the free space of remote storage device. If the free space
is larger than 4GB, the remote replication will be executed immediately.

If the free space of the remote storage device is less than 4GB, the NVR will
overwrite the recording data of the oldest day and then executes the remote
replication.
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6. The NVR displays the latest 10 remote replication records.

Start Teme = Finesh Time Replicated Data Size Status
2014-06-15 00:00 2014-06-15 02:17 B01.2 MByte(s) Faded (Remote access error)
2014-06-12 21:34 2014-06-14 00:04 13.37 GByte(s) Faded (Remaote Access &rror)

014-06-05 16:00 2014-06-06 11:16 13.98 GByte(s) Faded (Remote access ermor)

1-05-26 00:28.. 201 26 06:33.. 3.13 GByte(s) Faled (Remote access errar)

2014-05-19 00:00_.  2014- 37.09 GByte(s) Faded (Remate access armor)

2014-05-12 00:00_. 20 79.05 GByte(s) Faded (Remote access arror)

2014-05-05 00:00 B.20 GByte(s) Faded (Remote access ermor)
-29 15:38 3.98 GByte(s) Aborted (The remote replication was cancelled)

04-26 23:43 7.16 GByte{s) Faded (Remote access error)

In the above example:

e When the status is shown as ‘Failed (Remote access error)’: Check to see if the
remote storage device is running and if the network settings are correct.

e When the status is shown as ‘Failed (An internal error occurred)’: Check the hard
drive status of the NVR and view the Event Logs.

Note: The time required by the NVR to replicate the data to the remote storage
device varies depending on the network environment. If the remote replication
takes too long, some recording files may be overwritten by the NVR. To avoid this,
it is recommended to refer to the status messages to analyze the time required for
the remote replication and adjust the replication schedule accordingly.
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8.4 Storage Expansion

Without a doubt, storage plays a significant role in the field of digital surveillance.
However, users everywhere are facing the challenge of storage capacity for long-term
recording. Now, QNAP Security has introduced the storage expansion feature to
eliminate this problem. Making the right storage decision with regard to storage
expansion is truly important to save money & time for all users. The various QNAP
Turbo NAS models are the solution that expands on the storage capacity of the NVR
to save more recording files. The storage expansion can provide up to 64TB (16-bay
model) additional space per channel, totaling more than 200TB. Integration of both

QNAP devices can help users easily save a significant amount of recording files.

Key features:

1. Addressing user needs: Users can expand their storage capacity based on their
needs.

2. Reducing expense: This is a cost-effective choice for expanding storage capacity.

3. Highly scalable for future storage expansion.

Limitations and Restrictions:

1. Currently, Storage Expansion is supported only by the VioStor Pro(+) series and
QNAP Turbo NAS x69, x79, x70 series (with firmware version v4.0.2 and above),
and they are required to be set on the same LAN.

A gigabit switch is required for this application.
For NVR and NAS servers located on the same subnet, please always use static IP
addresses and the same subnet mask.

4. Modification on storage expansion related settings is not supported on local
display.

5. The file moving process between the NVR and NAS will be completed even if it is
suddenly interrupted (for example, the destination folder is deleted). For example,
the cache count is set to six hours. The destination is changed to none in the
middle of the processing. When this happens, the NVR will still move recording

files to the NAS until the entire process is finished.

Note:
In order to ensure that Storage Expansion can be executed during the recording
process, please be advised to estimate the limitation on network throughput for
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specific VioStor NVR series.

The following is suggested limitation of the network throughput for specific NVR
models:

VS-8100 Pro+/8100U-RP Pro (+)/12100U-RP Pro (+) series: 360 Mbps.

VS-2100 Pro+/4100 Pro+/6100 Pro+ series: 160 Mbps.

VS-2000 Pro/4000 Pro/6000 Pro series: 90 Mbps.

How to configure Storage Expansion?
Step 1:
Install the StorageExpansion QPKG on the NAS
Note: Please visit our download center to download the QPKG. Before installing the
QPKG package, please make sure the QPKG is correct, read the instructions carefully
and back up all the important data on the NAS.
1. Download and unzip the StorageExpansion package.
To install the QPKG, please click “Browse” to select the correct QPKG file and
click “INSTALL”.

Disable: disable the StorageExpansion QPKG.
Remove: remove the StorageExpansion QPKG.

2. Click the link to connect to the webpage and configure the settings.
Check available NVRs on the list and their status on this page.
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Storage Expansion

NVR List (-]

D HVR MAC Address  MVR IP Address NVR Port  MVR Destination Folder Status

I:‘ 000896DA00DE 192.168.7.29 80 121645EREP o

& Delete Pageofi 10 v NVR 1 - 10f 1
Status Description

o Connection Success

Failure of storage expansion due to incorrect storage expansion assignments (please check
your setting on the storage expansion page.)

Failure of storage expansion because Subnet Mask s=tting of MAS and HVR should be the same.

Failure of storage expansion as the NVR (MAC address) is changed.

06

Failure of storage expanzion because no MVR i found.

Note: The status of an NVR will become 9 after storage expansion

assignment is completed.

Step2:

Please make sure that the StorageExpansion QPKG has been installed on the NAS and

enable Storage Expansion.

1. Goto “Camera Setting” > “Storage Expansion” to configure relevant settings on
the page.
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2. Click “Overview” then the “Add” button.

| Storegi Exganaon Assgniment

HAS List
Add J | Craate a Job J L
Status P address. Destiration Wolume Total Size Free Size
Recordimg Storage Defails
Recording Storage Details Recording Tene Penicd Buctesen

Please enter the IP, port, username, password, destination, volume and cache
count for the NAS.

206



Add NAS

MNAS IP Address:

Port: 8080
User Name:
Password:
w
Backup buffer: 6

Cancel

Note:
Destination Folder: The folder created on the NAS to save recording files.
Volume: The volume assigned for storage expansion.
Backup buffer: The time period for recording files to be moved to the NAS. The
range is from 2-48 hours.

3. Config NAS: Modify NAS settings on this page.

Conflg NAS
NAS 1P Addrass: 10.11.14.151
Part: a0s0
User Nama: admin
Password:  eemes
Cadhe Count: 48 Hours
Apply Cancel

4. Click “Storage Expansion Assignment” to choose a NAS as the storage unit for

each channel.
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L Oveven | olompalommsien fessomentey
Storage Expansion Assignment
Channe! Camera Name
1 1. Sony P1
2 2. Sony CS11
3 3. Seny CS10
4 4. Sony 220
5 5. Sony EM600
L] 8, Sory C550
7 7. Sony PS
8 8. Sony R225
9 9. Sony RZ30
10 10. Seny RZS0
1 11. Sory RX550
12 12. Sony SNC-DFa0

NAS IF Address

10.65.11.27

10.65.11.27

10.65.11.27

10.65.11.27

10.65.11.27

10.65.11.27

10.65.11.27

10.55.11.27

10.65.11.27

10.65.11.27

10.65.11.27

10.65.11,27

Destination

Sin9527110

5In9527110

5inS527110

$in9527110

¥ng527110

=n5527110

5in5527110

5in9527110

unB527110

n9527110

§n§527110

=n5527110

5
g

MEEE

®

f

R EEE

Review all of the configured settings and recording storage details under “Overview”.
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The page will automatically refresh the status every fifteen minutes.
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Chapter 9. Control Panel

9.1 System Settings

9.1.1 General Settings
System Administration

Enter the name of the NVR. The NVR name supports maximum 14 characters and can
be a combination of the alphabets (a-z, A-Z), numbers (0-9), and dash (-). Space (),
period (.), or pure number are not allowed.

Enter a port number for the system management. The default port is 80. If you are

not sure about this setting, use the default port number.

Enable Secure Connection (SSL)

To allow the users to connect the NVR by HTTPS, turn on secure connection (SSL) and
enter the port number. If the option “Force secure connection (SSL) only” is turned
on, the users can only connect to the web administration page by HTTPS connection.

- oo
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Time

Adjust the date, time, and time zone according to the location of the NVR. If the
settings are incorrect, the following problems may occur:

The display time of the recordings will be incorrect.
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The time of the event log displayed will be inconsistent with the actual time when

an action occurs.

Synchronize with an Internet time server automatically

Turn on this option to synchronize the date and time of the NVR automatically with
an NTP (Network Time Protocol) server. Enter the IP address or domain name of the
NTP server, for example, time.nist.gov, time.windows.com. Then enter the time
interval for synchronization. This option can be used only when the NVR is connected
to the Internet.

Disable RTC synchronization

Disable this option to enable RTC synchronization.

Note: A real-time clock (RTC) is a computer clock (most often in the form of an
integrated circuit) that keeps track of the current time.

Set the server time the same as your computer time
To synchronize the time of the NVR with the computer time, click “Update” next to
this option.

s TR
Note: The first time synchronization may take several minutes to complete.
9.1.2 Storage Manager
Volume Management

This page shows the model, size, and current status of the hard drives on the NVR.
You can format and check the hard drives, and scan the bad blocks on the hard drives.
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When the hard drives have been formatted, the NVR will create the following default
share folders:

mp4: The shared folder for MP4 Recordings App.

record_export: The shared folder for Recording Export Pro APP.

record_nvr: The default shared folder for regular recording files.

record_nvr_alarm: The default shared folder for alarm recording files.

snapshot: The default shared folder for auto snapshot.

Note: The default shared folders of the NVR are created on the first disk volume and the
directory cannot be changed.

Cuires Do ation | Physiinl Disks
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Disk Configuration

Applied NVR Models

Single disk volume

All models

RAID O

2-drive models or above

RAID 1, JBOD (just a bunch of disks)

2-drive models or above

RAID 5, RAID 6, RAID 5+hot spare

4-drive models or above

RAID 6+hot spare

5-drive models or above

RAID 10

4-drive models or above

RAID 10+hot spare

5-drive models or above

Single Disk Volume

Each hard drive is used as a
standalone disk. If a hard drive is
damaged, all the data will be
lost.

JBOD (Just a bunch of disks)
JBOD is a collection of hard
drives that does not offer any
RAID protection. The data are
written to the physical disks
sequentially. The total storage
capacity is equal to the sum of

JBOD

the capacity of all member hard o Dbk
drives.

RAID 0 Striping Disk Volume RAID O
RAID O (striping disk) combines 2 striping

or more hard drives into one
larger volume. The data is
written to the hard drive without
any parity information and no
redundancy is offered.

The total storage capacity of a
RAID 0 disk volume is equal to
the sum of the capacity of all

Block A2
Block A4
Block A6
Block A8
Disk 2

Block A1
Block A3
Block AS
Block A7

o
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member hard drives.

RAID 1 Mirroring Disk Volume
RAID 1 duplicates the data
between two hard drives to
provide disk mirroring. To create
a RAID 1 array, @ minimum of 2
hard drives are required.

The storage capacity of a RAID 1

disk volume is equal to the size

RAID 1

mirroring

Block Al
Block A2
Block A3
Block A4

Block A1
Block A2
Block A3

Block A4

Disk 2
of the smallest hard drive.
RAID 5 Disk Volume RAID 5
parity across disks

The data are striped across all
the hard drives in a RAID 5 array.
The parity information is
distributed and stored across
each hard drive. If a member
hard drive fails, the array enters
degraded mode. After installing a
new hard drive to replace the
failed one, the data can be
rebuilt from other member
drives that contain the parity
information.

To create a RAID 5 disk volume, a
minimum of 3 hard drives are
required.

The storage capacity of a RAID 5
array is equal to (N-1) * (size of
smallest hard drive). N is the
number of hard drives in the

array.

Block A1
Block B1

Block A2 Block A3

==

- o=

Block D1

Disk2 Disk 3

Block D2

=
=
=

e

Block D3

Disk 4
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RAID 6 Disk Volume

The data are striped across all
the hard drives in a RAID 6 array.
RAID 6 differs from RAID 5 that a
second set of parity information
is stored across the member
drives in the array. It tolerates

failure of two hard drives.

To create a RAID 6 disk volume, a
minimum of 4 hard drives are

required. The storage capacity of
a RAID 6 array is equal to (N-2) *
(size of smallest hard drive). N is
the number of hard drives in the

array.

AID 6

parity across disks

=

Block Al

'l
parity Dp]
Disk 1

s

e

=,

Block A2

Parity Bg

Block D1

Block D2
Disk 2 Disk 3 Disk 4

RAID 10 Disk Volume

RAID 10 combines four or more
disks in a way that protects data
against loss of non-adjacent
disks. It provides security by
mirroring all data on a secondary
set of disks while using striping
across each set of disks to speed
up data transfers.

RAID 10 requires an even
number of hard drives (minimum
4 hard drives). The storage
capacity of RAID 10 disk volume
is equal to (size of the smallest
capacity disk in the array) * N/2.
N is the number of hard drives in
the volume.

RAID 10

RAID 0
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RAID Management

You can perform online RAID capacity expansion (RAID 1, 5, 6, 10) and online RAID
level migration (single disk, RAID 1, 5, 10), add a hard drive member to a RAID 5, 6, or
10 configuration, configure a spare hard drive (RAID 5, 6, 10) with the data retained,
enable Bitmap, recover a RAID configuration, and set a global spare on this page.

~

Lse! =2 A, & 1= V4 - =]

v torag Network ity {ardware Power Nabificatic Far

Digk / Vokime Total Size E2man Status

To expand the storage capacity of a RAID 10 volume, you can perform online RAID
capacity expansion or add an even number of hard disk drives to the volume.

Expand Capacity (Online RAID Capacity Expansion)

Scenario

You bought three 250GB hard drives for initial setup of a NVR and configured RAID 5
disk configuration with the three hard drives.

A half year later, the data size of the department has largely increased to 1.5TB. In
other words, the storage capacity of the NVR is running out of use. At the same time,
the price of 1TB hard drives has dropped to a large extent.

Operation procedure

In “Storage Manager” > “RAID Management”, select the disk volume for expansion
and click “Expand Capacity”.
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Action -
Expand Capacity Total Size

a 456.13 68

Enable Bamap

Btmap

Status

Ready

Click “Change” for the first hard drive to be replaced.
proceed.

Expand Capacity

Onee Model apaoty Status
Drive 1 WOC WO2500AAKX-22ER 23255 G Raady
Dnve 2 wi WO 2500AAKX - 226R 23269 G Raaay
Drve 3 WDC WO2500AAKX - 22ER 232.89 GB Ready

Source Disk Volunse:  RAID 5 Ok Volume: Drive 1 23

Follow the instructions to

Descrption
You can replace this dnive
eplace this dnve

You can replace this drive

Tip: After replacing the hard drive, the description field shows “You can replace this

drive”. This means you can replace the hard drive to a

the hard drives have been replaced already.

larger one or skip this step if

1, | Caution: When the hard drive synchronization is in process, do NOT turn off
the NVR or plug in or unplug the hard disk drives.

When the description displays “Please remove this drive”, remove the hard drive
from the NVR. Wait for the NVR to beep twice after removing the hard drive.

216




Cancel
Orsk Moded Capacky Status Descrpton
el WOCWOZSOOAMOL226R 232.09G8 nesdy [ Plesseremovethsdme. |
Drive 2 WOC WO25004AKX-228R 2328968 Ready No operation can be executed on thes d F
Orive 3 WOC WOD25004AKX-226R 2324508 Ready No operation can be exeaed on thes d

Source Disk Volume:  RAID 5 Dk Volume: Drive 123
The system can only SUDDOI Expanding the volume swre up to 1678 (and under)

When the description displays “Please insert the new drive”, plug in the new hard

drive to the drive slot.

Expand Capacity
-
Ok Modal Capaoty Status Dascrption
Drve 1 - » vo Duk . new
Orve 2 WOC WD25004MKX-226R 2326908 Ready No operation can be executed on this d F
Orive 3 WOC WD2500AMK-22ER 232,69 08 Ready No operation can be executed on this d

Source Disk Volume:  RAID 5 Dk Volume! Drive 123

The system can only SUDOOM Expandng the volume size LUP 0 16TH (and under)

Back

After plugging in the hard drive, wait for the NVR to beep. The system will start

rebuilding.
Expand Capacity
Dk Model Capaoty Status Descrotion
Drvva 1 Seagate STI100052045 931,51 G8 bulding (0%) o can be onthisd
Orve 2 WOC WD2500AAKX-226R 2328968 Rebulding (0%) No oparation can be executed on this d r
Orve 3 WOC WD25004AKX - 228R 23289 0B Rebulding (0%)  No operation can be executed on this d

Source Disk Volume:  RAID 5 Disk Vohume: Drive 12 3
The system can only SPEOM expandng the volume size up to 16TH (and under)

Back

After rebuilding has completed, repeat the steps above to replace other hard drives.
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After changing the hard drives and disk rebuilding has completed, click “Expand
Capacity” to execute RAID capacity expansion.

Expand Capadity

Dt sl Model Capacty Sxatus Description

Driva 1 Seagata STI100052845 CC 931.51 GB Raady ¥ou can raplace thes drve.
Drive 2 Seagate STII00052EAS CC 931.51 GB Faady Wou can replace Bhes dirve.
Drive 3 Seagate STI1000528A5 CC 931.51 GB Feady Wiou can replace ths dive.

Sowrce Disk Volume: RAID 5 Digk Voluma: D 1 23

You can expand the disk

Click “OK” to proceed.

The NVR beeps and starts to expand the capacity.

Desk / Volume Total Sae Bbmap Status

RAID § Disk volums: Briva 1 2 3 459,13 GB no & Bpandng.
0c00: 2

1%

The process may take from hours to tens of hours to finish depending on the drive

size. Please wait patiently for the process to finish. Do NOT turn off the power of the
NVR.

After RAID capacity expansion has finished, the new capacity is shown and the status
is “Ready”. You can start to use the NVR. (In the example you have 1.8TB logical
volume.)
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Disk / Wolume Total Size Bitmap Status

RAID 5 Desk Voluma: Drve 12 3 1845.38 GB ne Raady

Tip: If the description still shows “You can replace this hard drive” and the status of
the drive volume says “Ready”, it means the RAID volume is still expandable.

Migrate (Online RAID Level Migration)

During the initial setup of the NVR, you bought a 250GB hard drive and configured it

as single disk.
After a period of time, more and more important recordings are saved on the NVR.
There is a rising concern for hard drive damage and data loss. Therefore, you planned
to upgrade the disk configuration to RAID 5.
You can install one hard drive for setting up the NVR and upgrade the RAID level of
the NVR with online RAID level migration in the future. The migration process can be
done without turning off the NVR. All the data will be retained.
You can do the following with online RAID level migration:
Migrate the system from single disk to RAID 1, RAID 5, RAID 6 or RAID 10
Migrate the system from RAID 1 to RAID 5, RAID 6 or RAID 10
Migrate the system from RAID 5 with 3 hard drives to RAID 6
You need to:
Prepare a hard drive of the same or larger capacity as an existing drive in the
RAID configuration.
Execute RAID level migration (migrate the system from single disk mode to RAID 5

with 4 hard drives).

Go to “Storage Manager” > “Volume Management”. The current disk volume
configuration displayed on the page is single disk (the capacity is 250GB).
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Plug in the new 250GB hard drives to drive slots 2 and 3 of NVR. The NVR will detect

the new hard drives. The status of the new hard drives is “Unmounted”.
Current Configuration: Physical Disks

Scan now |
Disk Model Capacity Status SMART Information
Drive 1 WODC WD2I00AAKK-22ERM17.0 232.89 GB Ready Good
Drive 2 WDC WD25008AKX-23ERM17.0 232.89 G8 Ready Good
Drive 3 WDC WD2500AAKX-22ERM17.0 232.89 GB Ready Good
Drive 4 = - No Digk -
Drive 5 - Ne Disk -

Mote that if vou are going to install a hard drive {(new or used) which has never been installed on the NAS before, the hard
drive will be formatted and partitioned automatically and all the disk data will be cleared.

Current Configuration: Logical Volumes

Disk / Volume Fil& System Total Sae Frée Size Status
Single Dask: Dnve 1 EXT4 229.57 GB 228.52 GB Ready
Single Cisk: Dmive 2 EXT4 229.57 GB 228.88 GB Ready

ROSToR o e N - B

Go to “Storage Manager” > “RAID Management”, click “Migrate” from the “Action.”

Action =
Total Sire Bamap Status
Nigrate 1- 22776 0B - Randy
227.76 0B R 3ty

unmounted
Sat Ghobal Spare o

Select one or more available drives and the migration method. The drive capacity
after migration is shown. Click “Migrate”.
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Higrate

¥ Disk Hode Capaaty Status
4 Drive WOC WDZ 500MAKN- 2 IERM17.0 23280 GR Ry
Drive 3 WDC WDZS500AA-ZIERM1T.0 232.89 GB Faady

Singla Disk Voluma

Single Disk Voluma =RAID 10 Disk Voluma

Souirce Disk Volsnee SinQle Disk: Drive 1

The divee confsguration i about B0 be configured as RAD La The capacy o Jpproxmately 4

Note that all the data on the selected hard drive will be cleared. Click “OK” to
confirm.

When migration is in process, the required time and total drive capacity after

migration are shown in the description field.

The NVR will enter “Read only” mode when migration is in process during 11%—49%
to assure the data of the RAID configuration will be consistent after RAID migration
completes.

After migration completes, the new drive configuration (RAID 5) is shown and the

status is Ready. You can start to use the new drive configuration.

The process may take from hours to tens of hours to finish depending on the hard
drive size. You can connect to the web page of the NVR to check the status later.

Use Online RAID Capacity Expansion and Online RAID Level Migration
Add a hard drive

Follow the steps below to add a hard drive member to a RAID 5 or RAID 6 disk
configuration.

1. Make sure the status of the RAID 5 or RAID 6 configuration is “Ready”.

2. Install a hard drive on the NVR. If you have a hard drive which has already been
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formatted as single disk volume on the NVR, you can add this hard drive to the
RAID 5 or RAID 6 configuration. You are recommended to use hard disk drives of
the same storage capacity for the RAID configuration.
Select the RAID 5 or RAID 6 configuration on the “RAID Management” page and
3. click “Add Hard Drive”.
Select the new hard drive member. The total drive capacity after adding the
4. drive will be shown. Click “Add Hard Drive.”
All the data on the new hard drive member will be deleted during this process.
The data on the original RAID 5 or RAID 6 configuration will be retained. Click
5. “OK”. The NVR will beep twice.

To add hard drives member to a RAID 10 disk volume, repeat the above steps. Note
that you need to add an even number of hard disk drives to a RAID 10 volume.
The storage capacity of the RAID 10 volume will increase upon successful
configuration.

This process may take a few hours to tens of hours to complete depending on the
number and the size of the hard drive. Please wait patiently for the process to finish.
Do NOT turn off the NVR during this process. You can use a RAID configuration of
larger capacity after the process.

Configure Spare Drive

You can add a spare drive to or remove a spare drive from a RAID 5, 6, or 10
configuration.

Follow the steps below to use this feature.

1. Make sure the status of the RAID 5, 6, 10 configuration is “Ready”.
Install a hard drive on the NVR. If you have a hard drive which has already been
formatted as single disk volume on the NVR, you can configure this hard drive as
the spare drive. You are recommended to use hard disk drives of the same
storage capacity for the RAID configuration.
Select the RAID volume and click “Configure Spare Drive.”
To add a spare drive to the selected configuration, select the hard drive and click
“Configure Spare Drive.” To remove a spare drive, unselect the spare drive and
click “Configure Spare Drive.”

5. All the data on the selected hard drive will be deleted. Click “OK” to proceed.
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The original data on the RAID 5, 6, or 10 disk volume will be retained. After the
configuration completes, the status of the disk volume will become “Ready”.

Note: A hot spare drive must be removed from the disk volume before executing the
following action:

Online RAID capacity

expansion

Online RAID level

migration

Adding a hard drive member to a RAID 5, RAID 6

or RAID 10 volume

Bitmap

Bitmap improves the time for RAID rebuilding after an unexpected error, or removing
or re-adding a member hard drive of the RAID configuration. If an array has a bitmap,
the member hard drive can be removed and re-added and only blocks changes since
the removal (as recorded in the bitmap) will be re-synchronized. To use this feature,
select a RAID volume and click “Enable Bitmap”.

Pl Massgariat

Note: Bitmap support is only available for RAID 1, 5, 6, and 10.

Recover (RAID Recovery)

RAID Recovery: When the NVR is configured as RAID 1, RAID 5, or RAID 6 and any
number of hard drives is unplugged from the NVR accidentally, you can plug in the
same hard drives into the same drive slots and click “Recover” to recover the volume

status from “Not active” to “Degraded mode”.

223




If the disk volume is configured as RAID 0 or JBOD and one or more of the hard drive
members are disconnected or unplugged, you can plug in the same hard drives into
the same drive slots and use this function to recover the volume status from “Not

active” to “Normal”. The disk volume can be used normally after successful recovery.

Disk volume | Supports RAID recovery | Maximum number of disk removal allowed
Single No -

JBOD Yes 1 or more

RAID 0 Yes 1 or more

RAID 1 Yes lor2

RAID 5 Yes 2 or more

RAID 6 Yes 3 or more

RAID 10 No -

Note:

After recovering a RAID 1, RAID 5 or RAID 6 disk volume from
not active to degraded mode by the RAID recovery, you can read
or write the volume normally. The volume status will be

recovered to normal after synchronization.
If the disconnected drive member is damaged, the RAID

recovery function will not work.

Standard | QNAP RAID 5 Standard | QNAP RAID 6

RAID 5 RAID 6
Degraded N-1 N-1 N-1& N-1 & N-2
mode N-2
Read Only N/A N-1, bad blocks found N/A N-2, bad blocks found
Protection in the surviving hard in the surviving hard
(for drives of the array. drives of the array.
immediate
data backup
& hard drive
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replacement)

RAID N/A If re-plugging in all N/A If re- plugging in all

Recovery original hard drive to original hard drives to

(RAID Status: the NVR and they can the NVR and they can

Not Active) be spun up, identified, be spun up, identified,
accessed, and the hard accessed, and the hard
drive superblock is not drive superblock is not
damaged. damaged).

RAID Crash N-2 N-2 failed hard drives N-3 N-3 and any of the

and any of the
remaining hard drives
cannot be spun
up/identified/accessed.

remaining hard drives
cannot be spun

up/identified/accessed.

N = Number of hard disk drives in the array

Further information about RAID management of the NVR:

The NVR supports the following actions according to the number of hard disk drives

and disk configurations supported. Please refer to the following table for the details.

Original Disk New Disk
. . No. of New Hard . . .
Configuration * No. of . . Action Configuration * No.
. . Disk Drives . .

Hard Disk Drives of Hard Disk Drives
Add hard drive

RAID5 *3 RAID5 * 4
member
Add hard drive

RAID5 * 3 RAID5 *5
member
Add hard drive

RAID5 *3 RAID5 *6
member
Add hard drive

RAID5 *3 RAID5 *7
member

RAIDS5 *3 Add hard drive RAIDS5 * 8
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member

Add hard drive

RAIDS5 * 4 RAID5 *5
member
Add hard drive

RAIDS * 4 RAID5 *6
member
Add hard drive

RAIDS * 4 RAID5 *7
member
Add hard drive

RAIDS5 * 4 RAID5 * 8
member
Add hard drive

RAID5 *5 RAID5 *6
member
Add hard drive

RAIDS5 *5 RAIDS5 *7
member
Add hard drive

RAID5 *5 RAID5 * 8
member
Add hard drive

RAID5 *6 RAID5 * 7
member
Add hard drive

RAID5 * 6 RAID5 * 8
member
Add hard drive

RAID5 *7 RAIDS5 * 8
member
Add hard drive

RAID6 * 4 RAID6 *5
member
Add hard drive

RAID6 * 4 RAID6 *6
member
Add hard drive

RAID6 * 4 RAID6 *7
member
Add hard drive

RAID 6 * 4 RAID6 * 8
member
Add hard drive

RAID6 *5 RAID6 * 6

member
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Add hard drive

RAID6 *5 RAID 6 * 7
member
Add hard drive

RAID6 *5 RAID6 * 8
member
Add hard drive

RAID6 *6 RAID6 *7
member
Add hard drive

RAID6 *6 RAID6 * 8
member
Add hard drive

RAID6 * 7 RAIDG6 * 8
member
Add hard drive

RAID 10 * 4 RAID 10 *6
member
Add hard drive

RAID 10 * 4 RAID 10 * 8
member
Add hard drive

RAID 10 * 6 RAID10* 8
member
Online RAID capacity

RAID1 *2 . RAID1 *2
expansion
Online RAID capacity

RAID 5 * 3 _ RAID 5 * 3
expansion
Online RAID capacity

RAID5 * 4 . RAID5 * 4
expansion
Online RAID capacity

RAID5 *5 . RAID5 *5
expansion
Online RAID capacity

RAID5 *6 . RAID5 *6
expansion
Online RAID capacity

RAIDS5 *7 . RAID5 *7
expansion
Online RAID capacity

RAID5 * 8 . RAID5 * 8
expansion

RAID 6 * 4 Online RAID capacity | RAID6 * 4
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expansion

Online RAID capacity

RAID 6 * 5 . RAID 6 * 5
expansion
Online RAID capacity
RAID6 * 6 . RAID6 * 6
expansion
Online RAID capacity
RAID 6 * 7 ) RAID 6 * 7
expansion
Online RAID capacity
RAID6 * 8 . RAID6 * 8
expansion
Online RAID capacity
RAID 10 * 4 . RAID 10 * 4
expansion
Online RAID capacity
RAID 10 * 6 . RAID 10 * 6
expansion
Online RAID capacity
RAID 10 * 8 . RAID 10 * 8
expansion
) Online RAID level
Single * 1 o RAID1*2
migration
) Online RAID level
Single * 1 o RAID5 * 3
migration
) Online RAID level
Single * 1 o RAID5 * 4
migration
. Online RAID level
Single * 1 . RAID 5 * 5
migration
Online RAID level
Single * 1 . RAID 5 * 6
migration
) Online RAID level
Single * 1 . . RAID 5 *7
migration
. Online RAID level
Single * 1 . RAIDS5 * 8
migration
Single * 1 Online RAID level RAID 6 * 4
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migration

Online RAID level

Single * 1 o RAID 6 * 5
migration
Online RAID level
Single * 1 ) ) RAID6 *6
migration
Online RAID level
Single * 1 . . RAID6 *7
migration
. Online RAID level
Single * 1 . . RAID6 * 8
migration
. Online RAID level
Single * 1 o RAID 10 * 4
migration
. Online RAID level
Single * 1 L RAID 10 * 6
migration
. Online RAID level
Single * 1 . . RAID10*8
migration
Online RAID level
RAID1 *2 . . RAID5 *3
migration
Online RAID level
RAID1 *2 . . RAID5 * 4
migration
Online RAID level
RAID1*2 . . RAID5 *5
migration
Online RAID level
RAID1*2 . . RAID5 *6
migration
Online RAID level
RAID1 *2 . . RAID5 * 7
migration
Online RAID level
RAID1*2 . . RAID5 * 8
migration
Online RAID level
RAID1*2 . . RAID6 * 4
migration
Online RAID level
RAID1*2 RAID6 *5

migration
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Online RAID level

RAID1 *2 . . RAID6 * 6
migration
Online RAID level

RAID1*2 . . RAID6 *7
migration
Online RAID level

RAID1*2 . . RAID6 * 8
migration
Online RAID level

RAID1*2 . . RAID 10 * 4
migration
Online RAID level

RAID1*2 . . RAID 10 * 6
migration
Online RAID level

RAID1*2 . . RAID 10 * 8
migration
Online RAID level

RAID5 *3 . . RAID6 * 4
migration
Online RAID level

RAID5 *3 . . RAID6 *5
migration
Online RAID level

RAID5 *3 . . RAID6 *6
migration
Online RAID level

RAID5 *3 . . RAID6 * 7
migration
Online RAID level

RAID5 *3 RAID6 * 8

migration
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Hard Disk S.M.A.R.T

Monitor the hard disk drives (HDD) health, temperature, and the usage status by
HDD S.M.A.R.T. (Self-Monitoring Analysis and Reporting Technology).

The following information of each hard drive on the NVR is available.

Field Description

Summary Display the hard drive S.M.A.R.T. summary and the latest test result.
Hard disk Display the hard drive details, for example, model, serial number, HDD
information | capacity.

SMART Display the hard drive S.M.A.R.T. information. Any items that the values
information | are lower than the threshold are regarded as abnormal.

Test Perform quick or complete hard drive S.M.A.R.T. test.

Settings Configure temperature alarm. When the hard drive temperature is over

the preset values, the NVR records the error logs.
You can also set the quick and complete test schedule. The latest test

result is shown on the Summary page.

Hard Desh
Information
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9.1.3 Network
TCP/IP
(i) IP Address
Configure the TCP/IP settings, DNS Server and default Gateway of the NVR on this

page.

o

Click to edit the network settings. For the NVR with two LAN ports, users can

connect both network interfaces to two different switches and configure the TCP/IP
settings. The NVR will acquire two IP addresses which allow access from two
different subnets. This is known as multi-IP settings*. When using the Finder to
detect the NVR IP, the IP of the Ethernet 1 will be shown in LAN 1 only and the IP of
the Ethernet 2 will be shown in LAN 2 only. To use the port trunking mode for dual
LAN connection, see section (iii).

Network Parameters

Under the Network Parameters tab on the TCP/IP Property page, configure the
following settings:

o

TCR/IF - Property

Mt ok Faf amaledy
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Network Speed
Select the network transfer rate according to the network environment to which the
NVR is connected. Select auto negotiation and the NVR will adjust the transfer rate

automatically.

Obtain the IP address settings automatically via DHCP
If the network supports DHCP, select this option and the NVR will automatically
obtain the IP address and network settings.

Use static IP address
To use a static IP address for network connection, enter the IP address, subnet mask,

and default gateway.

Jumbo Frame Settings (MTU)

“Jumbo Frames” refer to the Ethernet frames that are larger than 1500 bytes. It is
designed to enhance Ethernet networking throughput and reduce the CPU utilization
of large file transfers by enabling more efficient larger payloads per packet.
Maximum Transmission Unit (MTU) refers to the size (in bytes) of the largest packet

that a given layer of a communications protocol can transmit.

The NVR uses standard Ethernet frames: 1500 bytes by default. If the network
appliances support Jumbo Frame setting, select the appropriate MTU value for the
network environment. The NVR supports 4074, 7418, and 9000 bytes for MTU.

Note: The Jumbo Frame setting is valid in Gigabit network environment only. All the
network appliances connected must enable Jumbo Frame and use the same MTU

value.

DHCP Server
A DHCP (Dynamic Host Configuration Protocol) server assigns IP addresses to the

clients on a network. Select “Enable DHCP Server” to set the NVR a DHCP server if
there is none on the local network where the NVR locates.
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Note:

Do not enable DHCP server if there is one the local network to avoid IP
¢ address conflicts or network access errors.
The DHCP server option is available to Ethernet 1 only when both LAN ports
of a dual LAN NVR are connected to the network and Ethernet 1 is assigned
e with a fixed IP.

Start IP, End IP, Lease Time: Set the range of IP addresses allocated by the NVR to the
DHCP clients and the lease time. The lease time refers to the time that an IP address
is leased to the clients. During that time, the IP will be reserved to the assigned client.

When the lease time expires, the IP can be assigned to another client.

TCP/IP - Property o

Network Parameters DHCP server
———— ———

¥ Enable DHCP Server

Start IP address: 10 .65 W1 .100
End IP address: 10 .65 R | .200
Lease Time ! 1 day 0 Hour

Apply Cancel

A

(ii) DNS Server

A DNS (Domain Name Service) server translates between a domain name (such as
google.com) and an IP address (74.125.31.105). Configure the NVR to obtain a DNS

server address automatically or specify the IP address of a DNS server.

Primary DNS Server: Enter the IP address of the primary DNS server.
Secondary DNS Server: Enter the IP address of the secondary DNS server.

234



JCRAR. | DONS Service

IP Address
t Trunlar
Edit Link  Interface DHCP 1P Address Subnet Mask Gateway MAC address
g © Etharnet 143 No 10.65.12.111 255.255.254.0  10.85.12.1 ):08:98:03
| DNS Server Default Gateway

Use the settings from: Ethernet 1+2 v

Apply Al

Note:
Please contact the ISP or network administrator for the IP address of the
primary and the secondary DNS servers. When the NVR plays the role as a
terminal and needs to perform independent connection, for example, BT
download, enter at least one DNS server IP for proper URL connection.

e Otherwise, the function may not work properly.
If you select to obtain the IP address by DHCP, there is no need to configure

¢ the primary and the secondary DNS servers. In this case, enter “0.0.0.0”".

(iii) Default Gateway

Select the gateway settings to use if both LAN ports have been connected to the
network (dual LAN NVR models only).

(iv) Port Trunking

Applicable to NVR models with two or more LAN ports only.

The NVR supports port trunking which combines two Ethernet interfaces into one to
increase the bandwidth and offers load balancing and fault tolerance (also known as
failover). Load balancing is a feature which distributes the workload evenly across
two Ethernet interfaces for higher redundancy. Failover is the capability to switch
over to a standby network interface (also known as the slave interface) when the
primary network interface (also known as the master interface) does not correspond
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correctly to maintain high availability.

To use port trunking on the NVR, make sure at least two LAN ports of the NVR have
been connected to the same switch and the settings described in sections (i) and (ii)
have been configured.

Follow the steps below to configure port trunking on the NVR:

1

. Click “Port Trunking”.

L ]
TCP/IP DONS Service
—,
1P Address

Refrash { Port Trunkn
Edt Link Interface DHCP IP Address Subnet Mask Gateway MAC ad
2 © Ethemet 1+2 No 10.65.12.111 255.255.254.0 10.65.12.1 00:08:¢

DNS Server Default Gateway

Use the settings from:  Ethernat 142 v

® Use the following DNS server address:

Primary D

Secondary D

—0al Al

2.Select the network interfaces for a trunking group (Ethernet 1+2, Ethernet 3+4,
Ethernet 5+6, or Ethernet 7+8). Choose a port trunking mode from the drop-down

menu. The default option is Active Backup (Failover).
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TCP/IP - Port Trunking

Interface

Ethernet 1

Ethernet 2

Use the settings from:

Standalone

Ethernet 1 hd

Select the port trunking membership and mode. Please note that
incompatible mode settings might cause the network interface to hang or
affect the overall performance. For more information, please click here.

Trunking Group 1

Active Backup |v

Balance-rr

Active Backup _
Balance XOR
Broadcast

1IEEE 802.3ad
Balance-tlb
Balance-alb

Apply Cancel

3. Select a port trunking group to use. Click “Apply”.

TCP/IP - Port Trunking

Select the port trunking membership and mode. Please note that
incompatible mode settings might cause the network interface to hang or
affect the overall performance. For more information, please dlick here.

Trunking Group 1

Interface Standalone Active Backup |
Ethernet 1 @
Ethernet 2 @
Use the settings from: | Trunking Group 1 (Ethernet 1+2) ¥
Apply Cancel

4. Click “here” to connect to the login page.
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TCP/IP Settings

The TCP/IP settings are being
to the server, pleas

Configuration completed. ( :‘_bv:r connect to the logn page

wing Ink to connect to the server. If you cannot conmact

5. Click the Edit button under “IP Address” to edit the network settings.

TP Address

e mom

Note: Make sure the Ethernet interfaces are connected to the correct switch and
the switch has been configured to support the port trunking mode selected on the
NVR.

The port trunking options available on the NVR:

Field Description Switch Required

Balance-rr Round-Robin mode is good for general Supports static

(Round-Robin) | purpose load balancing between two trunking. Make sure
Ethernet interfaces. This mode transmits static trunking is
packets in sequential order from the first enabled on the

available slave through the last. Balance-rr switch.

provides load balancing and fault tolerance.

Active Backup | Active Backup uses only one Ethernet General switches
interface. It switches to the second Ethernet
interface if the first Ethernet interface does
not work properly. Only one interface in the
bond is active. The bond's MAC address is
only visible externally on one port (network
adapter) to avoid confusing the switch.
Active Backup mode provides fault

tolerance.

Balance XOR Balance XOR balances traffic by splitting up | Supports static
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outgoing packets between the Ethernet
interfaces, using the same one for each
specific destination when possible. It
transmits based on the selected transmit
hash policy. The default policy is a simple
slave count operating on Layer 2 where the
source MAC address is coupled with
destination MAC address. Alternate transmit
policies may be selected via the
xmit_hash_policy option. Balance XOR mode
provides load balancing and fault tolerance.

trunking. Make sure
static trunking is
enabled on the
switch.

Broadcast Broadcast sends traffic on both network Supports static
interfaces. This mode provides fault trunking. Make sure
tolerance. static trunking is

enabled on the
switch.

IEEE 802.3ad Dynamic Link Aggregation uses a complex Supports 802.3ad

(Dynamic Link
Aggregation)

algorithm to aggregate adapters by speed
and duplex settings. It utilizes all slaves in
the active aggregator according to the
802.3ad specification. Dynamic Link
Aggregation mode provides load balancing
and fault tolerance but requires a switch
that supports IEEE 802.3ad with LACP mode
properly configured.

LACP

Balance-tlb
(Adaptive
Transmit Load
Balancing)

Balance-tlb uses channel bonding that does
not require any special switch. The outgoing
traffic is distributed according to the current
load on each Ethernet interface (computed
relative to the speed). Incoming traffic is
received by the current Ethernet interface. If
the receiving Ethernet interface fails, the
other slave takes over the MAC address of
the failed receiving slave. Balance-tlb mode
provides load balancing and fault tolerance.

General switches
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Balance-alb
(Adaptive Load
Balancing)

Balance-alb is similar to balance-tlb but also
attempts to redistribute incoming (receive
load balancing) for IPV4 traffic. This setup
does not require any special switch support
or configuration. The receive load balancing
is achieved by ARP negotiation sent by the
local system on their way out and overwrites
the source hardware address with the
unigue hardware address of one of the
Ethernet interfaces in the bond such that
different peers use different hardware
address for the server. This mode provides
load balancing and fault tolerance.

General switches

DDNS Service

To allow remote access to the NVR using a domain name instead of a dynamic IP

address, enable the DDNS service.

The NVR supports the DDNS providers: http://www.dyndns.com,
http://update.ods.org, http://www.dhs.org, http://www.dyns.cx,

http://www.3322.0rg, http://www.no-ip.com.
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http://www.dyndns.com/
http://update.ods.org/
http://www.dhs.org/
http://www.dyns.cx/
http://www.3322.org/
http://www.no-ip.com/

9.1.4 Security
Security Level
Specify the IP address or the network domain from which the connections to the
NVR are allowed or denied. When the connection of a host server is denied, all the

protocols of that server are not allowed to connect to the NVR.

After changing the settings, click “Apply” to save the changes. The network services
will be restarted and current connections to the NVR will be terminated.

witrol Fanal oo
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Certificate & Private Key

The Secure Socket Layer (SSL) is a protocol for encrypted communication between
the web servers and the web browsers for secure data transfer. You can upload a
secure certificate issued by a trusted provider. After uploading a secure certificate,
users can connect to the administration interface of the NVR by SSL connection and
there will not be any alert or error message. The NVR supports X.509 certificate and

private key only.
Download Certificate: To download the secure certificate which is currently in use.
Download Private Key: To download the private key which is currently in use.
Restore Default Certificate & Private Key: To restore the secure certificate and

private key to system default. The secure certificate and private key in use will be

overwritten.
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Wou can upload a secure certificate issued by a tusted provider Alter you have uploaded a secure certificate successhully, you
can acoess the ¥ 3o by 551 3on and there will not be any alert of emor MeEEage.

¥ you upload an mcomact senurs cartificats, you may not be able to login the sener wia S5 To resolve the problam, you can
restore the senure certficate to default and A00ess the System agan.

Staus defalt secure cerbicate Deng used

L = Ji Prvate ey Restors Duafault C & Private Key |

L= anter 3 N X_S09PEM format below. View Sample

Erivate Key:pleass enfer 3 certiicate or prate key in K.50SPEM lormat below. | vigw Sample |
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9.1.5 Hardware
Configure the hardware functions of the NVR.

General
o F

- - e .

® " -
R
B
e
-
rererey

Enable configuration reset switch

When this function is turned on, you can press the reset button for 3 seconds to

reset the administrator password and the system settings to default. The disk data

will be retained.

System Basic system reset Advanced system reset
(1 beep) (2 beeps)
Al NVR models | Press the reset button for 3 sec Press the reset button for 10

sec

Basic system reset (3 sec)

After pressing the reset button for 3 seconds, a beep sound will be heard. The

following settings will be reset to default:

System administration password: admin.

TCP/IP configuration: Obtain IP address settings automatically via DHCP.

TCP/IP configuration: Disable Jumbo Frame.

TCP/IP configuration: If port trunking is enabled (dual LAN models only), the port

trunking mode will be reset to “Active Backup (Failover)”.
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System port: 80 (system service port).

Security level: Low (Allow all connections).

LCD panel password: (blank)*.

*This feature is only provided by the NVR models with LCD panels.

Advanced system reset (10 sec)

After pressing the reset button for 10 seconds, you will hear two beeps at the third
and the tenth seconds. The NVR will reset all the system settings to default as it does
by the web-based system reset in “Administration” > “Restore to Factory Default”
except all the data are reserved. The settings such as the users, user groups, and the
shared folders previously created will be cleared.

Enable light signal alert when the free size of SATA disk is less than the value:
The status LED flashes red and green when this option is turned on and the free
space of the SATA hard drive is less than the value. The valid range of the value is
1-51200 MB.

Enable warning alert for redundant power supply on the web-based interface:

If two power supply units (PSU) are installed on the NVR and connected to the power
sockets, both PSU will supply the power to the NVR (applied to 1U and 2U models).
Turn on the redundant power supply mode in “System Settings” > “Hardware” to
receive warning alert for the redundant power supply. The NVR will sound and record
the error messages in “System Logs” when the PSU is plugged out or does not

correspond correctly.

If only one PSU is installed on the NVR, do NOT enable this option.
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¥ Enable configuration raset switch

¥ Enablas hard desk standby mode: The status LED will turn off if there s no access within
Time: 30 minutes |* @

¥ Enablas the kght signal alert when the free storage e & less than the vahie (Only support simple volume.)
Sige: 3072 MB

¥ Enabla write cachae (EXT4 delay alocaton)

¥ Enable Redundant Power Supply Mode

ARHEAN

* This function is disabled by default.

Buzzer

Enable alarm buzzer
Turn on this option to allow the alarm buzzer to beep when certain system
operations (startup, shutdown, or firmware upgrade) are executed or system events
(error or warning) occur.

eneral L Smart Fan

Enable Alarm Buzzer
o  System cperstiona [startup, shutdown, snd frmw sre upgrade

o Syitem events (emor and waming
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Smart Fan

Smart Fan Configuration:
Enable smart fan (recommended)
Select to use the default smart fan settings or define the settings manually. When
the system default settings are selected, the fan rotation speed will be
automatically adjusted when the NVR temperature, CPU temperature, and hard
drive temperature meet the criteria. It is recommended to enable this option.
Set fan rotation speed manually
By manually setting the fan rotation speed, the fan rotates at the defined speed

continuously.
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9.1.6 Power
Power Recovery
Configure the NVR to resume to the previous power-on or power-off status, turn on,
or remain off when the AC power resumes after a power outage.

Castiel Paal =N -
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9.1.7 Notification
SMTP Server
The NVR supports email alert to inform the administrator of system errors and
warning. To receive the alert by email, configure the SMTP server.
Select an email account: specify the type of email account you would like to use

for email alerts.

Email: Enter email address of the alert recipient.

Password: Enter the login information of the email account.

Cosntrol Parssl 200

e

B Friwans Update
W Badep | Anstors

= Estamal Denice
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Alert Notification
Select the type of instant alert the NVR will send to the designated users when
system events (warning/error) occur.

it AR

E-mail Notification Settings
Specify the email addresses (maximum 2) to receive instant system alert from the
NVR.
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9.1.8 Firmware Update
Live Update
Select “Automatically check if a newer version is available when logging into the NVR
web administration interface” to allow the NVR to automatically check if a new
firmware version is available for download from the Internet. If a new firmware is

found, you will be notified after logging in the NVR as an administrator.

Click “Check for Update” to check if a firmware update is available.

Note that the NVR must be connected to the Internet for these features to work.
P eo |
[ i |
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Firmware Update

v Al

Note: If the system is running properly, you do not need to update the firmware.

Before updating the system firmware, make sure the product model and firmware

version are correct. Follow the steps below to update firmware:

Download the release notes of the firmware from the QNAP Security website

http://www.gnapsecurity.com. Read the release notes carefully to make sure it is

required to update the firmware.
2. Download the NVR firmware and unzip the IMG file to the computer.

Before updating the system firmware, back up all the disk data on the NVR to
3. avoid any potential data loss during the system update.

Click “Browse” to select the correct firmware image for the system update. Click
4. “Update System” to update the firmware.

The system update may take tens of seconds to several minutes to complete
depending on the network connection status. Please wait patiently. The NVR will
inform you when the system update has completed.

Update Firmware by QNAP Qfinder

The NVR firmware can be updated by the QNAP Qfinder. Follow the steps below:

1. Select a NVR model and choose “Update Firmware” from the “Tools” menu.
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2. Login the NVR as an administrator.
3. Browse and select the firmware for the NVR. Click “Start” to update the system.

Note: The NVR servers of the same model on the same LAN can be updated by the
Finder at the same time. Administrator access is required for system update.
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9.1.9 Backup/Restore
Backup/Restore Settings

@ | "

55 Overe et Vst orn b -
I e |

4
Back up System Settings

S [Batag] o et

To back up all the settings, including the user accounts, server name, network

configuration and so on, click “Backup” and select to open or save the setting file.

Restore System Settings

To restore all the settings, click “Browse” to select a previously saved setting file and

click “Restore”.
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Restore to Factory Default
To reset all the system settings to default, click “RESET” and then click “OK”.

Caution: When “RESET” is pressed on this page, all the disk data, user accounts,
shared folders, and system settings will be cleared and restored to default.
Always back up all the important data and system settings before resetting the
NVR.

To reset the NVR by the reset button, see “System Settings” > “Hardware”.

dekoup Ketare Setting Faitore to Factary Cataul

aial all gattngs to default, chek [Raget)
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9.1.10
External Storage

External Device

The NVR supports external USB storage devices* for backup and data storage.

Connect the external storage device to a USB interface of the NVR, when the device

is successfully detected, the details will be shown on this page.

Format Eject = || Encryption Management Data Sharing =

'~I" USBDiskl *‘1 USBDisk2 tl) USBDiskd
Shona ek Pl-Z88 Gananc
Total-:698.63 GB (NTFS| Total:465.76 GB (NTFS) Total:3.83 GB (EXT4)
[ ]| C I | (——
[0 vsediass 64 G ] Used:70.25 GB [ vsed: 133,12 MB
B Free:3.99 GB B Free: 30551 GB B Free:3.70 GB

Ready !

Storage Information

Select a storage device and click Storage Information to check for its details.

Storage Information o
Storage Mame USEDisk?2
Manufacturer PI-288
Maodel USE 2.0 Drive
Total f Free Size 465,76 GB f 395.51 GB
File System NTFS
Shared Folder USBEDiskZ
Device Type USB 2.0
Status Ready

*The number of USB interfaces supported varies by models. Please refer to

http://www.gnapsecurity.com for details.

It may take tens of seconds for the NVR server to detect the external USB device

successfully. Please wait patiently.
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Format

The external storage device can be formatted as EXT3, EXT4, FAT32, NTFS, or HFS+
(Mac only) file system. Click “Format” and select the option from the drop-down

menu.

The NVR supports external drive encryption. To encrypt an external storage device,
click “Encryption”. Select the encryption method: AES 128-, 192- or 256-bit and enter
the password (8-16 characters). Select “Save encryption key” to save the password in
a hidden location on a hard drive of the NVR. The NVR will unlock the encrypted
external storage device automatically every time the device is connected. Click

Format to proceed.

e

Format External Storage Drive (2]

File System: @ ExT4 b
Mainly for MAS and Linus/ UMD environment
Encryption: AES 128 hits v

Password: e
verify Password: 0 e e

Save encryption key

Format Cancel

Click “OK” and all the data will be cleared.

All disk data will be removed. Are you

[ | sure?
¢

(o]’ Cancel

The device will be “Ready” after disk initialization.
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QP USBDisk3

Generic
Total:2.83 GB (ExT4)

[Jused:133.12 MB
B Free:2.70 GB
Ready ﬂ

Eject

“Eject” offers two different options. “Disconnect disk partition” allows you to remove
a single disk partition or a disk drive in a multi-drive enclosure. “Remove external
device” allows you to disconnect external storage devices without the risk of losing
any data when the device is removed.

First choose a device to eject, click “Eject” and then to disconnect the disk partition
or remove the device.

Vo @ge 1ol ormation ¥ it Byt - AALA iring -
(o] vt digk partibon
'EP [T "l' uss|  Remove device
Storelet Pl-200
Total: %663 G (NTFS) otal 465,76 GB (NTFS)
[ ] | C
[] Usadi894.64 GB [C) wead: 70.25 GB

B Froaid 99 GB B Fraa: 365,51 GB
Raad

Bmady

Encryption management

If an external storage device is encrypted by the NVR, the button “Encryption

Management” will appear. Click this button to manage the encryption password/key,
or lock or unlock the device.

Lock the device
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Note: The external storage device cannot be locked if a real-time or scheduled backup
job is running on the device. To disable the backup job, go to “Control Panel” > “External
Device” > “External Storage”

1. Tolock an encrypted external storage device, click “Encryption Management”.

2. Select “Lock this device” and click “Next”.

Encryption Management

Encryption Management

® Lock this device
) Manage encryption key

MNext Cancel

3. Click “Next” to lock the device.

258




Encryption Management

Encryption Management

Click "Finish" to lock the device now,

[0 Do not save encryption key

Back Mest Cancel

Unlock the device

1. To unlock an encrypted external storage device, click “Encryption Management”.

2. Select “Unlock this device”. Click “Next”.

Encryption Management

Encryption Management

® Unlock this device
O Manage encryption key

Merxt Cancel

259



Enter the encryption password or upload the key file. Select “Save encryption
key” to save the password in a hidden location on a hard drive of the NVR. The
NVR will unlock the encrypted external storage device automatically every time

3. the device is connected. Click “Next”.

Encryption Management

Encryption Management

Unlack this device by: & Password O Key File
Password:

Save encryption key

Back Mext Cancel

Manage the encryption key
To change an encryption password or download an encryption key file, click
1. “Encryption Management”.

2. Select “Manage encryption key”. Click “Next”.
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Encryption Management

Encryption Management

) Lock this device
® Manage encryption key

Mewrt Cancel

Select to change the encryption password or download the encryption key file to
3. thelocal PC. Click “Next”.

Encryption Management

Encryption Management

& change encryption key
Old password: cave e

Mew password: e

Verify new e e e
password:

O Download encryption key file

Back Mext Cancel
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UPS

By enabling the UPS (Uninterruptible Power Supply) support, you can protect your
NVR from abnormal system shutdown caused by power disruption. In the event of a
power failure the NVR will shut down automatically or enter auto-protection mode

by probing the power status of the connected UPS unit.

Standalone mode — USB

To operate under USB standalone mode, follow the steps below:

1. Pluginthe USB cable on the UPS to the NVR.

2. Select the option “Enable UPS Support”.
Choose between whether the NVR will shut down or enter auto-protection mode
after AC power fails. Specify the time in minutes that the NVR should wait before
executing the option you have selected. After the NVR enters auto-protection

3. mode, the NVR resumes the previous operation status when the power restores.
Click “Apply All” to confirm.

urs

¥ Enable UPS Support

Enable Metwork UPS Support

The system will anter " “auto-protecton mode after the AC power fals for

“Ligo-protecthion: when tha power restonss, the syvitem Sutomatically rasumes to B8 pravious State

WPS Informetion

NDFI‘I‘IEI Mamufacture: Amencan Power Comversion
pacty: [T Model: Smart-UPE 1%00

srotaction bime: 53500 (hhmm:ss

Batier
Etams

Apply Al

Standalone mode — SNMP

To operate under SNMP standalone mode, follow the steps below:
1. Make sure the NVR is connected to the same physical network as the
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SNMP-based UPS.

Select the option “Enable UPS Support”.

Select “APC UPS with SNMP management” from the “Protocol” drop down menu.
Enter the IP address of the SNMP-based UPS.

Choose between whether the NVR will shut down or enter auto-protection mode
after AC power fails. Specify the time in minutes that the NVR should wait before
executing the option you have selected. After the NVR enters auto-protection
mode, the NVR resumes the previous operation status when the power restores.
Click “Apply All” to confirm.

UPS Information

Normal Manlucturs: Arirican Power Canmersior
Batta Mpadity Model AP ENmp sUp

Network master mode

A network UPS master is responsible for communicating with network UPS slaves on
the same physical network about critical power status. To set up your NVR with UPS
as network master mode, plug in the USB cable on the UPS to the NVR and follow the
steps below:

Make sure the NVR (the “UPS master”) is connected to the same physical
1. network as the network UPS slaves.
2. Select the option “Enable UPS Support”.
3. Click “Enable network UPS Support”. This option appears only when your NVR is
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connected to the UPS by a USB cable.

Choose between whether the NVR will shut down or enter auto-protection mode
after AC power fails. Specify the time in minutes that the NVR should wait before
executing the option you have selected. After the NVR enters auto-protection
mode, the NVR resumes the previous operation status when the power restores.
5.Enter the “IP address” of other network UPS slaves to be notified in the event
of power failure.

6.Click “Apply All” to confirm and continue the setup for the NVR systems which
operate in network slave mode below.

urs

¥ Enable UPS Support
¥ Enable Matwork UPS Support

allows the following IP addresses to be notified in the event of power faiure
10.8.19.27
23.58.11.249

1.55.7.94

192 188.0.55

& Tum off the server after the AC power fails for
minute]s) 5

The system will enter ~"auto-protechon” mode after the AC powaer fals for

“Msto-protection: when the power restores, the system automatically resumes o s previous state

UPS Information

Normal
Battery capacity
Estimated protection tme:  3:37:0 (hhomm:ss:

Network slave mode

A network UPS slave communicates with network UPS master to receive the UPS

status. To set up your NVR with UPS as network slave mode, follow the steps below:

1. Make sure the NVR is connected to the same physical network as the network
UPS master.

2. Select the option “Enable UPS Support”.

3. Select “Network UPS slave” from the “Protocol” drop down menu.

4. Enter the IP address of the network UPS server.

5. Choose between whether the NVR will shut down or enter auto-protection
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mode after AC power fails. Specify the time in minutes that the NVR should wait
before executing the option you have selected. After the NVR enters
auto-protection mode, the NVR resumes the previous operation status when the
power restores.

6. Click “Apply All” to confirm.

Manufacture
Model

Adplr Al

Note: To allow the UPS device to send SNMP alerts to the QNAP NVR in case of
power loss, you may have to enter the IP address of the NVR in the configuration

page of the UPS device.

Behavior of the UPS feature of the NVR

In case of power loss and power recovery, the events will be logged in the “System
Event Logs”.

During a power loss, the NVR will wait for the specified time you enter in the “UPS
Settings” before powering off or entering auto-protection mode.

If the power restores before the end of the waiting time, the NVR will remain in
operation and cancel its power-off or auto-protection action.

Once the power restores:

If the NVR is in auto-protection mode, it will resume to normal operation.
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If the NVR is powered off, it will remain off.

Difference between auto-protection mode and power-off mode

Mode

Advantage

Disadvantage

Auto-protection

mode

The NVR resumes after power

recovery.

If the power outage lasts until
the UPS is turned off, the NVR
may suffer from abnormal

shutdown.

Power-off mode

The NVR will be shut down
properly.

The NVR will remain off after the
power recovery. Manual power

on of the NVR is required.

If the power restores after the NVR has been shut down and before the UPS device is

powered off, you may power on the NVR by Wake on LAN* (if your NVR and UPS
device both support Wake on LAN and Wake on LAN is enabled on the NVR).

If the power restores after both the NVR and the UPS have been shut down, the NVR

will react according to the settings in “System Settings” > “Power Recovery”.
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9.1.11  System Status
System Information
View the summary of system information such as the server name, memory,

firmware and system up time on this page.

B BT

Network Status
View the current network settings and statistics on this page and they are displayed
based on network interfaces. Click the up arrow at top right to collapse the interface

page and down arrow to expand the page.

Symm Sam

Fithamer 3

Hardware Information

View basic hardware information of the NVR on this page.
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Resource Monitor

You can view the CPU usage, disk usage, and bandwidth transfer statistics of the NVR
on this page.

CPU Usage: This tab shows the CPU usage of the NVR.
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|
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Memory Usage: This tab shows the memory usage of the NVR by real-time
dynamic graph.
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Disk Usage: This tab shows the disk space usage of each disk volume and its
shared folders.
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Bandwidth Usage: This tab provides information about bandwidth transfer of each
available LAN port of the NVR.
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Process: This tab shows information about the processes running on the NVR.
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9.1.12  System Logs
Recording Statistics
The NVR can store 10,000 recent event logs, including warning, error, and
information messages. If the NVR does not function correctly, refer to the event logs
for troubleshooting.

System Ligs eoo0 |
?
%Mﬂ Syuliam Corneden Logs Orshive L s
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Tpe  Data Tima usars S 1P COMALE Pl Contant
a 2014-02-05 108725 System lncalnost CHS-Lite 0.52 has been natalled n fshare/HOA_DATA! apkgCMS-Lite
L] 20140705 10ia7 0 Srstem Incainst WCAM 0.1 has been natalied in fshare/HOA_DATA apkgWCaH,
L] 214-0F-05 092535 System localfst System sarted,
@ 2014-02-05 03iEm1Z Srstem localhast Sysbem was shut domn on Wed Fel» 5 05:23: 12 C5T 2014
L7 ] 20140205 082144 admin [Power Manapement] System wil be restart now
[} 0140705 [ERT Sstam §27.80.1 Incalnea 5:"?55'50"5 '31 stem updated successtully from 500020340157
(] 0140708 09:18:11 Frutam 127001 Ipaincat [Firrrrscsre Upgrads] Start to upcste the frmwses.
("] IN14-01-39 11: 8849 Brvtam 137001 Iocalhout sy RaPdoud [rrilon sharm Gegnap com] kax been signad in
("] IN14-01-39 11: 8847 Bystam 137001 Iocalhout myigaPdoud CloudLink hux been hared on
(] 0140139 11 8B:3T Srstem 137801 Inzalhoat myiRiPslond DOME has been tumed on
("] 0140379 13:3:54 Syatam 137000 Incalhat Symtam started.
("] 0140379 13:37:34 Syatam 137001 Incalhat Symbam wan shut domn on Tus Jan 78 133334 CST 2004,
~ - T ——— - Irieessre M an s nmemert] Euctn midl hn P
Pags vj2 P HI & Display itane 1-50, Total 52 Show 50 + Rems

System Connection Logs

The NVR supports recording HTTP, FTP, Telnet, SSH, AFP, SAMBA, and iSCSI
connections. Click “Options” to select the connection type to be logged. The file
transfer performance can be slightly affected when this feature is turned on.

Tip: Right click a log and select to delete the record or block the IP and select how
long the IP should be blocked. To clear all the logs, click “Clear”.
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Start Logging: Turn on this option to archive the connection logs. The NVR generates
a CSV file automatically and saves it to a specified folder when the number of logs

reaches the upper limit.

F

Options

Select the connection type to be logaged.
# HTTP SMB (Windows)

When the number of logs reaches 10,000, archive the connection logs
and save the file in the folder:

Apply Cancel

The file-level access logs are available on this page. The NVR will record the logs
when users access, create, delete, move, or rename any files or folders via the

connection type specified in “Options”.

Sysbem Evart Logs Qrirs Lisers 5yalng Clent Mansgement
Source [P Computer namse Cornaction bipe socessed Resources  Achon

108,128 b Pries Tranurein g Asad

SNy

PubdcTrancricpic . Aaad

198,128 tatehuang b

Labehuang b Read

Latehuang b Faad

Baad

Ruad

108,128 tabehyuangrk Public/Chrome_gra . Read
108128 Labahuang b Pubde/Theoma_gra  Raad
108128 EateRuangrb BAHER PublcMistesd QM. Rasd
1 g ShMBL Publc/MiibeRd_ 0N Ruad
Fage 173 F M & Omplary £em: 1-10, Totad: 33 Show 10 = [tems

Online Users
The information of the on-line users connecting to the NVR by networking services is
shown on this page.
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Tip: You can disconnect the IP connection, add it to the blocked IP list and select how
long you want it to be blocked.

Syshem Logs 200
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CRSCainiect tE EErN ST
A 040208 I0:37:83 sy Adminstration
Addl En the block it

Demconnect tis connaction and bind: the 17 &

Advanced Log Search

Advanced log search is provided to search for system event logs, system connection
logs and online users based on user preferences. First, specify the log type, users,
computer name, date range and source IP and click “Search” to search for the

desired logs or reset to list all logs.
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Please note that for online users, only the source IP and Computer name can be

specified.
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9.2 Privilege Settings

The NVR supports 3 types of users:

1. administrator
The system default administrator accounts are ‘admin’ and ‘supervisor’ (default
password: admin). Both of them have the rights of system administration,
monitoring, and playback. The administrators cannot be deleted. They have
the rights to create and delete new administrators, system managers, and general
users, and change their passwords. Other newly created ‘administrators’ have
the rights of system administration, monitoring, and playback but some rights are

different from ‘admin’ and ‘supervisor’.

2. system manager
The default system manager account is ‘sysmgr’ (default password: admin).
This account has the right of system administration and cannot be deleted.
‘sysmgr’ can create and delete other system manager and general user accounts,
and assign monitoring, playback, and administration rights to them. Other
newly created system managers will also have the administration right but some
rights are different from ‘sysmgr’.

3. user
The general users have only the rights of monitoring and video playback. They
have no administration authority.

The following information is required to create a new user:
Username: The username is case-insensitive and supports multi-byte characters,
such as Chinese, Japanese, Korean, and Russian. The maximum length is 32
characters. The invalid characters are: "IN[]:s =, +*2<>"
Password: The password is case-sensitive and supports maximum 16 characters. It
is recommended to use a password of at least 6 characters.
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Create a User
To create a user on the NVR, click “Create”.
Follow the instructions of the wizard to complete the details.
Create a User
Privilege Settings
LERT B I
Charmel Moniloring Playback 1 PTZ Control Audic
1P 5550 il . .
1 r ]
0-16 characters
Toa short z . .
Varlfy Password: 3 | B
User Typa: user ~ 4 " B
Create Cancel
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9.3 Network Services

9.3.1 Win
Microsoft Networking

To allow access to the NVR on Microsoft Windows Network, enable file service for
Microsoft networking. Specify also how the users will be authenticated.

Cormrmi Fara

Advanced Options

Advanced Options (2]

[0 Enable WINS server

[0 use the specified WINS server
WINS server [P address:

Local master browser

[0 allow only NTLMyZ2 autherntication.

Mame resalve priority: | DMS only ¥

Apply Cancel

276



WINS server:

If the local network has a WINS server installed, specify the IP address. The NVR will
automatically register its name and IP address with WINS service. If you have a WINS
server on your network and want to use this server, enter the WINS server IP. Do not

turn on this option if you are not sure about the settings.

Local Domain Master:

A Domain Master Browser is responsible for collecting and recording resources and
services available for each PC on the network or a workgroup of Windows. When you
find the waiting time for connecting to the Network Neighborhood/My Network
Places too long, it may be caused by failure of an existing master browser or a
missing master browser on the network. If there is no master browser on your
network, select the option “Domain Master” to configure the NVR as the master
browser. Do not turn on this option if you are not sure about the settings.

Allow only NTLMv2 authentication:

NTLMv2 stands for NT LAN Manager version 2. When this option is turned on, login
to the shared folders by Microsoft Networking will be allowed only with NTLMv2
authentication. If the option is turned off, NTLM (NT LAN Manager) will be used by
default and NTLMv2 can be negotiated by the client. The default setting is disabled.

Name resolution priority:

You can select to use DNS server or WINS server to resolve client host names from IP
addresses. When you set up your NVR to use a WINS server or to be a WINS server,
you can choose to use DNS or WINS first for name resolution. When WINS is enabled,
the default setting is “Try WINS then DNS”. Otherwise, DNS will be used for name
resolution by default.

Login style: DOMAIN\USERNAME instead of DOMAIN+USERNAME for FTP, AFP, and
File Station

In an Active Directory environment, the default login formats for the domain users
are:

Windows shares: domain\username

FTP: domain+username
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File Station: domain+username

AFP: domain+username

When you turn on this option, the users can use the same login name format
(domain\username) to connect to the NVR via AFP, FTP, and File Station.

Automatically register in DNS: When this option is turned on and the NVR is joined
to an Active Directory, the NVR will register itself automatically in the domain DNS
server. This will create a DNS host entry for the NVR in the DNS server. If the NVR IP is
changed, the NVR will automatically update the new IP in the DNS server.

Enable trusted domains: Select this option to load the users from trusted Active
Directory domains and specify their access permissions to the NVR in “Privilege
Settings” > “Shared Folders”. (The domain trusts are set up in Active Directory only,
not on the NVR.)

9.3.2FTP
FTP Service
When you turn on FTP service, you can specify the port number and the maximum
number of users that are allowed to connect to the NVR by FTP at the same time.

Contral Panel oo’

To use the FTP service of the NVR, enable this function. Open an IE browser and
enter ftp://NVR IP. Enter the username and the password to login the FTP service.
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Protocol Type:
Select to use standard FTP connection or SSL/TLS encrypted FTP. Select the correct
protocol type in your client FTP software to ensure successful connection.

Unicode Support:

Turn on or off the Unicode support. The default setting is No. If your FTP client does
not support Unicode, you are recommended to turn off this option and select the
language you specify in “General Settings” > “Codepage” so that the file and folder
names can be correctly shown. If your FTP client supports Unicode, enable Unicode
support for both your client and the NVR.

Anonymous Login:

You can turn on this option to allow anonymous access to the NVR by FTP. The users
can connect to the files and folders which are open for public access. If this option is
turned off, the users must enter an authorized username and password to connect to

the server.

Advanced

Passive FTP Port Range:
You can use the default port range (55536-56559) or specify a port range larger than
1023. When using this function, make sure you have opened the ports on your router

or firewall.

Respond with external IP address for passive FTP connection request:
When passive FTP connection is in use, the FTP server (NVR) is behind a router, and a
remote computer cannot connect to the FTP server over the WAN, enable this
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function. When this option is turned on, the NVR replies the IP address you specify or
automatically detects the external IP address so that the remote computer is able to
connect to the FTP server.
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Chapter 10. QNAP Applications

10.1myQNAPcloud Service

The myQNAPcloud service is a function which provides host name

registration, mapping of the dynamic NVR IP to a domain name, and auto
port mapping of UPnP router on the local network. Use the myQNAPcloud
wizard to register a unique host name for the NVR, configure automatic
port forwarding on the UPnP router, and publish NVR services for remote

access over the Internet.
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To use the myQNAPcloud service, make sure the NVR has been
connected to an UPnP router and the Internet and click the
myQNAPcloud shortcut from the NVR Desktop or Main Menu.

10.11 Remote Access Services
myQNAPcloud wizard

The first time you use the myQNAPcloud service, you are recommended to use
the myQNAPcloud wizard to complete the settings. Follow the steps below:
1. Click “Get Started” to use the wizard.
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@ myQNAPcloud

2. Click “Start”.

Welcome to myQMNAPcloud!

_— —
T T

il = 1w

Hellol Welcome to myQNAPcloud wizard.

This wizard helps you set up the QMAP NVR for remote access on the
Internet by the steps below:

1. Create or sign in a myQMNAPcloud account
2. Register your NVR

3. Enable myQMNAPcloud remote access services

Start

3. Please use your myQNAPcloud ID(QID) and password to login.
(Click "Create myQNAPcloud account" if you don't have
myQNAPcloud account.)
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Welcome to myQNAPcloud!

Sign in myQNAPcloud account

Please sign in myQNAPcloud account to proceed ( or Create myQNAPcloud
account )

myQNAPcloud ID (QID) : vour email
Password : Password

Forgot your password?

Resend activation email

Step 1/4 MNext Cancel

4. Enter a name to register your NVR and click “Next”.
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Welcome to myQNAPcloud!

Register your myQNAPcloud device name

Please enter a name to register your QNAP NVR. This name will be used to
access your NVR remotely.

!qutesd I
ter finishing the wizard, you can access your QNAP NVR remotely with the

following Internet address:

gvrtest.mygnapcloud.com

Step 2/4 Next Cancel

5. The wizard will configure your router automatically.
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Welcome to myQMNAPcloud!

Configuring your router...

Please wait patiently. The router configuration will be completed in a
minute.

o
PRy

Configuring network environment and applying myQNAPcloud services...

[REEE | 7%

Step 3/4 t Cancel

6. Review the summary page and click “Finish” to complete the wizard.
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Welcome to myQNAPcloud!

Summary

Congratulations! You have completed the following settings. You can now access
your QNAP NVR remotely on the Internet.

@ Auto router configuration (UPnP port forwarding)
Setup successfully
@ myQNAPcloud device name qvrtest

Connect to the QNAP NVR from the myQNAPcloud website
(http://www.mygnapcloud.com) by entering the device name, or use the
following Internet address:

name: qvrtest.mygnapcloud.com

(&) Publish NVR services on the cloud portal:
QWVR, File Station

Step 4/4 ( Finish

Manage and configure your myQNAPcloud account

Click "Manage myQNAPcloud Account” on top of the page after launching
myQNAPcloud or log into your account at http://www.mygnapcloud.com.
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http://www.myqnapcloud.com/

Access your QNAP device anywhere and anytime

WYRNAPCIOE provio2s vanous remoto SCCESS services, such 2s o 30IVICES
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Senie | o Sign up now!

After click your login ID(QID) and password in “Sign in” , you can enter
your device name in “Enter device name” to search your devices. Or you
can select "My Devices” from the drop down menu in left side to review all
your device published services and details, including the name, DDNS
address, LAN and WAN IP.
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Or, select button "My Account” in top left corner to check your profile,

change your password and monitor your account activity.

O myawandiowd

Publishad entrance of secure connaction (SSL
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Profile

gvnest@gmall.com

=

OVRTest

L = A

Change Password

Submit
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O myarardoud

Activities

020140209

Access NVR services via the myQNAPcloud website

To access the NVR services via the myQNAPcloud website, specify the
NVR you registered with in the search box and click search button in the
right.

il NASQTS|

i §

Search device

The published public NVR services will be listed.

Welcome to gvriest's cloud portal

Putéuned Services Friate Sovees 45 1z Pavartna Dwvces

=
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Enter the access code to browse private services.

Private Senices

Confirm

After entering the user name and access code, you can browse private services.

Note: For configuration on private NVR services, please refer to the DDNS/Cloud
Portal section later in this chapter.

Auto Router Configuration

In “Remote Access Services” > “Auto Router Configuration”, you can
enable or disable UPnP port forwarding. When this option is enabled, your
NVR is accessible from the Internet via the UPnP router.

5] myQNAPdoud

| Remote Access Services

Enable UPnP Port forwarding
Auto Router 9 Enable this function to allow access to your NVR from the [ntemet via an UPnP router.

My DONS/Cloud Portal Note: Thes functio

only works with the UPnP supported devices.

< Cloud Services

|
Amazon 53 @ Status : N/A

Apply
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Note: If there is more than one router on the network, only the one which is set
as the default gateway of the NVR will be detected.

Click “Rescan” to detect the router if no UPnP router is found on the local

network and “Diagnostics” to check the diagnostic logs.

¥ Enable UPnP Port forwarding
Enable this function to allow access to your NVR from the Internet via an UPnP router.

Note: This function only works with the UPnP supported devices.

I ‘“ Status : No UPnP router found on the network ‘@

Rescan Diagnostics

Network Diagnostics

—————— NAT PMP Diagnostics --—----

initnatpmp() returned 0 (SUCCESS)

using gateway : 192.168.0.1

sendpublicaddressrequest returned 2 (SUCCESS)
readnatpmpresponseorretry returned -100 (TRY AGAIN)
readnatpmpresponseorretry returned -100 (TRY AGAIN)
readnatpmpresponseorretry returned -7 (FAILED)

—————— UPRP Diagnostics ----—-—-

upnpc @ miniupnpc library test client. (c) 2006-2011 Thomas Bernard
Go to http://miniupnp.free.fr/ or http://miniupnp.tuxfamily.ora/
for more information.

List of UPNP devices found on the network :

desc: http://192.168.0.1:12592/rootDesc.xml

st: urn:schemas-upnp-orag:device: InternetGatewayDevice: 1

Close

If the UPnP router is incompatible with the NVR, click ©@and then click
“UPnP Router Compatibility Feedback...”
(http://www.gnap.com/go/compatibility router.html) to contact the

technical support.
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Your router does not suppaort UPAP protocol or yau
have not enabled the UPnP function on the router.

LPnP Router Compatibility Feedback...

0K

Select the NVR services to be allowed for remote access in section
“Forwarded Services”. Then click “"Apply to Router”. The NVR will
configure the port forwarding on the UPnP router automatically. You

will then be able to access the NVR services from the Internet.

Forwarded Services

Enabled Status Servica Name Forts Frokoco
L ok HWVR Web 80 TCp
L oK Secure NWR Web 443 TCP
Note:

If more than two NVR are connected to one UPnP router, please specify a
different port for each NVR. If the router does not support UPnP, users are
required to configure port forwarding manually on the router. Please refer
to the links below:

Application note: http://www.gnap.com/go/notes.html

FAQ: http://www.gnap.com/fag

UPnP router compatibility list:
http://www.gnap.com/UPnP_Router Compatibility List

My DDNS
With the Cloud Portal, web-based NVR services such as web administration
and File Station can be published to http://www.mygnapcloud.com.
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http://www.qnap.com/go/notes.html
http://www.qnap.com/faq
http://www.qnap.com/Compatible_Router_List
http://www.myqnapcloud.com/

By enabling the NVR services in this step, they are opened for remote
access even if they are not published.

Enable the My DDNS service in "Remote Access Service” and the NVR will
notify the myQNAPcloud server automatically if the WAN IP address of the
NVR has changed. To use the myQNAPcloud service, make sure the NVR

has been connected to an UPnP router and the Internet.
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Note:
The myQNAPcloud name of each QNAP NVR is unique. One

) myQNAPcloud name can only be used with one NVR.
A registered myQNAPcloud name will expire in 120 days if your
NVR remains offline within the period. Once the name is

expired, it will be released for new registration by other users.

Cloud Portal

In “Remote Access Services” > “My DDNS/Cloud Portal” > “Cloud
Portal”, the web-based NVR services are shown. Select “Publish” to

publish the NVR services to myQNAPcloud website.

Select “Private” to hide the published NVR services from public access
if you don’t want every user can access this published NVR service. The
private services on the myQNAPcloud website are only visible to
specified users with the myQNAPcloud access code.
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MR Sarvices Status *utish Privata

Set myQNAPcloud Access Code for private services: Enter a code of
6-16 characters (a-z, A-Z, 0-9 only). The code is required when NVR
users attempt to view the private NVR services on the myQNAPCloud

website.

myQNAPcdoud Access Code

Set the myQNAPcloud Access Code:

Note: The code must be 6-16 characters (a-z, A-Z, 0-9 only).

Note: If a disabled NVR service is published, the service will not be accessible even
the corresponding icon is shown on myQNAPcloud website
(http://www.myQNAPcloud.com).

Click “Add Users” and specify maximum 9 local NVR users who are
allowed to view the private NVR services published on the

myQNAPcloud website.

Wiar M b v vt

Click "dudd User” and specify the lacal VR users whe are allowed ta view the private NVE services published an myQRaPcloud website, Theos users may
alzo use the myQNAPCoud Conmact ot the same time for remote scoess. Maximum § users can ba specified.

Salect the users and click “Send Inviation” to send an email with instruckion to access the services.

USErmame myQNAPCkoud Website

Select the users and connection method: myQNAPcloud website. Click

“Apply”.
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Select users and their privileges

Username myQMNAPcloud Website
admin

supervisor

sysmar

test01 vl

testnz v

test03 o

Employes(7 2
Employea(d?3
Employee074 v

Employee?5
Page 1 /2| 0 H| & Display itern: 1-10, Total; 12

Apply Cancel

Then click “Apply” to save the settings.

myQHAPcioud Access Code

Sak the myQHARCloud Aocess Code: 111111
HNota: The cods must be &-16 characters (a2, AZ, =% anly).

User Management

Chick “Add User® and specify the Iscal NVR users who are allowed to view the private MVR services published on myGiaPdoud webste. These users may
alse use the myJNAPCowd Connect at the sama time for remote access. Maximum 8 users can ba specfied.

Select the users and chick “Send Invitstion” to send an emall with instruction to access the services.

Caleix Add lisers Eand [nvitation

Uisbr s FiA P ud ‘Walisita

S+ testOl o

To send the instructions of the myQNAPcloud service to users via email,
select the user(s) and click the “Send Invitation” button.

296



Note: To use this function, the mail server settings must be properly configured
in “Control Panel” > “System Settings” > “Notification” > “SMTP Server”.

Enter the email address. Click “Send”.

Invite users with email notification to access service

Username E-mail Status

test01 testO1@qgnap.com

Send Close
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10.1.2  Cloud Services
Amazon S3
Amazon S3 (Simple Storage Service) is an online storage web service provided by Amazon Web Services. QNAP
VioStor NVR supports Amazon S3 to allow the users to back up the data from the NVR to Amazon S3, or download
it from Amazon S3 to the NVR at anytime. Besides, the users can also create scheduled replication job for daily,

weekly, or monthly backup.

Create your own Amazon S3 account

To use the Amazon S3 feature on VioStor NVR, follow the steps below:

Step 1: Sign up/ Login Amazon Web Services Account
You need to sign up for Amazon S3 account (http://aws.amazon.com/s3/). For the price information, please refer
to the Amazon web services website.

amazon

web services

Sign In or Create an AWS Account

‘You may sign in using your existing Amazon.com account or you can create a new account by selecting "I
am a new user."”

My e-mail address is:

Iam a new user.

#» Iam areturning user
and my password is:

\
Sign in using our secure server @)

Eorgot your password?

Has your e-mail address changed?

Learn more about AWS Identity and Access
Management and AWS Multi-Factor Authentication
features that provide additional security for your AWS
Account.

About Amazon.com Sign In
Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of
this site is governed by our Terms of Use and Privacy Palicy linked below.

Terms of Use | Privacy Policy @ 1996-2014, Amazon.com, Inc. or its affiliates
An amazoncom. company

Step 2: Get Your Access Key ID and Secret Access Key
Once you have successfully signed up an account, you will receive your Access Key ID and

Secret Access Key. Please keep your ID and key safe.

If you have missed the Access Key ID and Secret Access Key notification, click "Your Account" and

choose "Security Credentials" to retrieve them.
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amazon

web services
AWS Management Console
AWS Products & Solutions + AWS Product Information » || My Account fuy
Billing & Cost Management
Security Credentials
Account ——

Check your Access Keys(Access Key ID and Secret Access Key). Click “Create New Access Key”

if you don’t have Access keys.

Your Security Credentials

Use this page to manage the credentials for your AWS account. To manage credentials for AWS Identity and Access Mangement (IAM) users, use the |IAM Console
To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference.
+ Password

+ Multi-Factor Authentication (MFA)

-/ Access Keys (Access Key ID and Secret Access Key)

Note: You can have a maximum of two access keys (active or inactive) at a time.

Created Deleted Access Key ID Status Actions
Feb 16th 2014 i Active Make Inactive | Delete

Create Remote Replication Job on Amazon S3

For using Remote Replication Job on Amazon S3, you must have one Amazon S3
account first. You can refer to section “Create your own Amazon S3 account” for
detailed information.

You can back up the NVR data to or retrieve the data from the Amazon S3. Amazon’s
services will generally accept requests that are received within 15 minutes after you
login Amazon S3. Before getting started, make sure your system clock is set
correctly according to your time zone. It is suggested to configure your NVR to
automatically synchronize with the system clock using the Network Time Protocol
(NTP).

Follow the steps below to create a remote replication job on Amazon S3.

Step 1: Login your VioStor NVR and go to "myQNAPcloud" > "Cloud Service" >
"Amazon S3". Click "Create New Replicating Job".
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Step2: Enter the job name.

Create a Replication Job

Remote Replication Wizard

This wizard helps you create a remote replication job.Enter the name of the
remote replication job and click Next.

Remote Replication Job Name:

Step 1/5 MNext Cancel

Step3: Select usage Type (Upload or download) from the dropdown menu. Then
input the access key, private key and remote path. A bucket is the root directory on
Amazon S3. You can do remote host testing by clicking "TEST". Other settings are
optional.

Note: To use this function, you must create at least one Bucket on Amazon S3.
Please go to Amazon S3 on website and select “Create Bucket” to create one
Bucket on your Amazon S3 account.
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Create a Replication Job

Amazon S3

Usage Type: Upload b
Access Key: AKIAJATCZPUP34CCE3FC
Secret Key: L L L LTI
Remote Path qnapqvrtest / test
(Bucket/Directory):

Remote Host Testing: ) 'I:esf

Maximum number of retries 10

(0-99):

Maximum upload rate (KB/s):

Perform incremental replication
Delete extra files on remote destination

¥ Enable Server Side Encryption &)
Enable Reduced Redundency Storage &

Step 2/5 Back Next Cancel

Step4: Specify the local path as Network Share/ Directory. Select the network share
from dropdown menu and input the directory.
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Create a Replication Job

Local Path

Please specify: Local Path (Metwork Share/Directory):

mp4 v /[20140214)

Step 3/5 Back MNext Cancel

Step5: Specify your replication schedule.
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Create a Replication Job

Replication Schedule

Select schedule:

Replicate Mow

Daily
® Weekly Monday n
Monthly
Time 00 w00 0w
Step 4/5 Back Next Cancel

Step6: Click "Finish" to complete the setup.

303



Create a Replication Job

Setup complete

The remote replication settings have been completed. Click Finish to exit the
Wizard.

Step 5/5 Finish

Upon successful job creation you will see the status of the replication job(s). You

can edit or delete them if necessary.

it roR
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10.2File Station

The File Station allows the users to access the NVR on the Internet and manage the

files by a web browser.

o e o0
= | ] =3 © ¥ 4 - o .
1 2 3 4 5 6 7 8 9
Number | ltem Description
1 Search Search by name, type(music, movie, photo...) or select advanced
search
2 View mode Change the View mode
3 Create folder | Create a folder in shared folders
4 Copy Copy/ Paste files and folders
5 Upload Select the folder to upload the file to
6 Share Share a file or folder with other users using various methods
7 More Action | Add the shared folders to bookmark
8 Refresh Refresh this page
9 Settings +  Show files and folders of my PC
*  Show hidden files

Before getting started

Enable the service in “Control Panel” > “Applications” > “Station Manager”. Click the
link on the page to access the File Station.

The File Station can be launched from the Main Menu or the File Station icon on the

Desktop.
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You can upload, download, rename, move, copy, or delete the files and folder on the
NVR.
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Uploading files

To use this feature, install Adobe Flash plug-in for your web browser.
1. Select a folder and click @ & .

2. Click “Browse” to select the file(s).
3. Select to skip or overwrite the existing file(s) in the folder.

4. Click to upload a file or “Upload All” to upload all the selected files.
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Note: The maximum size of a file that can be uploaded to the NVR by the File
Station is 2GB without JAVA plug-in.

Downloading files

1. Select a file or folder to download.
2. Right click the mouse and select “Download” to download the file. Please note
that if all files within a folder are selected, they will be compressed and

downloaded as a zip file.

2014-04-23 21-58-01~22-00-01.84 2014/04/23 22:00:04 AVl File JaaMB

2001404 23 21 5600 oy 2014/04/23 21:58:02

2014-04-23 21-54-04 2014/04/23 21 5&:07 AV Fila 183 MB
2014-04-23 25-52-Dd 2014/04/23 21: 54:D6 AVl File 383 MB
2014-04-23 21-50-03 2014/04/23 21:52:05 AV] Fle laimMe
2014-04-23 21-48-02 2014/04/23 21:50:04 AV] Fle 1.84 MB
2014-04.23 25-46-00 2014/04/23 21, 48:03 AV File 383 MB
2014-04-23 21-44-06- 2014/04/23 21:46:03 AVl Fila 3.64 MB
2014-04-23 20-42-0d= 2014/04/23 20:44:07 AV File 183 MB
2014-04-23 21-40-01~21-42-02. 80 2014/04/23 21:42:05 AVl Fle 481 M8
2014-04-23 23-38-00-21-40-00.aw 2014/04/23 21:40:03 AV] Fle 8.37 MB
2014-04-23 71-28-00~71-30-00.a% I014/04/23 21:30:01 AV] Filg 1108 MB
2014-04-23 21-26-00~ 21-28-00.34 2014/04/23 21:28:01 AV] Fle 1188 MB
Fage 1zl H | & Display kem: 1:21, Total: 28 Show 20 ¥ Items

Creating folders

1. Select a shared folder or folder in which you want to create a new folder.

2. Click | @eem

3. Enter the name of the new folder and click “OK".
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Renaming files or folders:

1. Select afile or folder to rename.

2. Right click the mouse and select “Rename” to rename the file.

3. Enter the new file or folder name and click “OK”.

Copying files or folders

1. Select the files or folders to copy.

2. Click

3. Click the destination folder.

4. Click === 3nd confirm to copy the files or folders.

Moving files or folders

1. Select the files or folders to move.

2. Right click the mouse and select “Move”.

3. Select the destination folder. Click “OK”.

Deleting files or folders

1. Select a file or folder to delete.

2. Right click the mouse and select “Delete”.

3. Confirm to delete the file or folder.

File/Folder search

308



The File Station supports smart search of files, sub-folders, and folders on the NVR.

You can search a file or folder by all or part of the file or folder name, or by the file
extension.

r

B W1-27-8124UP-admin
» 1 home Name

4 =5 homes
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10.3App Center

The App Center is a digital platform for distribution of NVR apps. Users can search for,
install, remove and update apps developed by QNAP or third party apps through the
App Center to expand the services and add new features on the NVR.

App Cactar 00’
= I B Refresh. | Instal Maoualy | =4 (7

Starting App Center

The App Center can be launched from the App Center shortcut on the Main Menu or
the QVR Desktop.

Familiarizing yourself with App Center

Menu Bar
) © © 0 0
Update Ab Hafresh el Manualy ;'t
No | Name Description

Search apps that are available to install on the
1 | Search Bar

NVR.

Update all apps that are currently installed on the
2 Update all

NVR.
3 Refresh Refresh the current page
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Browse to upload and install a QPKG add-on
4 | Install Manually
manually.

5 | Sort Sort apps by category, name or release date.

Left Panel
* My Apps: List apps that are currently installed on the NVR.
«  All Apps: List all apps that can be installed on the NVR.

Using App Center

Searching apps
To search for an app, enter the keyword in the search bar.

Installing, updating and removing apps

To install an app, click the "Add to QVR+" button and the installation process will
begin. After the installation process is complete, the "Add to QVR+" button will turn
to the "Open" button and you can directly click this button to launch this newly

installed app. This newly installed app will then show up in "My Apps".

Note:

*  Make sure the NVR is connected to the Internet.

+ QNAP is not responsible for troubleshooting any issues caused by the open
source software/add-ons.

*  Wheninstalling an add-on which requires a prerequisite app, the prerequisite
add-on will be added to the installation queue automatically prior to the dependent
add-on.

« If the app update process is canceled before it is finished, please install the app

from the App Center again.

To update an app, click "Update" and click "OK" to confirm. Alternatively, you may
click "Update All" on the menu bar to install all updates and "Refresh" to check for
the latest updates. The button will turn to "Open" to signify that the update is
complete for an app. To remove an app, first click an installed app to open its
introduction page. Click "Remove" on the page to uninstall it from the NVR and click
"OK" to confirm.

Note:
»  Click the on/off button in an app icon to enable or disable an app.
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Offline Installation
To install apps when the NVR is offline or beta apps that are not officially available on
the QNAP App server, users can download the app application (*.qpkg) from the

QNAP security website (http://www.gnapsecurity.com/) or forum

(http://forum.gnapsecurity.com/index.php), unzip the files, and click "Install

Manually" on the menu bar to install the apps manually.
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Chapter 11. QNAP Surveillance Central Management

(QSCM Lite)

11.1Introduction

QNAP Surveillance Central Management Lite (referred to as “QSCM Lite” in the
following context) is a pioneering, powerful and free App supported by QNAP VioStor
NVR (with firmware QVR 5.0 and above), that turns your NVR into a CMS server to
manage up to 16 QNAP NVRs and 256 cameras.

No extra investment in hardware or software is required to add CMS server function
to a NVR —all you have to do is install the QSCM Lite App.

QSCM Lite can manage NVRs that are in the same private LAN with QSCM Lite.

11.2Install QSCM Lite to NVR Server

11.2.1  App Center

To install QSCM Lite, please download it from the QVR 5.0 App Center. For more
information about the App Center, please refer to Section 10.3 App Center.

11.2.2 How to Install QSCM Lite to NVR Server
Online installation
To install QSCM Lite, please download it from the QVR 5.0 App Center. Your NVR

must be connected to the Internet to use the App Center.
Step 1: Go to the App Center on the desktop of QVR 5.0.
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Step 3: Click “Add QSCM Lite to QVR”
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Step 5: After QSCM Lite has been downloaded, the system will automatically install
QSCM Lite.
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Step 6: When the option to “Open” appears, QSCM Lite has been successfully
installed.

B D wwra B

Step 7: QSCM Lite will now be listed in My Apps, with the default Open status. QVR
5.0 is now a CMS server.
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Offline installation

If the NVR is not connected to the Internet, an offline installation is available.

Step 1: Download QSCM Lite from the QNAP Security website

(http://www.gnapsecurity.com/download.asp).

Step 2: Unzip the files

Step 3: Return to the NVR and enter the App Center
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Step 5: Find the unzipped QSCM Lite, and click [Install]
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Step 7: The NVR will then install QSCM Lite

— L) (5
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Step 8: Click OK

Step 9: QSCM Lite will now be listed in My Apps, with the default Open status. QVR
5.0 is now a CMS server.

If needed, QSCM Lite can be turned off to disable the CMS server function.
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11.2.3 Installation Reminders and Suggestions

® (QSCM Lite can only be installed to QNAP NVR with firmware version 5.0 or
above.

® When enabling QSCM Lite on QVR 5.0, you have 2 options:

1. Do not record camera footage to this server, and have it act as a pure CMS server.

2. Keep recording camera footage to this server, and have it act as both a CMS and

NVR server simultaneously.

In the second case (the server will act as both a CMS and NVR server simultaneously),

the server’s hardware resources will be shared by the NVR server service & the CMS

server service. If the CPU usage rate is more than 80%, or when the throughput is

busy, the performance of both the NVR server and CMS server will be impacted.

® |t is strongly recommended to enable just one QVR 5.0 as QSCM Lite to centrally
manage the NVRs in a LAN. Otherwise, the QSCM Lite event management
(including the live view event notification and event log) will be scattered to
multiple QSCM Lites.

11.3Use QSCM Lite on NVR Client PC

11.3.1 How to use QSCM Lite on NVR client PC

Step 1: Connect to a QVR 5.0 with QSCM Lite. For instructions on how to install
QSCM Lite, please refer to 1.2.2.
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Step 2: Go to the App Center on the QVR 5.0 desktop.
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Step 3: Click on the QSCM Lite icon to go to the QSCM Lite login page
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Step 4: The system will automatically redirect to the QSCM Lite login page, and you
can log in by using the default username/password (admin/admin).

F Qo itsitpsins SV B
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UioStor

Step 5: The first page you will see after logging into QSCM Lite is the live view page.

Before you have configured QSCM Lite, no camera feedback will be displayed.
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Step 6: To configure QSCM Lite, go to the configuration page.

TS - .
- e "y

n

Step 7: For how to configure QSCM Lite, please refer to Section 3.5 Configure CMS
Client of the VioStor CMS user manual.

Note:

® VioStor CMS is a high-performance turnkey CMS solution. The CMS Server
supports up to a maximum of 128 multi-server monitoring and management.
Users can monitor up to a maximum of 1,024 IP cameras with up to 64 channels
per screen. Concurrent independent playback and display controls in four
screens are also supported. The CMS Server has the highest compatibility with
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the QNAP VioStor NVR series and also supports a variety of brand-name IP
cameras.
For detailed VioStor CMS information, please refer to:

http://www.gnapsecurity.com/pro_detail featurecms.asp?p id=273

11.3.2  Usability Reminder and Suggestions

® [f you have the server performing as both a CMS and NVR server simultaneously,
it is strongly recommended to open just one live view page (either QVR 5.0 live
view or QSCM Lite live view) at the same time. Otherwise, the CPU and
throughput usage of the client PC will double.

® For client PC requirements, please refer the Section 2.1 Personal Computer

Requirements of this user manual.
11.3.3  QSCM Lite Client Specification
® The QSCM Lite client specification is mostly synchronized with the VioStor CMS
client specification.

® The specification difference between the QSCM Lite client & VioStor CMS client
is subject to change without prior notification.

11.4Comparison between VioStor CMS & QSCM Lite

. QSCM Lite .
Comparing Items VioStor CMS

(App/QPKG)

CMS solution on
. QNAP VioStor NVR

Working Type o Standalone CMS server
(with firmware QVR

5.0 and above)

Manageable NVR NVR 4.1 (and above) NVRA4.1 (and above)

Number of NVRs

16 128
supported
Maximum number of

256 1,024

channel supported
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Number of monitors

4 8
supported
Maximum number of 32 Unlimited
client registration
Multi-Server Centralized Monitoring
Key Feature
Enhancement and Management

The QSCM Lite client specification is mostly synchronized with the VioStor CMS
client specification

The specification difference between the QSCM Lite client & VioStor CMS client
is subject to change without prior notification.
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Chapter 12. Qstart

12.1 Introduction

Qstart brings two leading-edge innovative features: system initialization
and network switch control. It simplifies system initialization through
automatically assigning default settings with just a single click. By integrating
supported switches, Qstart provides comprehensive network topology and a
device list for users to fully manage network health and device status. Qstart
integrates the major functions of PoE switches so users can easily setup camera
IPs, manage PoE status and monitor traffic flow from the VioStor software (QVR).
The intuitive GUI also allows for precise failure detection and efficient
troubleshooting. Qstart provides users with a refreshing experience when
installing and remotely maintaining NVRs.

12.2 Before Using Qstart

1. All devices including IP cameras, Client PCs, a QNAP VioStor should be connected
to the same PoE switch. (VioStor now only supports the scenario of one PoE
switch, please avoid cascade PoE cases.)

2. Do not set your device to a static IP, including the client PC and the VioStor NVR,
DHCP settings only.

3. All IP cameras must be set to default for Qstart initialization.

12.3 System Initialization

Please note: To use Qstart, please ensure your hard drives are clean without being

formatted\. &% [S1]: Do you mean

unallocated? If so, change this
Find the VioStor’ IP address via QNAP finder. to: "Please note: To use Qstart,

2. Connect to the QVR web-based administration page and select Qstart. Please please ensure your inserted

ensure that you use a supported switch and a VioStor model (please check the hard drives are unallocated."

compatibility list for more information).
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nan VS-6120Pro+ English v

Welcome

Thank you for choosing QNAP Viostor NVR. Pl
“Manual Setup” below to start installation.

The installation proc hould take about 10-15 minutes,
depending on the size of your hard drives.

Note: Website installation is for VioStor NVR servers that
already have hard drives installed.

R

Qstart:
Provides users with a quick & easy NVR installation experience.
Everything related to the initial setup will be automatically processed in a single click.

VioStor will detect if there is a DHCP server on the same LAN.
i If a DHCP server is detected, it will proceed to the Quick Setup page.

DHCP server detected. All IP settings are assigned.

ii. If a DHCP server is not detected, users will be asked to enable the NVR’s
DHCP server.
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No DHCP server is detected.

A. Users can enable the DHCP server by selecting Yes.

No DHCP server is detected.

Please click YES to enable the NVRs DHCP server to continue Qstart. If no
DHCP server assigns an IP, Qstart will not function.
(Please ensure that no IP conflict exists, otherwise the network may crash.)

Do you want to enable the NVRs DHCP server?
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DHCP Server Setup

IP Address: 169.254.100.100
Subnet Mask: 255.255.0.0
Default Gateway: 169.254.100.100
DNS:8.8.8.8

B. Selecting No will return to the initial page.

QNAP VS-6120Pro+ English ~

“Manual Setup” below to start installation.

The installation pro should t bout 10-15 minutes,
depending on th e of your hard S,

Note: Website installation is for VioStor NVR servers that
already have hard drives installed.

Manua! S

Qstart:
Provides users with a quick & easy NVR installation experience.
Everything related to the initial setup will be automatically processed in a single click.

4. The Quick Setup page includes basic information for both the NVR and devices
connected to the switch (including the time zone, name, IP, Disk configuration,
and more.) Confirm that this information is correct and proceed to complete the
initialization.

Please note:

i Users cannot modify network settings (DHCP/Static) in Qstart mode.
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The channel number is based on the port number of the switch.

(For example, if a VS-2112 Pro+ connects to a 24-port switch, the table will

show channel 1 to channel 24 regardless of the NVR's supported channels.)

Default settings:

B Selects all supported cameras that are connected to the switch.

B Auto configure

QNAP

Please review the following settings and click “Proceed” to continue. Don'’t worry! You can madify these settings later on the
NVR administration page.

NVR Name:
Username:

Password:

IP Address

Time Zone:
Date / Time:

Disk Configuration:
Bad Block Scan:

CAMERA:

VS-6120Pro+ English =

NVRDFDDBS

admin

*xxxxxxx ( Default password : admin)

(DHCP)

(GMT+08:00) Taipei

2014/08/13 15:3:26

Single (Found 1 Disks, Total Storage Capacity: 465.76 GB)
No

Aute configure
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Channel Brand Model
1 Panasonic iPro Panasonic iPro SF334
2 Vivotek VivoTek FD7160
3 Sony Sony SNC-DS10
4 Vivotek VivoTek IP8362
5 Sony Sony SNC-VB600B
6 Sony Sony SNC-VB630
7 Vivotek VivoTek FD8136
8 Sony Sony SNC-EM630
! 9 Panasonic iPro Panasonic iPro SF135
10 Sony Sony SNC-EB600B
11 ACTi ACTi D61
2 12 Sony Sony SNC-CS20
] 13 Panasonic iPro Panasonic iPro SW152
@ 14 Vivotek VivoTek PD8136
vl 15 ACTi ACTi D11
v 16 ACTi ACTi E31
! 17 Panasonic iPro Panasonic iPro SP102
2 18 ACTi ACTi E41
v 19 Axis Axis P1357
2] 20 Axis Axis P1355

Build up your Exclusive
Surveillance Center

Follow th eps guided by the setup wizard to easily add new camel

Afterward, you can configure recording settings, modify other
rveillance lo

surveillance settings, and d

Applying the settings

IP Address

169.254.101
169.254.101
169.254.101
169.254.101

191
.200
183
196

169.254.241.77

169.254.85.251

169.254.101

.198

169.254.206.87

169.254.101

184

169.254.49.192

169.254.101.
169.254.101.
169.254.101.
169.254.101.
169.254.101.
169.254.101.
169.254.101.
169.254.101.
169.254.101.
169.254.101.

197
185
186
199
192
190
194
193
188
187
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®

MAC Address

08:00:23:90:b5:86
00:02:d1:0a:44:c3
00:1d:ba:4f:5e:8d
00:02:d1:11:28:43
3c:07:71:1e:36:98
54:53:ed:f9:19:1e
00:02:d1:18:2d:8d
d8:d4:3¢:13:97:19
08:00:23:96:33:5d
d8:d4:3¢:38:63:6e
00:0f:7¢:0a:95:57
00:1d:ba:3f:e3:ed
08:00:23:95:a4:8e
00:02:d1:1c:07:0a
00:0f:7¢:09:21:20

00:0f:7¢:09:78:19

08:00:23:95:a6:a7
00:0f:7c:09:ae:bf
ac:cc:8e:03:05:d9
00:40:8c:f4:cd:d8

e G

VS-6120Pro+ English v

This process may take a few minutes depending on the system hardware and hard drive capacity.

«J Formatting the hard drives..

& 25

u

Enter the QVR desktop. The camera overview page and QVR introduction page

will appear simultaneously. (The camera overview in front, and the QVR

introduction behind it.)
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09:58

Wednesday, November 5

Please note: The system will enable Qstart once users finish the Qstart initialization.

12.4 Qstart Mode

1. Main features:
1. Intuitive channel mapping:
The video shown on channel 1 represents the recording view of port 1 to
the switch.
2. Auto port detection and configuration:
If devices are connected to other ports, the system will automatically
detect the change and move all settings (excluding advanced settings) to
the new ports. Users do not have to set it up all over again.
i Add a supported camera to the port:
@ [fitisanew camera, the NVR will automatically add it using
default settings.
@ Ifitisa camera that has been used before, the NVR will use its
previous settings.
ii. Removing the camera from the port will clear the camera settings.
iii. Any port changes will be saved in the system logs.

® Where and how to check Qstart mode.
1. Surveillance Settings ->Advanced Settings-> Qstart Settings:

333




2. Use supported switches to enable Qstart mode. The brand and model
name will be shown and users can test the connection.

Surveillance Settings Q09
B Monitor | | [ Playback 2
4 Camera Settings
Coneurrent Logins
£ Camera Overview
Maximum number of concurrent logins (http) [5 (1-32)

O Camera Configuration
B event Management

Enable network intrusion detection
4 System Settings

Ny P—p— (0 Enable network intrusion detection
Note: The system will alert users when possible attacks from the network are detected and give recommendation.

A privilege settings

& Protocol Management
Qstart Settings

& Agent Management
You can only manage Qstart when using supported switch models
Survellance Logs Current switch (brand, model): ZyXEL,GS2210-24HP [ Test

Backup & Expansion
¥ Enable Qstart mode

Note: If you enable Qstart mode again, all of your camera settings will be erased. The NVR will detect all devices and configure settings
automatically.

Recovery Management

License Management

3. Qstart mode is enabled by default if users select Qstart during initialization.
Otherwise it will be disabled.

4. If you enable Qstart mode again, all of your camera settings will be erased.
In Qstart mode, you cannot add cameras to specific channels. To get
around this limitation, you will need to disable Qstart in Advanced Settings.

sT—— o0
[ ] 6 vostor_| | O piaybeck. 2
Jx
chame Resston frame sae scon Qe Lok
1 2 a
Hanagement 2% a
4 System Settings a8 63 @
. o @ 0
s Cmen s 7% A
6 Gameas Sony s 7% a
ot d Gmea? Voctek s 2% 8
Survetancs Logs B sony - 2% a
[orr— s cnic ' 7% 8
Recovery Management 9, 2% @
@x 0
Leense Management = % i
n @ 0
M 2% a
s 2% a
s Gamena 16 acn - @ a
sme 17 Panacnc o ™ @ a
18 amen 18 AcTi 156 2% a
1 Camera 19 Ads s 2% [l
) G20 nis . 2 0
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12.5Network Switch Control (Embedded)

12.5.1 Topology:

© © © © 0 © @ © © © © @ © B =

1. Show the switch's complete connection relationship
2. The diagram will display supported switches, cameras, VioStor NVR, and
other devices (including PCs, laptops, unsupported switches, and other

unknown devices.)

Switch Camera QNAP NVR Other Device

3. Users can choose different ways to display the topology
(top/right/left/bottom).
4. Clicking the device's IP address will open that IP address in your browser.

5. Clicking on a camera will open the camera's settings page.
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12.5.2 Switch Control Chart:

e @ @
1. Complete switch information table:
Firmware version, IP address, MAC, total power, and remaining power.
2. Complete port information:
Device IP, MAC, TX/RX, power consumption, PoE ability, Network ability.
3. Corresponding switch status types:
(Network, P: PoE, L: Link, Only N is on, then L can be detected as on/off.)
NLP_off P_on_NL off | N_on_LP_offf NP_on_L off| NL_on_P_off| NLP_on
= 8B 8 B 0 @
12.5.3 Event Notifications:
Switch Control 200

Y

Switch

IP Address

MAC Address

3c:07:71:29:37:c

08:00:23:95:a4:8¢

08:00:23:95:36:37

Transferred Received
737.75 Kb 15.54 MB
691,27 Kb 11.81 MB

2.33MB 72.15 MB
665.05 KB 111388

@ refresh @) vent notifications

Swiitch Info
D) Firmware Version:
Bl
@) MacAddress
00:03:ce:13:e5:45
B) Total Power.
400.00
8) Remaining Power
375.00
Link Status Consumed Power Network Switch ~ POE Switch  Reset Transfer...
on / OMbps 430w ) @@ ®
on / OMbps 2,50 w @ @ @®
off f OMbps 0.00w Q: Q: ®
on / OMbps 270w () @@ @
on / OMbps 180w @ «® ®
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1. Enter the log list by selecting Event Notifications in Switch Control.

System Logs 200

System Eventlogs System Connection Logs

Mievests v | Saue swih

Type Date Time Users ™ Camputer name Contert

2. This table shows behaviors relevant to the switch only. Users can keep track of
the situation between the switch and the devices linked to it.
12.5.4 Compatibility List:

Brand Model

NVR QNAP VS-6120 Pro+/ 6116 Pro+/ 6112 Pro+
VS-4116 Pro+/ 4112 Pro+/ 4108 Pro+

VS-2112 Pro+/ 2108 Pro+/ 2104 Pro+

Switch ZyXEL GS2210-24HP
EtherWAN EX76402
EX22402
eten PSG-6010VM
PSG-6018VM
PSG-7026VM

IP Camera AXIS ~ ACTi ~ SONY -~ Panasonic ~ VIVOTEK

Please note: The performance of Qstart will vary across different switch brands. If
you have any questions, please contact our technical support for more information.
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Chapter 13. LCD Panel

* This section is applicable to the NVR models with an LCD panel only.

The NVR provides a handy LCD panel for users to perform the disk configuration and
view the system information.

When the NVR has started up, the server name and the IP address will be shown:

IN[VIR|S|Flalplels] | | | | [ ]|
1060l [2]51al. J1lolo]. J1lolo]

For the first time installation, the LCD panel shows the number of the hard disk
drives detected and the IP address. Configure the hard drives accordingly.

Number of hard Default disk

. . . Available disk configuration options*
drives detected configuration

1 Single Single
2 RAID 1 Single -> JBOD ->RAID 0 -> RAID 1
3 RAID 5 Single -> JBOD -> RAID 0 -> RAID 5

Single ->JBOD -> RAID 0 -> RAID 5
-> RAID 6

4 or above RAID 5

*Press the ‘Select’ button to choose the option, and press the ‘Enter’ button to
confirm.
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For example, when five hard drives have been installed, the LCD panel shows:

clofnlflifel | [Dlifs|k|s[2] | |

SlRIALDIS L L L

Press the ‘Select’ button to browse more options, e.g. RAID 6.
Press the ‘Enter’ button and the following message shows. Press the ‘Select’ button
to select ‘Yes’ to confirm.
clhlolols|e| [R[A[1|D|5[?] | | |
>lvlels| | INJol [ | | [ | [ ||

When the configuration has finished, the server name and the IP address will be

shown. If the NVR fails to create the disk volume, the following message will be
shown.

clrlefalt]ilnigl. |.|.| | | []]
[RIALIIDIS] IFlalillleld] | | |
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View the system information by the LCD panel

When the LCD panel shows the server name and the IP address, press the ‘Enter’
button to enter the Main Menu. The Main Menu consists of the following items:
TCP/IP

Physical disk

Volume

System

Shut down

Reboot

Password

Back

© N o un ks~ wDh R

1. TCP/IP
In TCP/IP, the following options are available:
11 LAN IP Address
1.2 LAN Subnet Mask
1.3 LAN Gateway
1.4 LAN PRI. DNS
1.5 LAN SEC. DNS
1.6 Enter Network Settings
1.6.1 Network Settings — DHCP
1.6.2 Network Settings — Static IP*
1.6.3 Network Settings — BACK
1.7 Back to Main Menu
* In ‘Network Settings — Static IP’, configure the IP address, subnet mask, gateway,
and the DNS of LAN 1 and LAN 2.
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Physical disk

In Physical disk, the following options are available:
2.1 Disk Info

2.2 Back to Main Menu

The disk info shows the temperature and the capacity of the hard disk drive.
DJi[s|k|:[1] |Tle|m/p|:|5/0]°|cC]
slilzlel: | J2]3[2] lalB] | [ | |

Volume

This section shows the disk configuration of the NVR. The first line shows the
RAID configuration and storage capacity; the second line shows the member
drive number of the configuration.

[R[A[rfofs] | | [ | | [7]s]o[a]B]
Dlrlilviel J1l2]3lal [ | | [ |

If there is more than one volume, press the ‘Select’ button to view the
information. The following table shows the description of the LCD messages
for the RAID 5 configuration.

LCD Display Drive configuration
RAID5+S RAID5+spare
RAIDS (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding
RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 is unmounted
RAID 5 (X) RAID 5 non-activated
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System

This section shows the system temperature and the rotation speed of the
system fan.

clplul [Tlelm[p[: ] |slo["c| | |
slyls| [Tlelmlpl: [ I5/5]"[cl | |

Sy[s| [Flaln|:[8]6]S[RIP|M | |
EEEEEEEEEEEEEEEN

Shut down
Use this option to turn off the NVR. Press the ‘Select’ button to select ‘Yes'.
Then press the ‘Enter’ button to confirm.

Reboot
Use this option to restart the NVR. Press the ‘Select’ button to select ‘Yes'.
Then press the ‘Enter’ button to confirm.

Password
The default password of the LCD panel is blank. Enter this option to change
the password of the LCD panel. Select ‘Yes’ to continue.

Clhlajnlgle| |Plals|s|wlofr|d] |

L L[ vlels] IoINJol || |

Enter a password of maximum 8 numeric characters (0-9). When the cursor

moves to ‘OK’, press the ‘Enter’ button. Verify the password to confirm the

changes.

[N[e|w] [Plals|s|wlofr|d|:| | | |

L L oK

Back
Select this option to return to the main menu.
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System Messages
When the NVR encounters system error, an error message will be shown on the LCD
panel. Press the ‘Enter’ button to view the message. Press the ‘Enter’ button
again to view the next message.

[sly[s|tlelm| [e[rfriolr[t] | ||

Pl ]s|. | [clhlelclkl [L]olgls] |

System Message Description
Sys. Fan Failed The system fan fails
Sys. Overheat The system overheats
HDD Overheat The hard drive overheats
CPU Overheat The CPU overheats
Network Lost Both LAN 1 and LAN 2 are disconnected in failover
or load-balancing mode
LAN1 Lost LAN 1 is disconnected
LAN2 Lost LAN 2 is disconnected
HDD Failure The hard drive fails
Vol1l Full The volume is full
HDD Ejected The hard drive is ejected
Vol1 Degraded The volume is in degraded mode
Voll Unmounted The volume is unmounted
Vol1l Nonactivate The volume is not activated
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Chapter 14. Troubleshooting

1. The monitoring screen did not display.

Please check the following:

a.

Check if the ActiveX add-on has been installed when logging in the
monitoring page of the NVR. Set the security level to ‘Medium’ or lower in
Internet Options of the IE browser.

The NVR is turned on and the network is correctly connected.

The IP address of the NVR does not conflict with other devices in the same
subnet.

Check the IP address settings of the NVR and the computer. Make sure
they are on the same subnet.

A channel on the monitoring page cannot be displayed.

Please check the following:

a.

a.

The IP address, the name, and the password entered on the camera
configuration page are correct. Use the ‘Test’ function to verify the
connection.

When the PC and the IP camera are on the same subnet, while the NVR is on
another subnet, the monitoring screen cannot be viewed from the PC.

Solve the problems by the following methods.

Method 1: Enter the IP address of the IP camera as the WAN IP on the NVR.
Method 2: Configure the router to allow internal access to the public IP
address and the mapped ports of the IP cameras.

The recording is not working properly.

Install the hard drive(s) correctly in the NVR.

b. Make sure each hard disk tray is correctly locked.

C.

Check if the recording function is enabled on the Camera Configuration page
(the function is enabled by default). Make sure the IP address, the login
name, and the password of the IP camera are correct.

If the above items are verified to work properly while the status LED flashes
green, the hard drive may be damaged or cannot be detected. In this case,
turn off the NVR and install a new hard disk. If the problem persists, please

contact the technical support.

Note: When the configurations of the NVR are being updated, the recording will
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be stopped temporarily and restart again shortly.

| cannot login the administration page of the NVR.
Please check if you have the administrator authority. Only administrators are
allowed to login the NVR.

The live video is not clear or smooth sometimes.

a. The image quality may be restricted and interfered by the network traffic.

b. When there are multiple connections to the IP camera or the NVR, the
image quality will be reduced. It is recommended to allow only three
simultaneous connections to the monitoring page at maximum. For higher
recording performance, do not open too many IE browsers to view the live
video.

c. The same IP camera may be shared by multiple NVR servers for recording at

the same time.

The alarm recording does not function.

a. Please login the NVR and go to ‘Camera Settings’ > ‘Alarm Settings’. Make
sure the alarm recording is enabled for the IP camera.

b. If the NVR is installed behind a router while the IP camera is not, the alarm
recording will not work.

c. When the alarm recording is enabled, make sure the number of days that
the alarm recordings will be retained have been specified in ‘Camera
Settings’ > ‘Advanced Settings’. Otherwise, the recordings may be
overwritten.

The estimated storage space for recording displayed on the ‘Recording Settings’

page is different from the actual value.

This estimated value is a reference value only. The actual disk space may vary

according to the image contents, the network environment, and the

performance of the IP cameras.

The E-map cannot be displayed correctly.
Please check the file format. The NVR supports E-map in JPEG only.

I cannot find the NVR by the QNAP Finder.
a. Check if the NVR has been turned on.
b. Connect the local PC and the NVR to the same subnet.
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10.

11.

12.

13.

Install the latest version of Finder from www.gnapsecurity.com.

d. Run Finder again to search for the NVR. Make sure all the firewall software
on the computer have been turned off; or add the Finder to the list of
allowed programs in the firewall.

e. If the NVRis not found, click ‘Refresh’ on the Finder to try again.

f. If the problem persists, contact the technical support.

The changes to the system configuration did not take effect.
After changing the settings on the administration page, click ‘Apply’ to apply the
changes.

The monitoring page cannot be fully displayed in Internet Explorer.
When using the zooming function of Internet Explorer, the page may not be
displayed properly. Please click F5 to refresh the page.

I cannot use the SMB, FTP, and Web File Manager services of the NVR.

a. Login the NVR as an administrator. Go to ‘Network Settings’ > ‘File Services’
and check if these three functions are enabled.

b. If the NVR is installed behind a router, the SMB and FTP services can only be
accessed from the same subnet. Please refer to Appendix B for details.

The NVR takes too long to restart.

When the NVR takes more than 5 minutes to restart, turn off the power and
turn on the server again. If the problem persists, please contact the technical
support.
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Appendix A Configuration Examples

Environment 1: The NVR, the IP camera, and the monitoring PC are all on the same
network

= ® |P Camera

IP address
NVR 192.168.1.1
PC 192.168.1.100
Camera 1 192.168.1.101
Camera 2 192.168.1.102
Camera 3 192.168.1.103

In the example, add the IP cameras to the NVR by entering the IP addresses of the IP

cameras.
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Environment 2: The NVR and the IP camera are installed behind the router, while the

monitoring PC is located remotely

:

1
-

\
\

\
R

\

e |P Camera

NVR
Office Internet
&
Home

IP address Mapped port on the router
NVR 192.168.1.1 8000
Camera l 192.168.1.101 8001
Camera 2 192.168.1.102 8002
Camera 3 192.168.1.103 8003

Router public IP

219.87.144.205

PC

10.8.10.100
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To allow a remote PC to connect to the NVR and the IP cameras, do the following:

Step 1. Set up the port mapping (virtual server) on the router.

From Forward to
219.87.144.205:8000 192.168.1.1:80
219.87.144.205:8001 192.168.1.101:80
219.87.144.205:8002 192.168.1.102:80
219.87.144.205:8003 192.168.1.103:80

Step 2. Add the IP camera to the NVR by entering the IP address of the IP camera in
the ‘IP Address’ settings. Enter the public IP address of the router and the mapped
ports of the IP camera in the “‘WAN IP Address’ settings.

Note: When configuring the IP camera, the WAN IP and LAN IP must be entered.

To open FTP (port 21) and SMB (port 445) of the NVR on WAN, configure the
following port mapping settings:

From Forward to
219.87.144.205:21 192.168.1.1:21
219.87.144.205:139 192.168.1.1:139
219.87.144.205:445 192.168.1.1:445

After finishing the above two steps, connect to the NVR on WAN by entering the IP
address http://219.87.144.205:8000 in the IE browser. Then login the NVR with the

correct user name and password.

If the port specified to the NVR is 80, enter http://219.87.144.205 to connect to the
NVR.

Note: If the router does not use a fixed IP, configure the DDNS settings on the router.
Other configurations are the same as above.
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Environment 3: The NVR and the IP camera are all located remotely

-
As l‘a‘n’(‘)/ff ice

Headquartérs,_.

< Y

IP address

NVR 219.87.144.205
Camera 1l 61.62.100.101
Camera 2 61.62.100.102
Camera 3 61.62.100.103

In this example, add the IP camera to the NVR by adding its IP address to the ‘IP
Address’ settings.

Note: If a particular port is assigned to connect to the IP camera, specify the port in

the system configuration.
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Environment 4: The NVR and the IP camera are installed behind the router

IP address
NVR 1 192.168.1.101
NVR 2 192.168.1.102
NVR 3 192.168.1.103

Router public IP

219.87.145.205

In the example, to allow a remote PC to connect to each NVR by FTP, do the

following:

Step 1. Set up the port mapping (virtual server) on the router

From Forward to
NVR 1 219.87.145.205:2001 192.168.1.101:21
NVR 2 219.87.145.205:2002 192.168.1.102:21
NVR 3 219.87.145.205:2003 192.168.1.103:21

Connect to NVR 1 by ftp://219.87.145.205:2001
Connect to NVR 2 by ftp://219.87.145.205:2002
Connect to NVR 3 by ftp://219.87.145.205:2003

Step 2. Enable FTP port mapping on the NVR

To connect to each NVR via FTP by clicking ‘FTP’ on the playback page of each NVR,

enable FTP port mapping in ‘Network Settings’ > ‘File Services’ on the system

administration page and set the mapped port number.

Mapped port
NVR 1 2001
NVR 2 2002
NVR 3 2003

After finishing the above two steps, connect to the NVR via FTP by entering the IP

address in the IE browser or clicking ‘FTP’ on the playback page. Then login the

NVR by the correct user name and password.
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Technical Support

QNAP provides dedicated online support and customer service via instant messenger.

Online Support: http://www.gnapsecurity.com/onlinesupport.asp

Facebook: https://www.facebook.com/nvr.gnap

Forum: http://forum.qgnapsecurity.com

Technical Support in the USA and Canada:

Email: g_supportus@gnap.com

TEL: +1-909-595-2782

Address: 168 University Parkway, Pomona CA 91768

Service Hours: 08:00-17:00 (GMT- 08:00 Pacific Time, Monday to Friday)
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GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license

document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other
kinds of works.

The licenses for most software and other practical works are designed to take away
your freedom to share and change the works. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change all versions of a
program--to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software;
it applies also to any other work released this way by its authors. You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not price. Our
General Public Licenses are designed to make sure that you have the freedom to
distribute copies of free software (and charge for them if you wish), that you receive
source code or can get it if you want it, that you can change the software or use
pieces of it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if
you distribute copies of the software, or if you modify it: responsibilities to respect
the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee,
you must pass on to the recipients the same freedoms that you received. You must
make sure that they, too, receive or can get the source code. And you must show

them these terms so they know their rights.
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Developers that use the GNU GPL protect your rights with two steps: (1) assert
copyright on the software, and (2) offer you this License giving you legal permission
to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no
warranty for this free software. For both users' and authors' sake, the GPL requires
that modified versions be marked as changed, so that their problems will not be
attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of
the software inside them, although the manufacturer can do so. This is
fundamentally incompatible with the aim of protecting users' freedom to change the
software. The systematic pattern of such abuse occurs in the area of products for
individuals to use, which is precisely where it is most unacceptable. Therefore, we
have designed this version of the GPL to prohibit the practice for those products. If
such problems arise substantially in other domains, we stand ready to extend this
provision to those domains in future versions of the GPL, as needed to protect the
freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the
GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS
0. Definitions.

‘This License’ refers to version 3 of the GNU General Public License.

‘Copyright’ also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

‘The Program’ refers to any copyrightable work licensed under this License. Each

licensee is addressed as ‘you’. ‘Licensees’ and ‘recipients’ may be individuals or

organizations.
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To ‘modify’ a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The
resulting work is called a ‘modified version’ of the earlier work or a work ‘based on’

the earlier work.

A ‘covered work’ means either the unmodified Program or a work based on the

Program.

To ‘propagate’ a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright
law, except executing it on a computer or modifying a private copy. Propagation
includes copying, distribution (with or without modification), making available to the

public, and in some countries other activities as well.

To ‘convey’ a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with
no transfer of a copy, is not conveying.

An interactive user interface displays ‘Appropriate Legal Notices’ to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except
to the extent that warranties are provided), that licensees may convey the work
under this License, and how to view a copy of this License. If the interface presents
a list of user commands or options, such as a menu, a prominent item in the list
meets this criterion.

1. Source Code.
The ‘source code’ for a work means the preferred form of the work for making

modifications to it. ‘Object code’ means any non-source form of a work.

A ‘Standard Interface’ means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in that

language.

The ‘System Libraries’ of an executable work include anything, other than the work
as a whole, that (a) is included in the normal form of packaging a Major Component,
but which is not part of that Major Component, and (b) serves only to enable use of
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the work with that Major Component, or to implement a Standard Interface for
which an implementation is available to the public in source code form. A ‘Major
Component’, in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable
work runs, or a compiler used to produce the work, or an object code interpreter

used to run it.

The ‘Corresponding Source’ for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and to
modify the work, including scripts to control those activities. However, it does not
include the work's System Libraries, or general-purpose tools or generally available
free programs which are used unmodified in performing those activities but which
are not part of the work. For example, Corresponding Source includes interface
definition files associated with source files for the work, and the source code for
shared libraries and dynamically linked subprograms that the work is specifically
designed to require, such as by intimate data communication or control flow
between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The
output from running a covered work is covered by this License only if the output,
given its content, constitutes a covered work. This License acknowledges your
rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey
covered works to others for the sole purpose of having them make modifications
exclusively for you, or provide you with facilities for running those works, provided
that you comply with the terms of this License in conveying all material for which you
do not control copyright. Those thus making or running the covered works for you
must do so exclusively on your behalf, under your direction and control, on terms
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that prohibit them from making any copies of your copyrighted material outside their
relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting

circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention
of technological measures to the extent such circumvention is effected by exercising
rights under this License with respect to the covered work, and you disclaim any
intention to limit operation or modification of the work as a means of enforcing,
against the work's users, your or third parties' legal rights to forbid circumvention of
technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice; keep intact all notices stating that this License
and any non-permissive terms added in accord with section 7 apply to the code; keep
intact all notices of the absence of any warranty; and give all recipients a copy of this

License along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it
from the Program, in the form of source code under the terms of section 4, provided

that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.
b) The work must carry prominent notices stating that it is released under this
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License and any conditions added under section 7.  This requirement modifies the
requirement in section 4 to ‘keep intact all notices’.

¢) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or
distribution medium, is called an ‘aggregate’ if the compilation and its resulting
copyright are not used to limit the access or legal rights of the compilation's users
beyond what the individual works permit. Inclusion of a covered work in an
aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4
and 5, provided that you also convey the machine-readable Corresponding Source
under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years
and valid for as long as you offer spare parts or customer support for that product
model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this
License, on a durable physical medium customarily used for software interchange, for
a price no more than your reasonable cost of physically performing this conveying of
source, or (2) access to copy the Corresponding Source from a network server at no
charge.

c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
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noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding
Source, you remain obligated to ensure that it is available for as long as needed to
satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform
other peers where the object code and Corresponding Source of the work are being
offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the
object code work.

A ‘User Product’ is either (1) a ‘consumer product’, which means any tangible
personal property which is normally used for personal, family, or household purposes,
or (2) anything designed or sold for incorporation into a dwelling. In determining
whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, ‘normally used’
refers to a typical or common use of that class of product, regardless of the status of
the particular user or of the way in which the particular user actually uses, or expects
or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non-consumer uses,

unless such uses represent the only significant mode of use of the product.

‘Installation Information’ for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified
versions of a covered work in that User Product from a modified version of its
Corresponding Source. The information must suffice to ensure that the continued
functioning of the modified object code is in no case prevented or interfered with
solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for
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use in, a User Product, and the conveying occurs as part of a transaction in which the
right of possession and use of the User Product is transferred to the recipient in
perpetuity or for a fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for
example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification
itself materially and adversely affects the operation of the network or violates the

rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord
with this section must be in a format that is publicly documented (and with an
implementation available to the public in source code form), and must require no

special password or key for unpacking, reading or copying.

7. Additional Terms.

‘Additional permissions’ are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that
are applicable to the entire Program shall be treated as though they were included in
this License, to the extent that they are valid under applicable law. If additional
permissions apply only to part of the Program, that part may be used separately
under those permissions, but the entire Program remains governed by this License

without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional
permissions may be written to require their own removal in certain cases when you
modify the work.) You may place additional permissions on material, added by you to

a covered work, for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a
covered work, you may (if authorized by the copyright holders of that material)
supplement the terms of this License with terms:
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a) Disclaiming warranty or limiting liability differently from the terms of sections 15
and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions
in that material or in the Appropriate Legal Notices displayed by works containing it;
or

c) Prohibiting misrepresentation of the origin of that material, or requiring that
modified versions of such material be marked in reasonable ways as different from
the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names,
trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered ‘further restrictions’ within
the meaning of section 10. If the Program as you received it, or any part of it,
contains a notice stating that it is governed by this License along with a term that is a
further restriction, you may remove that term. If a license document contains a
further restriction but permits relicensing or conveying under this License, you may
add to a covered work material governed by the terms of that license document,
provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or

a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a
separately written license, or stated as exceptions; the above requirements apply
either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under
this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).
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However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright

holder fails to notify you of the violation by some reasonable means prior to 60 days

after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently

if the copyright holder notifies you of the violation by some reasonable means, this is
the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of
parties who have received copies or rights from you under this License. If your
rights have been terminated and not permanently reinstated, you do not qualify to
receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a
consequence of using peer-to-peer transmission to receive a copy likewise does not
require acceptance. However, nothing other than this License grants you
permission to propagate or modify any covered work. These actions infringe
copyright if you do not accept this License. Therefore, by modifying or propagating

a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license
from the original licensors, to run, modify and propagate that work, subject to this
License. You are not responsible for enforcing compliance by third parties with this
License.

An ‘entity transaction’ is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging
organizations. If propagation of a covered work results from an entity transaction,
each party to that transaction who receives a copy of the work also receives
whatever licenses to the work the party's predecessor in interest had or could give
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under the previous paragraph, plus a right to possession of the Corresponding Source
of the work from the predecessor in interest, if the predecessor has it or can get it
with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty,
or other charge for exercise of rights granted under this License, and you may not
initiate litigation (including a cross-claim or counterclaim in a lawsuit) alleging that
any patent claim is infringed by making, using, selling, offering for sale, or importing
the Program or any portion of it.

11. Patents.

A ‘contributor’ is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called
the contributor's ‘contributor version’.

A contributor's ‘essential patent claims’ are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be
infringed by some manner, permitted by this License, of making, using, or selling its
contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of
this definition, ‘control’ includes the right to grant patent sublicenses in a manner
consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor's essential patent claims, to make, use, sell, offer for sale,
import and otherwise run, modify and propagate the contents of its contributor

version.

In the following three paragraphs, a ‘patent license’ is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement). To
‘grant’ such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or
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other readily accessible means, then you must either (1) cause the Corresponding
Source to be so available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner consistent with the
requirements of this License, to extend the patent license to downstream recipients.
‘Knowingly relying’ means you have actual knowledge that, but for the patent license,
your conveying the covered work in a country, or your recipient's use of the covered
work in a country, would infringe one or more identifiable patents in that country
that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use,
propagate, modify or convey a specific copy of the covered work, then the patent
license you grant is automatically extended to all recipients of the covered work and
works based on it.

A patent license is ‘discriminatory’ if it does not include within the scope of its
coverage, prohibits the exercise of, or is conditioned on the non-exercise of one or
more of the rights that are specifically granted under this License. You may not
convey a covered work if you are a party to an arrangement with a third party that is
in the business of distributing software, under which you make payment to the third
party based on the extent of your activity of conveying the work, and under which
the third party grants, to any of the parties who would receive the covered work
from you, a discriminatory patent license (a) in connection with copies of the covered
work conveyed by you (or copies made from those copies), or (b) primarily for and in
connection with specific products or compilations that contain the covered work,
unless you entered into that arrangement, or that patent license was granted, prior
to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license
or other defenses to infringement that may otherwise be available to you under
applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot convey a covered work so as to satisfy
simultaneously your obligations under this License and any other pertinent
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obligations, then as a consequence you may not convey it at all. For example, if you
agree to terms that obligate you to collect a royalty for further conveying from those
to whom you convey the Program, the only way you could satisfy both those terms

and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time.  Such new versions will be similar in spirit
to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that
a certain numbered version of the GNU General Public License ‘or any later version’
applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,
you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy's public statement of acceptance of a

version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However,
no additional obligations are imposed on any author or copyright holder as a result
of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM ‘AS IS’ WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
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LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE
OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR
CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be
given local legal effect according to their terms, reviewing courts shall apply local law
that most closely approximates an absolute waiver of all civil liability in connection
with the Program, unless a warranty or assumption of liability accompanies a copy of

the Program in return for a fee.

END OF TERMS AND CONDITIONS
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